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[bookmark: _Toc453745198]Introduction 
All systems in use within the organisation requires a System Level Security Policy (SLSP) as detailed in the Information Security Policy. The aim of the SLSP is to ensure that the organisation considers how these systems will be managed on a day to day basis to ensure that operation remains secure from the provision of user access to data connections between systems. If controls in place at a higher level fail then systems are required to have own security controls in place and ensure that if the system is damaged data can be recovered within an acceptable business timeframe.
SLSP’s developed are departmental documents which do not require approval for use. Once completed a copy should be forwarded to the IG Team to allow the document to be used as evidence for the organisations IG Toolkit submission.
[bookmark: _Toc453745199]Document Compilation Guidance
The following series of headings and descriptions should be consider for all system level security policies and are intended to help guide responsible staff through their considerations for the development of their system level security documentation. This list is not exclusive of all possibilities and it is the responsibility of each department/system owner to identify and consider their security management needs on a case by case basis. This is best achieved through a formal process of risk assessment and mitigation.
Also provided as part of this toolkit is a completed example of an SLSP and a template SLSP containing suggested wording which can be amended to reflect operation of the system.
[bookmark: _Toc453745200]Guidance on Completion of SLSP
The following headings and number reflect those contained within the template SLSP.
[bookmark: _Toc453745201]1	Document Control
[bookmark: _Toc453745202]	Scope
This section sets out which systems are covered by the content of this document and gives a brief description of what the system is used for.
[bookmark: _Toc453745203]Audience
In this section please detail who is expected to read and follow the details within the SLSP.
[bookmark: _Toc453745204]Distribution List
Detail where this document will be available for staff within the department to access it
[bookmark: _Toc453745205]Amendment Details
Allows the development and amendment to the document to be recorded and requires the application of version numbers to avoid confusions in identification of the latest version of the SLSP.
[bookmark: _Toc453745206]Review
Sets the date for the SLSP to be reviewed. This should be annually to ensure minor changes to working practices are reflected.



[bookmark: _Toc453745207]System Details
[bookmark: _Toc453745208]Configuration System Documentation Registers
In this section please list, or attach, documentation regarding the use or configuration of the system such as a supplier operating manual.
[bookmark: _Toc453745209]Equipment
In this section details on the physical equipment used to run the system is added. This would be servers to run a database but would also include any specific hardware e.g. bespoke scanner.
[bookmark: _Toc453745210]Software
This table is used to record what software is used to run the system or which is installed on the server. This should include details of the operating system on the server.
[bookmark: _Toc453745211]Additional Features Of System

[bookmark: _Toc453745212]Interfaces with Other systems
This section is used to detail if the system has any interfaces which allow for the import or export of information from the system. This could be automated system to system transfers or manual transfers were data files are received and imported into the system.
[bookmark: _Toc453745213]System Roles
Details of who is the Information Asset Owner for the system along with details of the Information Asset Administrator should be added here to clarify overall responsibility for the system at a department/directorate level.
[bookmark: _Toc453745214]Support Services
This section details the support arrangements in place for the system. In almost all cases details of the local IT provider should be added for first line support e.g. computer doesn’t have network connection. Details should also be provided of any support arrangements with the system supplier and a description of what support is available.
[bookmark: _Toc453745215]Data Protection
Where systems hold and/or process personal confidential data (PCD), data that identifies an individual, this section should be completed.
Data Protection Officer
Identifies who in the organisation is responsible for data protection.
Caldicott
Identifies who the organisations caldicott guardian is.
Data Protection Registration
Confirms and provides the organisations data protection registration details as submitted to the Information Commissioners Office. These can be looked up directly by visiting https://ico.org.uk/esdwebpages/search. If you find that upon review the registration does not cover the type of data been processed please contact your organisations IG Lead who may need to amend the registration.
Data Classification Statement
This section clarifies how the data within the system is classified in regards to the organisations Records Management or Information Security Policy.
Data Controller
Who is the data controller? Please add in details regarding data controllership and what their relationship is e.g. data controller in common or joint data controllers
Legal Justification for Holding Data
All PCD that is processed by organisations requires a clear legal basis to conduct the processing. This is a legal requirement. Without a clear legal basis an organisation may be in breach of the law and subject to heavy financial penalties.
Legal justification can include requirements under a separate piece of legislation for the collection and processing of this information. In this case the legal act and subsection requiring the processing should be referenced.
Legal basis could also be through the collection of explicit consent of the individuals. Explicit consent needs to be recorded so please describe how this is obtain and where it is stored.
Validation of Data
This section should be used to detail how information collected is validated. This could be done through the patient demographic service which allows names and addresses as well as registered GP Practice to be confirmed. Another example of this is that when a patient checks in the receptionist checks their details to the system.
Printout and/or Reports
Are print outs or reports generated from the system which contain PCD? If so then processes around how these are managed to ensure information remains secure even after it leaves the system. 
Data Disposal
Enter details of how the information will be managed/disposed of following the end of the contract with the supplier. Will they hand back the information in a usable format or will they hold it until disposal. What assurance will be provided that the data will be safe and securely disposed of?
Data Security
If the data is held by a third party provider will it be encrypted to offer an additional level of security?
[bookmark: _Toc453745216]Requests for Information
How will requests for information be dealt with in regards to the system? Detail how subject access requests and freedom of information requests will be managed if different from the organisation wide policy.
[bookmark: _Toc453745217]Procedure in the event of a suspected security breach
What is the process in place for reporting of security breaches? Detail how such a breach would be managed referencing the organisation wide policy on incident reporting.
[bookmark: _Toc453745218]System Security
This section provides details on how security is managed and associated responsibilities.
[bookmark: _Toc453745219]Physical Security
This section is used to describe where the servers used to run the system are located and what physical and environmental controls are in place to protect them. Where servers are hosted by a third party details should be obtain from the supplier regarding their management.
[bookmark: _Toc453745220]Workstations
Some systems have dedicated applications installed on the user’s computer to allow them to access it. This section can be used to detail how access to the system from a user device is achieved and how installation of any client application will be controlled. With the adoption of web enable applications which use a web browser, e.g. Chrome, to access the system client applications may not be required.
Where the system holds and processes personal confidential data additional restrictions on an end user may be required such as having privacy filters fitted to screen to stop inadvertent disclosure of information to passing staff in an open office.
[bookmark: _Toc453745221]Network
This section should be used to detail if there are any network restrictions in regards to the system. This could be limiting the computers able to connect to the server e.g. only approved IP or hostname can access the server. This section can also be used to detail how the system is secured across the internet, if it is at all.
[bookmark: _Toc453745222]Authorised Users
This section details with user controls and required training.
[bookmark: _Toc453745223]Users Management
Use this section to detail the controls in place for managing new users, amendment to job roles and leavers. Please detail if this system is based on a role based access profiles and provide definitions of what access is possible within each profile and how requests for each type are approved.
Details should include references to any request forms used within the process. Staff leavers and the lack of notification to system owners has always been a management challenge. Ensure that within the leaver’s process that there are details of how dormant accounts will be identified and removed along with the frequency that this is will performed and how formal evidence of its completion is maintained for audit purposes.
Please note that review of accounts with elevated privileges should be performed more frequently than user reviews. User’s reviews should be completed at least annually.
[bookmark: _Toc453745224]Access Control (Passwords & Identities)
Details on password settings e.g. changed every 90 days should be included here. Consideration should be given to forcing password changes for a user upon first logon, password expiry period, min and max password lengths and if passwords have to meet any complexity requirements.
This section can also be used to record session time out, this is when an idle user is automatically logged out or if the system has any time restrictions on access e.g. 9am-5pm Monday to Friday.
[bookmark: _Toc453745225]Training & User issues
Please details any pre-requisite training that is required to be completed before access to the system will be granted. Also any other training available with regard to the system should be detailed along with the frequency it should be undertaken.
This section can also be used to detail any other user restrictions in place not previously documented.


[bookmark: _Toc453745226]Fault & Change Management
[bookmark: _Toc453745227]Fault Management & Business Continuity
In this section you should provide details of how faults are reported, monitored and resolved. The IAO or IAA should maintain a log of faults reported and expected resolution times. This allows the management of third party providers to KPI’s set in their contracts.
Please also provide details of the departments business continuity plan. Details should confirm that a plan is in place and the system discussed in this document is included as well as providing information on where and who holds a copy.
[bookmark: _Toc453745228]Disaster Recovery Procedures
This section deals with the technical recovery of the system following an incident. You should agree a recovery point objective (RPO) (how frequently the system will be backed up and therefore the maximum amount of data that will be lost following an incident) and the recovery time objective (RTO) (how quickly does the system need to be functioning again) with the IT department or system supplier. 
It is not necessary to include step by step details on how the system is recovered from backup tapes or reinstalled but it should be confirmed with IT that such a process is in place and reference it. Such as process could be added as an appendix. Details should be included on how often the DR Plan will be tested, responsibilities for this testing and how evidence will be retained of the testing and any lessons learnt.
[bookmark: _Toc453745229]Change Control
Computer systems can be updated by manufacturers to fix or add functionality. Changes can also come about due to process changes within the department that require reflecting in how the system is setup to process data. This section should be used to detail how change requests are made, approved and any forms involved in the process. There may be two process here one for changes to settings within the system and another for changes to the platform enacted by the IT department. When making changes to critical systems these are normally made to a replica system so that they can be tested prior to their implementation on live systems.
[bookmark: _Toc453745230]Support & Third Party Access
Please provide details of how support companies can, if at all, access the system either on site or remotely. This should include how access is achieved technically, who authorises it and limitations on such access e.g. Supplier can access the system upon request to and approval of the IAO. Access will be provided to the server via an RDP session which will only remain enabled until 5:00pm the same day.
[bookmark: _Toc453745231]Log
This section should be used to detail what logging/audit records are maintain within the system. If the system holds and/or processes personal confidential data then it is a requirement that logs are maintained of who has accessed which records and when.
[bookmark: _Toc453745232]Housekeeping Procedures & System Integrity
This section is used to document technical arrangement for the systems backup. Where the system is a fully hosted service by a third party it should be confirmed that arrangements are in place to meet the agreed RTO and RPO. Specific details in the sections below are not necessary for fully hosted third party systems.
[bookmark: _Toc453745233]Back Up Regime
This section details who is responsible for the backing up of the system, what method is used to perform the backup and how often.
[bookmark: _Toc453745234]Back up storage
Please provide details of where backups are stored and for how long they will be retained. Please ensure that you consider records retention guidelines when setting these.
[bookmark: _Toc453745235]Restoring from Back Ups
Detail how restores are performed, approved and any planned restores.
[bookmark: _Toc453745236]Protection from virus & malicious software
This section can be used to detail how the system is protected from malicious software such as viruses.
[bookmark: _Toc453745237]Other Housekeeping and Security Procedures
Please provide details of any regular activities that are performed in the management of the system but which have not been detailed previously
[bookmark: _Toc453745238]Checking for failed Log On’s
This could include the IAA checking for failed logon attempts. A surge in failed logon attempts may indicate that the system is under attack.
[bookmark: _Toc453745239]Risk Log
A risk log for the system should be produced and this section details responsibilities for completing this risk log, how it is maintained and where it is stored. The completed risk log should be embed within the SLSP document or hold together with it. Once complete both documents should be sent to the IS Team for review. Any residual risks will be noted and if above the risk acceptance threshold should be added to the department risk register and if necessary the corporate risk register. Template for a risk log is located in the templates section.
[bookmark: _Toc453745240]Procedures Documentation
This section should be used to reference any working policies, standard operating procedures or any other documentation related to the management of the system not already identified elsewhere in the SLSP.




[bookmark: _Toc453745241]Templates
Example completed SLSP						TBC

[bookmark: _MON_1528622060]Template SLSP								

Risk Log Template							
[bookmark: _GoBack]
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1. Document Control

1.1. Scope


This document seeks to describe the specific security policies in place within the IT Department and the [XXX Department] and to document the implementation of these policies.  It must be read in conjunction with the organisation’s IT Security Policy and the organisation’s Network Security Policy.


1.2. Audience


All staff responsible for the management, or day to day maintenance of, the XXX server and XXX system.


1.3. Distribution List


		Holders of this document

		Location



		

		



		

		



		

		



		

		



		

		



		

		





(A copy of this document should be held at the IT Dept together with copies of any system security related procedures)


1.4. Amendment Details


		Version

		Date

		Author

		Details



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		





1.5. Review


The SLSP shall be reviewed annually by the Information Asset Administrator.


The last review was carried out in [dd/mm/yyyy].

2. System Details


2.1. Configuration System Documentation Registers


		Documentation

		Location



		Configuration Guides / DR Plan

		



		System Administration

		



		

		



		

		





2.2. Equipment


		Item

		Tag No.

		Serial No.

		Model

		Location

		Purpose

		Details



		Server

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		





2.3. Software 


		Item

		Version

		Serial No.

		Number of Licences

		Host on which loaded (inc tag no)



		Windows Server

		2003

		

		

		



		MS SQL Server

		2000

		

		

		



		Mcafee Virus Scan

		7.1

		

		

		



		MS Word

		2003

		

		

		



		Veritas Remote Agent

		9.1.4691

		

		

		



		DELL Openmanage

		4.2

		

		

		



		

		

		

		

		



		

		

		

		

		





2.4. Additional Features Of System


		Installed on

		Name of feature

		Description



		

		

		



		

		

		



		

		

		





2.5. Interfaces with Other systems


[Enter details of interfaces with other organisation systems].

2.6. System Roles


Information Asset Owner (IAO):


The Information Asset Owner is accountable for the security of the information held on the system. They should identify the risks and develop policies to maintain its integrity, confidentiality and availability in line with these risks. The Information Asset Owner is also responsible for ensuring that this system is registered in the organisation Information Asset Register along with copies of this document and the Business Continuity Plan. The Information Asset Owner is supported in this role by the organisation’s IMT Information Governance, Security and Governance Team.


The Information Asset Owner is XXXXXXX.

Information Asset Administrator (IAA):


The Information Asset Administrator(s) are responsible for maintaining the security of the information held on the system by implementing the policies approved by the Information Asset Owner.  They are supported in this by the organisation’s IT Services Department.


The Information Asset Administrator(s) is: XXXXXX

The Information Asset Administrator shall be supported by the XXXXX

2.7. Support Services


IT Services Helpdesk 


[Addresses and locations]

Support Hours: [enter times details of helpdesk support hours and also out of hours details] EG  Monday-Thursday 8.00 a.m. until 6.00 p.m. and Friday 8.00 a.m. to 5.30 p.m.


Telephone number: XXXX

Fax number: XXXX

There is a support agreement for the system with XXXX

[Enter name and address of support company]

[Enter below the contact numbers and helpdesk times for support company]


Support hours are:  xx:xxam until xx:xxpm Monday to Friday

Email address is:  

Telephone number is:

Fax number: 


Web Site Address: 

Details of the agreement are held by XXXXXXX.

The agreement contains a confidentiality statement, signed by the Supplier.

2.8. Data Protection


2.8.1. Data Protection Officer


The organisation Data Protection Officer is XXXXX

2.8.2. Caldicott


The system has been approved by the Caldicott Guardian.


The organisation Caldicott Guardian is XXXXXXXXXX.


2.8.3. Data Protection Registration


Purposes for which registered:


[enter purposes for which Data protection has been registered] EG


The provision and administration of patient Care, Research into Health,


Auditing staff, consultants and patients.


Classes of data registered:


[enter classes of data register] EG


Identification Data


Personal Details


Employment Details


Racial or ethnic origin


Goods or services provided


Individuals to whom data can be disclosed - recipients:


[enter individuals whom data can be disclosed to] EG


Data Subjects themselves


Relatives, guardians or other persons associated with the data subject


Suppliers, providers of goods or services


Persons making an enquiry or complaint


Survey and research organisations


Local and Central Government


Voluntary and charitable organisations


Registrar of births and deaths


Persons making enquiry or complaint


Legal representatives


Other statutory law enforcement agencies and investigating bodies


Countries to which data can be exported:


None outside the European Economic Area


Expiry date of registration:


[enter data protection expiry date]

2.8.4. Data Classification Statement


All personal confidential data on the XXXX system is classified as Very Sensitive as defined in the organisation Information Security Standard.


[this sentence is dependant upon on classification of the relevant system]

2.8.5. Data Controller


[who is the data controller? Please add in details regarding data controllership and what their relationship is e.g. data controller in common or joint data controllers]


2.8.6. Legal Justification for Holding Data


The data held within this system is done so as part of the statutory requirements set out in xxx Act.


[this could also be through the collection of explicit consent of the individuals. Explicit consent needs to be recorded so please describe how this is obtain and where it is stored]

2.8.7. Validation of Data


The data held on the system is manually validated by the XXXX Department as follows: 


[enter details of any data validation checks carried out for patient demographics]

Data is not kept any longer than is necessary. There are procedures in place to ensure that this does not happen and this is the responsibility of the Information Asset Owner.


2.8.8. Printout and/or Reports

[enter details of where confidential prints are stored] EG

Personal Confidential print outs are stored in either a locked filing cabinet in the secretary’s office or in a locked notes cupboard. Any patient identifiable printed media is disposed of by shredding either in the department or via the health records department.


2.8.9. Data Disposal


[enter details of how the information will be managed/disposed of following the end of the contract with the supplier. Will they hand back the information in a usable format or will they hold it until disposal. What assurance will be provided that the data will be safe and securely disposed of?]e.g.

Following the end of the contract with the supplier all information held as part of the contract will be transferred back to the CCG in a CSV for to allow FOI and SAR requests to be adequately processed. Data will be retained in this form until its disposal date.

2.8.10. Data Security


[if the data is held by a third party provider will it be encrypted to offer an additional level of security?]


2.9. Requests for Information


The procedure to be followed in the event of a request for information governed by the Data Protection Act is contained in within the Information Governance Department, or available to organisation employees on the Intranet site.


2.10. Procedure in the event of a suspected security breach


If any member of staff suspects a breach of security including misuse of passwords or user identities, computer viruses, unauthorised access or any other breach whether computer, paper based or word of mouth they should report it to the organisation Service Desk on 0300 3000 600  or email itservicedesk.nyhorganisation@nhs.net. – replace with incident reporting system when in place AND ON INTRANET

3. System Security


3.1. Physical Security


The XXXXX Server is located at XXXXXX.

[enter details of computer room security] EG


This Server resides in a dedicated server room protected by magnetic locks access opened by authorised swipe cards.  During unoccupied times the building is also protected by a managed alarm system, locked doors and window bars.  In addition the room is protected by a fire safety system which expels Argonite gas in the event of a fire.  The Server is protected by UPS/ Generator which is tested monthly.

3.2. Workstations


[enter details of how workstations access the system] EG


XXXX Workstations access the server using [client software / citrix].


Security of workstations is the responsibility of the user.


When staff use workstations they will actively ensure that others in the neighbourhood cannot inadvertently view personal information.


When unattended, workstations are logged out or locked using the CTLR, ALT & Delete and selecting Lock This Computer.  Machines attached to the XXXXX domain will have an automatic screen lock imposed after 15 minutes.

3.3. Network


The Network is configured so that only authorised PC’s can access the server, also that individual PC’s in the department can access authorised servers elsewhere in the Network. Responsibility lies with ICT Services.

4. Authorised Users


4.1. Users Management

Number of registered users:


		   Site

		Number:

		Date:



		

		

		



		

		

		





Any new users to the organisation domain must complete the standard organisation form [enter form number, if applicable] authorised by their manager. This should be sent to the IT Services Helpdesk and will be dealt with in accordance with the organisation’s IT Security Policy.


Any user requiring access to the system that this document relates to will complete a system access form [enter document name and location for local new user form]. Completed new user forms should be sent to the identified Information Asset Owner for approval. All authorised users of the system will be set up by the Information Asset Administrator.


Any additional system user documentation shall be held by the Information Asset Administrator, together with a full list of current users. The register shall contain names, user id, locations & posts.


The Information Asset Administrator may authorise users on the system as described below; any other user requirements must be authorised specifically by the Information Asset Owner.


The Information Asset Administrator shall maintain a separate register of users holding privileged access. A list of privileged users can be found in the appendices


Users shall be granted restricted access on a “need to know” basis, in relation to their job role.


Standard User Authorisations

		Staff Group

		Functions



		Information Asset Administrators

		[enter brief description of functions allowed by this access level]



		[enter other access levels]

		[description]



		

		



		

		



		

		





When a User leaves the department / organisation, the Manager must ensure the XXXX form is completed and must forward a copy of this to both the Helpdesk and Information Asset Administrator who shall delete the user from the system.


Line Managers are responsible for regular review of access rights of users and shall inform the Information Asset Administrator of any necessary changes.


The Information Asset Administrator is responsible for reviewing privileged user accounts, this should be done annually and evidence kept of its completion.

The registered users shall be reviewed annually by Information Asset Administrator.


The last user population review was conducted on dd/mm/yyyy

4.2. Access Control (Passwords & Identities)

[enter details of system access controls] Eg

The system shall be configured to require users to change their Network and application passwords every XX days 


There is an automated force change of password at first logon.


Passwords shall be given to users after system training.


Forgotten passwords shall be reset by the Information Asset Administrators.

Are there any session time outs set on the system if so detail.

Are there any limitation on connection time set within the system?

4.3. Training & User issues

Users shall observe the organisation’s Clear Desk & Clear screen policy.


Users are forbidden from disclosure or sharing of their username or password.


The XXXX Department has responsibility to ensure that users receive appropriate training in the correct use of the system and the training shall incorporate reporting of incidents & security of passwords.


Responsibility for providing training lies with XXXX.


Users are also required to attend the mandatory IM&T security training and follow the regulations laid down in the organisation’s IM&T Security Policy.


5. Fault & Change Management


5.1. Fault Management & Business Continuity


The IT Services Helpdesk shall be contacted for all support issues.


IT Services shall liaise with the Information Asset Administrators for all system faults. The Information Asset Administrator is XXXX.


Information Asset Administrator must log all calls recording date, time, helpdesk reference, resolution and resolution date & time as well as with suppliers to enable audit trail and service level tracking.


Responsibility for implementing & co-ordinating plans with departments in the event of a major system fault lies with the Information Asset Administrators through the Business Continuity Plan procedure (BCP procedure). 


The Information Asset Owner is responsible for ensuring that the documented BCP is circulated to staff within the relevant areas and ensure that staff understand their role within the BCP. This should include the testing of the BCP with key individuals to ensure and obvious issues are identified. Any testing completed should be documented and held as evidence.

The Information Asset Administrators are responsible for maintaining & reviewing the BCP procedure. 


The next review is due in dd/mm/yyyy.


Once the System is recovered, the system shall be tested by the Information Asset Administrator, prior to handing it back to users.

5.2. Disaster Recovery Procedures


[enter details of any DR procedures]

The systems recovery point objective is xxx and the recovery time objective is xxx.

The Information Asset Owner has responsibility for regular review of the plan. The plan was last reviewed: dd/mm/yyyy.


Responsibility for implementing the Disaster Recovery plan lies with: XXXX team

The Disaster Recovery Plan shall be tested every X Years.


The plan was last tested: dd/mm/yyyy.


Testing the plan is the responsibility of the xxx Team.


5.3. Change Control


There shall be a written procedure for any upgrade to the system, including an emergency patch. 


[enter details of organisation change control process] Eg


Any change to the application or system must be authorised. The Information Asset Administrator will raise a change control clearly indicating what the change is intended to achieve and what the intended changes are. It should also include the back out procedure and what acceptance tests need to be run.  


The Information Asset Administrator needs to liaise with the xxxx Manager prior to the changes to ensure server access is available and to verify the back-out procedures.


The changes shall be implemented at a time which will cause the least disruption to the business.


All changes shall be logged identifying date, time, implementer, reason (eg fault log reference), what was changed including version numbers, whether the change passed the acceptance tests or not, when the system was handed back to users and who authorised the change.


After a change the Departmental Information Asset Administrators will not authorise the system to be handed back to the users until either the change has passed the acceptance tests to his satisfaction or the change has been backed out.


The Information Asset Administrator shall be responsible for making sure the Standard Change control forms are signed off.


There is Training and Development application within the system that any system changes could be tested prior to them being applied to the main environment. 


Operational information should only be used on the test database in exceptional circumstances and shall be erased immediately after use.


Users shall be trained appropriately following the change, or, if minor, shall be advised of the change in some other way by the Departmental Information Asset Administrator.


5.4. Support & Third Party Access

All activity involving access to the system by support organisations and auditors must be properly authorised and logged. Responsibility for ensuring that this happens lies with the Information Asset Administrator.  Copies of support access agreements are held by XXXX.


Details to be logged are the date, time reason (e.g. help desk dial in procedures, change control number, audit etc), purpose, individual, organisation and authorising signature.


Supplier support is providing over N3 [or other ways]. 


Access is subject to IT Services Helpdesk dial in procedures and the support company will have a domain login authorised by the organisation. 


Access to the System by independent audit shall be agreed in advance to minimise disruption to the business and users. 


The last internal audit was carried out: dd/mm/yyyy

The last external audit was carried out: dd/mm/yyyy

5.5. Log


The System log with details of faults, changes and system access is held by IT Helpdesk


6. Housekeeping Procedures & System Integrity


6.1. Back Up Regime


Responsibility for backup lies with the xxxx Team.


Procedure manuals for the operational support of the system and backup procedure are stored at XXXXXX.


[enter details of the backup carried out for the system] EG


A full system backup comprising the entire contents of the server is made before and after every system change and weekly.


A daily backup of the database is made using SQL Agent backups

4 weekly tape rotational cycle is used on each site.


Detailed run instructions can be found at XXXXX

All backups are formally documented in a backup log held by the IT Operations Team.


All tape backups taken are encrypted using AES256 to ensure they remain secure.

6.2. Back up storage


The last generation of backup tapes are stored at XXXXX in a fireproof safe.


Backup tapes are stored for the following length of time:


Daily……………..X weeks

Weekly………….. X weeks

Monthly……………XX weeks

Annually……………XX years

6.3. Restoring from Back Ups


A restore from the backup should only be done on the authority of the Information Asset Administrator.


A restore of the system should be carried out at least annually and it is the responsibility of XXXXX to ensure that this happens.


The last restore was carried out: dd/mm/yyyy.


Detailed run instructions are held by: XXXXX

6.4. Protection from virus & malicious software


Virus protection on the server is the responsibility of IT Services and the anti-viral software shall be updated on the release of a new DAT file, this is controlled by the xxx team.


Responsibility for updating anti-viral software on individual PC’s is the responsibility of the XXXX Team, who should ensure that anti-viral software if updated regularly within the organisation.


7. Other Housekeeping and Security Procedures 


7.1. Checking for failed Log On’s 


The IT Department will check the system Event log daily to ensure that there have been no unauthorised attempts to access the System. 


Detailed run instructions are held by: XXXX

[enter details if the system can run any failed logon reports]

7.2. Risk Assessment


Identification of risk within the system is the responsibility of the Information Asset Owner, who shall produce a detailed risk assessment which will be annexed to the SLSP. 


There shall be a regular review of risk taking into account incidents and learning from them and whenever there are proposed changes to the system and application.


Risk assessment to be carried out annually using [organisation standard risk assessment checklist]. A copy shall be annexed to the SLSP.


The Information Asset Owner shall be supported in this by the IG Security Manager.

Note –


· Remember to take account of cross-boundary risk / dependency issues where the system is part of a larger service or multiple organisation arrangement

· Applicants are recommended to risk assess their system & process(es) at least every 12 months, using a recognised risk assessment method. A summary of this review should be appended to this document.

· It is incumbent on the applicant to notify IT/IS Team of any proposed material change to the agreed SLSP, so that any additional security review can be carried out.

7.3. Procedures Documentation


All regular housekeeping and security procedures are held by the Information Asset Administrator.

The following operational procedures have been developed;


001 - 

002 - 


003 - 


004 - 


005 - 

006 - 

A copy of the SLSP shall be held at the IMT Dept and by the IG Security Manager.
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eMBED Operational Risk Log.xlsx
Instructions



				eMBED Risk Register

				Template v1.2



				Key Points

				Identified risks to be captured in Risk Register and initial impact and probabilty assigned

				Impact and probability scores to follow definitions in Risk Matrix below

				All risks, new and existing, will be reviewed through governance to ensure correct and accurate scoring

				All risks must have a single owner

				All risks must have a treatment assigned: Accept the risk, Mitigate the risk, Tranfer the risk

				Mitigation actions to be captured and tracked to completion

				eMBED Risk Matrix

















































































Mob Risks

		Risk no.		Risk Title		Risk Owner		Risk Date		Risk Description		Risk Probability Rating		Risk Impact Rating		Risk RAG Rating		Comments		Risk Treatment (mitigate/transfer/reject) 		Risk Mitigation		Risk Action		Mitigation Owner		Mitigation Due date		Mitigation RAG

		0				Name		Today's Date		There is a risk that…something will happen…that leads to…which will cause an impact of…. in line with categories from discovery email (8/12)		See Instructions		See Instructions								The action that fulfils the treatment























































































































										

Simon Fitzgerald: Simon Fitzgerald:
Not sure if this is relevant. I thought these services were subsidised by others in the model.		

Simon Fitzgerald: Simon Fitzgerald:
Not sure if this is relevant. I thought these services were subsidised by others in the model.



Operational Risks

		Risk no.		Risk Title		Risk Owner		Risk Date		Risk Description		Risk Probability Rating		Risk Impact Rating		Risk RAG Rating		Comments		Risk Treatment (mitigate/transfer/reject) 		Risk Mitigation		Risk Action		Mitigation Owner		Mitigation Due date		Mitigation RAG

		0				Name		Today's Date		There is a risk that…something will happen…that leads to…which will cause an impact of…. in line with categories from discovery email (8/12)		See Instructions		See Instructions								The action that fulfils the treatment





















Assumptions

		Assumption no.		Assumption Title		Assumption Owner		Assumption Date		Assumption Description		Assumption Validation		Assumption Impact 		Comments		Assumption Treatment		Assumption Mitigation		Mitigation Owner		Mitigation Due date







































































Issues

		Issue no.		Issue Title		Issue Owner		Issue Date		Issue Description		Issue Impact Rating		Issue RAG Rating		Comments		Issue Action		Action Owner		Action Due date





























Dependencies

		Dependency no.		Dependency Title		Dependency Owner		Dependency Date		Dependency Description		Dependency On?		Dependency RAG Rating (enter number from 1-5, 5 being completely dependent)		Comments
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The Risk Matrix

Overall Risk =
Impact x Probability
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single risk. If overall risk is required, use the most
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managing each separately

[Quality Definitions for Risk Register
1 Minimal - meets or exceeds mandatory requirements
2 Minor

5 Major

a few minor shortfalls, some small changes required to rectify

3 Moderate - some shortfalls requiring moderate changes to rectify but not impacting on delivery of an objective
4 Large- a large shortfall with an objective not being met, significant change required to rectify

a major shortfall with more than one objective not being met and requiring significant changes to rectify

Other Impacts

simpler

[Also consider other aspects which might affect the project. eg. reputation, safety (e.g. loss of life)
The measure of these risks can be subjective but will frequently have an associated cost which makes their quantification
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