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1 INTRODUCTION
1.1 The Humber, Coast and Vale Health and Care Partnership (HCV) are committed to improving health and care outcomes for its population. It is important to ensure that the commissioning decisions the partnership make are evaluated for their impact on quality, equality, sustainability and privacy. 
This ensures that the partnership implements changes change as part of an informed decision making process which identifies impacts (positive and negative) and considers mitigating actions where there is a potential negative impact. 
To support this the Humber CCG’s (Hull, East Riding of Yorkshire,  North Lincolnshire and North East Lincolnshire) are working together to ensure ‘A single approach to assessing the impact of service change is adopted across the CCG’s’ through the Humber Joint Commissioning Committee’s approach to ‘Commissioning Together’.
1.2 The Integrated Impact Assessment tool assesses the impact of a proposed commissioning decision – such as commissioning a new service, a change to service delivery, decommissioning a service, a service review, a new policy, a scheme to support internal or system recovery and strategic commissioning policies. 
1.3 This policy sets out the process to be undertaken in order to assess the impact of our commissioning decisions in an integrated way. 
2
ENGAGEMENT
2.1
This policy has been developed in collaboration with the Humber Joint Commissioning Committee, NHS Hull CCG, NHS East Riding of Yorkshire CCG, North Lincolnshire CCG and North East Lincolnshire CCG.  
3
SCOPE

3.1
The policy must be applied to all Humber Joint Commissioning Committee commissioning decisions including all commissioning activities, projects and strategic policies. It may be applied by agreement to all the CCGs in relation to commissioning decisions which apply to two or more CCG’s in the Humber. This policy applies to all those who are employed by and work for the four Humber CCG’s, including those on temporary contracts, secondments, pool staff, contractors and students. 
3.2       Decisions which apply to the single CCG’s will be subject to individual CCG policies.
3.3
Impact assessment is a continuous process to help decision makers understand the consequences of possible and actual impacts on quality, equality, sustainability and privacy, wider health and social care organisations and other system impacts within commissioning decisions, business cases, projects and other business plans. 
4
POLICY PURPOSE & AIMS

4.1
The purpose of this policy is to set out the responsibilities, processes and format to be followed when undertaking an Integrated Impact Assessment. 
4.2
This policy has been developed to ensure the Humber CCGs have a consistent approach to the production of Integrated Impact Assessments for Humber commissioning and the governance for ‘sign off’ and approval.
5
DEFINITIONS

5.1
Quality Impact Assessment 
Quality means different things to different people. At its simplest, quality is defined as care that is safe, effective and provides as positive experience as possible. The definition of quality sets out three dimensions to quality: 
· Patient safety: commissioning high quality care which is safe, prevents all avoidable harm and risks to the individual’s safety; and having systems in place to protect patients; 
· Clinical Effectiveness: commissioning high quality care, which is delivered according to best evidence as to what is clinically effective in improving an individual’s health outcomes;
· Patient Experience: commissioning high quality care, which aims to deliver positive patient experience ensuring patients are treated with compassion, dignity and respect. 

A Quality Impact Assessment (QIA) is used to determine whether the commissioning activity, policy or decision could have a positive or negative impact on quality specifically in relation to patient safety, patient experience and clinical effectiveness. 
The QIA asks project leads to

· consider the impact on each prompt in terms of quality 

· decide whether the impact on quality will be positive, neutral or negative 

· score negative impacts using the Risk Matrix page of the tool (positive impacts do not need to be risk scored) 
· consider each negative impact and identify any mitigating actions that could be taken to reduce the risk. E.g. add conditions into the service specification undertake further research or change the procurement route. 
Positive impacts can be used to inform the non-financial benefits metrics and to share good news stories.  If any potential negative impacts are highlighted then these must be risk assessed and mitigating actions must be considered.  Where a serious impact is identified the partnership must determine whether the project should go ahead.  
5.2 
Equality Impact Assessment 
All CCGs are subject to the General and Specific Public Sector Equality Duties; using the Equality Impact Assessment is one way of demonstrating that the CCGs pays due regard to equality as defined in the Equality Act 2010 (the Act). 
The Act requires the CCG to

· eliminate unlawful discrimination, harassment and victimisation and other conduct prohibited by the Act
· advance equality of opportunity between people who share a protected characteristic and those who do not 
· foster good relations between people who share a protected characteristic and those who do not 

The protected characteristics defined by the Act are: age, sex, race (including ethnicity and nationality), disability, sexual orientation, religion or belief, gender reassignment, pregnancy and maternity and marriage or civil partnership. 

Equality Impact Assessment (EIA) is an integral part of the commissioning process. The EIA requires the project lead to understand the potential impact of a change and determine what steps could be taken to improve services by advancing equality, eliminating discrimination and promoting good relations. The EIA also ensures that the services commissioned deliver on equality improvements. 

In order to demonstrate implementation of these duties, public bodies are required to undertake and publish outcomes of Equality Impact Analysis (EIAs). 

The EIA supports evidence-based decision making and helps project leads to fully understand the relevance and effect of policies or service changes on the diverse population that the CCGs serve.   
5.3
Sustainability Impact Assessment  

The Sustainability Impact Assessment (SIA) is used to check that the commissioning activity, policy or decision make an optimal contribution to sustainable development by considering the social, economic and environmental impacts of the activity.
5.4
Privacy Impact Assessment and Data Protection Impact Assessment
The Privacy Impact Assessment (PIA) supports the CCGs in identifying the most effective way to comply with their data protection obligations and meet individuals’ expectations of privacy. 

The Data Protection Impact Assessment (DPIA) is required under the General Data Protection Regulation (EU) 2016/679 where health data is being used in a manner that it either is identifiable or there is a risk of an individual’s identity being revealed.  It is designed to help an organization assess the risks associated with data processing activities that could compromise the rights and freedoms of individuals comply with data protection regulations. 
Conducting a PIA and a DPIA allows the identification and resolution of data protection and privacy problems at an early stage reducing any associated costs and potential damage to reputation which might otherwise occur.   They must be carried out when

· using new technologies; and

· the processing is likely to result in a high risk to the rights and freedoms of individuals. 

This includes processing a considerable amount of personal data at regional or national level that affects a large number of individuals and involves a high risk to rights and freedoms.  

5.6 
Engagement Checklist
The CCGs have responsibilities under the Patient and Public Engagement Section of the Health and Social Care Act 2012, which relate to promoting the NHS constitution, promoting patient involvement, and public involvement and consultation in service change.  The level of engagement/consultation required depends on the scale of change anticipated, and the type of change that is being considered.  In addition, the CCGs have a duty to engage and/or consult with staff, depending on how the change may affect them.  
The Engagement Checklist is used to support the development of a proportionate, but appropriate communications and engagement plan. It is expected that the engagement checklist will be used as a prompt or aide memoire and is not mandatory when completing the integrated impact assessment.

5.6
Procurement Checklist

The procurement checklist helps to identify the likely and most appropriate route to market for a new service or contract.  This needs to be undertaken whether a full procurement may be required or not but is not mandated as part of the integrated impact assessments.  Where procurement is not the expected vehicle the information will support the organisation to take an informed decision on the potential level of risk involved in supporting the recommendation.






6
Roles AND Responsibilities 
6.1
Humber commissioning 
6.1.1
The Chair of the Humber Joint Commissioning Committee (JCC) is responsible for ensuring that impact assessments are effectively considered as part of decisions regarding cost improvement programmes, business cases and other service developments or change arising from commissioning decisions. The JCC will review all assessments prior to final approval of a plan or decision.
6.1.2
The Director(s) of Commissioning (or equivalents) and Chief Finance Officer(s) are executive officers who will collectively ensure that the work of the Priority Area Work streams and associated functions, such as service redesign initiatives and finance, have a built-in process for implementing this policy and ensuring that no programme proceeds without the required impact assessments.
6.1.3
The Directors of Nursing and Quality will nominate an executive quality lead for each commissioning activity, project, and strategic policy this policy will be applied to, who will oversee the completion of the IIA along with the clinical/medical lead and the project lead, supported by appropriate CCG leads. The IIA must consider the impact in the four constituent CCG’s in addition to the Humber wide impact.
6.2       Where More than One CCG Commission Together
6.2.1
Where more than one CCG commission together and agree to apply this policy, the CCG’s involved will agree the governance route, on a project by project basis as appropriate, responsible for ensuring that impact assessments are effectively considered as part of decisions regarding cost improvement programmes, business cases and other service developments or change arising from commissioning decisions. 

6.2.2
The Director(s) of Commissioning (or equivalents) and Chief Finance Officer(s) are
executive officers who will collectively ensure that the work of the Priority Area Work streams and associated functions, such as service redesign initiatives and finance, have a built-in process for implementing this policy and ensuring that no programme proceeds without the required impact assessments.

6.2.3
The Directors of Nursing and Quality will nominate an executive quality lead for each commissioning activity, project, and strategic policy this policy will be applied to, who will oversee the completion of the IIA along with the clinical/medical lead and the project lead supported by appropriate CCG leads. The IIA must consider the impact in the constituent CCG’s in addition to the collective impact.
7
IMPLEMENTATION OF THIS POLICY 
7.1
Governance Process 
7.1.1
An initial Integrated Impact Assessment (IIA) should be undertaken at the initiation of a new commissioning activity, project or policy. At this stage the project lead should consider whether a full IIA is required or whether an initial assessment is sufficient, and this is determined on the level of risk identified through the completion of the IIA screening tool. This will be coordinated by the project lead. Further details are provided at section 7.2
7.1.2
Where a full IIA is not required, the rationale for not continuing to a full assessment should be agreed, documented and reviewed at appropriate intervals.  
7.1.3
Where a full IIA is required it should be completed to inform the decision making process for the project; this will ensure that the impact of the decision deliver the intended improvement. 
If the IIA identifies negative impacts, mitigating actions should be considered to reduce these impacts to an acceptable level. Mitigating actions and monitoring arrangements should be used to inform development of the project; risks should be recorded on each individual CCGs risk register where appropriate.  

Where the impact amounts to unlawful discrimination or a significant risk to patient safety, patient experience or clinical effectiveness the project lead should  reconsider the project.
Where the IIA identifies positive impacts, the assessment can be used to maximise these opportunities. 
7.1.4
The IIA will serve as a record of the rationale for the proposed change including impacts of the change, actions to be taken to mitigate any negative impacts and monitoring of the impacts and associated actions. 
7.1.5
The completed IIA must be reviewed and approved by;

Humber Joint Commissioning - The Executive Quality Lead agreed across Humber Directors of Nursing and Quality to confirm that the full range of impacts has been considered and appropriate mitigating actions have been identified, prior to consideration at the JCC. An outcome decision to progress the project, or policy cannot be made before the IIA has been approved
7.1.6
The IIA will be included as part of any full business case by the Humber JCC prior to recommendation from them to each CCG for approval as part of the business case.  
7.2
Stage 1: Initial Assessment (Screening Tool) 
7.2.1
The IIA screening tool must be undertaken for all new commissioning decisions, service changes, projects and policies that are being taken by two or more of the Humber CCG’s (See Appendix 2). 
7.2.2
The screening tool will help the project lead to determine whether there is potential impact on quality, equality, sustainability and privacy and supports the project lead in assessing the level of change proposed under the following four categories:

1. Category 1: Ongoing development 

2. Category 2: Minor change 

3. Category 3: Significant variation or development 
4. Category 4: Major variation or development 

Table 1 below defines these categories and maps each category to a stage of public participation.  
Table 1: Definitions of reconfiguration proposals and stages of engagement
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7.2.3
Where formal engagement and consultation is required (Categories 2, 3 and 4), the project lead must liaise with the CCG and HCV Health and Care Partnership Communication and Engagement Teams to progress the engagement and/or consultation process.  
7.2.4
Not all decisions and projects will require a full IIA. The screening tool supports the project lead in identifying whether a full IIA needs to be undertaken.  The following threshold has been set to support this process. 

7.2.5 Screening Tool threshold 

Where the project lead identifies a very low or low level risk relating to the commissioning decision, service change or project, a full impact assessment is not required. 

Where the project lead identifies a medium or high level risk relating to the commissioning decision, service change or project, a full impact assessment must be undertaken. Identified risks are assessed using the standard risk matrix provided in Appendix 1.
It is anticipated a full impact assessment will always be required when the decision , service change or project will have a whole system impact; is likely to be of public interest; will had significant financial or organisational implications.

7.3
Stage 2: Full Assessment 

7.3.1
The project lead is required to undertake a full Integrated Impact Assessment (IIA) of the decision, project or policy where the commissioning decision, service change or project is rated as medium or high level risk. The full IIA incorporates the following:
· Quality Impact Assessment 

· Sustainability Impact Assessment 

· Equality Impact checklist 

· Privacy Impact checklist 

· Data Protection Impact Assessment
· Engagement checklist 

· Procurement checklist 

· Risk log
Engagement with patients and the public is a statutory duty and this is particularly important in terms of people with protected characteristics. Engagement plans will vary depending on the level of change involved and the CCGs Communication and Engagement Teams can help develop engagement plans. 

An evidence base to support the impact assessment is required for example, Joint Strategic Needs Analysis (JSNA), provider data, Health Needs Assessments, complaints, NICE (National Institute for Clinical Excellence) data or previous engagement exercises etc.

Risks identified as part of the impact assessment process are subsequently recorded and managed according to the individual CCGs Risk Management Policy, with high risks escalated to the Corporate Risk Register and Board Assurance Framework (BAF).  JCC will maintain an overview of the risks identified.
Consideration should be given to the identification or KPI’s and measures to support the monitoring of impacts. 

The full IIA guidance and tool is provided at Appendix 3. 

7.4
Stage 3: Review of the Integrated Impact Assessment (IIA)
7.4.1
The frequency of review will be dependent on the level of risk identified in the IIA. At the very least, the IIA should be reviewed whenever there is a significant change in the decision, project or policy. If no changes have been made, the IIA should still be reviewed coordinated by the project lead at least on a monthly basis to ensure that it remains up to date. 
7.4.2
Where a potential high risk project has been approved subject to effective mitigations a review date must be agreed within the action plan, this should include reviewing the agreed KPI’s and measures identified to ensure no adverse movement.
8
TRAINING AND AWARENESS 
8.1
Training and support on the implementation of this policy within each CCG will be provided through the CCGs quality teams. 
9
MONITORING & AUDIT
9.1
The Integrated Impact Assessment (IIA) process incorporates a quality assurance check undertaken by the CCGs quality team; this function will also monitor compliance with the IIA process.  The responsibility for ongoing monitoring and measurement will sit with the project lead during the project and will transfer to each CCG once business as usual with escalation to the Humber JCC or agreed governance if any unexpected impacts are identified. 
9.2
For the Privacy Impact Assessment (PIA) of the IIA, assurance of compliance will be gained by monitoring receipt of any Data Protection enforcement activity undertaken by the Information Commissioner using their investigatory powers and corrective powers. Corrective powers include: reprimands, bans on processing, suspension of data transfers, ordering the correction of an infringement and administrative fines. 
10
IMPACT ANALYSES

10.1     The Integrated Impact Assessment Screening tool in appendix 2 has been applied to this policy.  
· Equality: As a result of performing the analysis the policy does not appear to have any adverse effects on people who share Protected Characteristics and no further actions are recommended at this stage.
· Quality: The quality impact assessment screen is attached at Appendix 4 of the Policy. 
· Data Protection Impact Assessment: the screening questions are attached at Appendix 4.
10.2
Bribery Act 2010
Under the Bribery Act 2010, it is a criminal offence to:

· Bribe another person by offering, promising or giving a financial or other advantage to induce them to perform improperly a relevant function or activity, or as a reward for already having done so;  and

· Be bribed by another person by requesting, agreeing to receive or accepting a financial or other advantage with the intention that a relevant function or activity would then be performed improperly, or as a reward for having already done so.

These offences can be committed directly or by and through a third person and, in many cases, it does not matter whether the person knows or believes that the performance of the function or activity is improper.

It is therefore, extremely important that staff adhere to this and other related policies and documentation (as detailed on the CCG’s intranet) when considering whether to offer or accept gifts and hospitality and/or other incentives.
11
POLICY REVIEW

This policy will be reviewed in two years.  Earlier review may be required in response to exceptional circumstances, organisational change or relevant changes in legislation/guidance, as instructed by the senior manager responsible for this policy.

12
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Appendix 1 – Risk Matrix 
Appendix 2 - Integrated Impact Assessment (IIA) Screening Template (Stage 1) 
Appendix 3 - Integrated Impact Assessment (IIA) Full Assessment Template (Stage 2) 

Appendix 4 - Integrated Impact Assessment (IIA) screening on this policy
Appendix 1 – Risk Matrix 
Where the project lead has identified a negative impact they must rate the likelihood and consequence of the decision, project or policy using the following risk matrix. The risk rating should be recorded separately in the risk log. 
Table 1: Risk Matrix 
	Likelihood of Occurrence 
	Impact/Consequence/Severity

	
	Insignificant

(1)
	Minor

(2)
	Moderate

(3)
	Major

(4)


	Catastrophic

(5)

	Rare

(1)
	1


	2 


	3 


	4 


	5 



	Unlikely

(2)
	2
	4


	6


	8


	10 



	Possible

(3)
	3


	6


	9


	12
	15



	Likely

(4)
	4 


	8


	12


	16


	20



	Almost Certain

(5)
	5


	10


	15


	20


	25




	 
	Risk Scores

	Very Low Risk
	1-3

	Low Risk
	4-6

	Moderate Risk
	8-12

	High Risk
	15-25


Appendix 2 - Integrated Impact Assessment (IIA) Screening Template (Stage 1) 
	This tool provides a template for carrying out an integrated impact assessment on a proposed change. It is intended to support governance by assessing the impact of projects/programmes, policy and service changes 


	Change Proposal Title
	

	
	Senior Manager 
	

	
	Author/Project Lead
	

	
	Date completed
	
	Version
	

	
	Level of change*
	Category 1 Ongoing development


	Category 2 Minor change


	Category 3 Significant variation or development


	Category 4  Major variation or development



	
	
	
	
	
	

	Approvals
	
	Name
	Job Title
	Date of Approval

	
	Director of Nursing and Quality
	
	
	

	
	Submitted to the Humber JCC for recommendation.

Then to be submitted to 

each CCG’s Quality Committee for approval (as below). 
	
	
	

	
	North Lincolnshire CCG QP&F Committee;

North East Lincolnshire CCG Quality Committee; 

NHS Hull CCG Quality and Performance Committee; 

East Riding of Yorkshire CCG Quality Committee. 
	
	
	 


*If your project is classed as a ‘significant variation’ (level 3) or ‘major change’ (level 4) please contact The Head of Communications and Engagement to discuss the development of an engagement plan. 
Part A – General Information

	What is the main purpose (aims / objectives) of proposed change?
	

	Who will be impacted?
	
	Yes
	No
	

	Will patients, carers, the public or staff be affected by the proposed change?
	Patients
	
	
	.

	
	Carers
	
	
	

	
	Public
	
	
	

	
	Staff
	
	
	

	Have patients, carers, the public or staff been involved in the development of the proposed change?


	Patients
	
	
	

	
	Carers
	
	
	

	
	Public
	
	
	

	
	Staff
	
	
	

	How are any changes / amendments to the proposed change being communicated?


	


Part A: Initial Quality Impact Assessment Screening

	
	
	Current Risk
	Risk mitigation and monitoring arrangements 
	Residual Risk
	Quality Metrics

	Impact Area
	Summary of Impact
	Likelihood
	Impact
	Risk Score
	
	Likelihood
	Impact
	Risk Score
	

	Patient Safety


	
	
	
	
	
	
	
	
	

	Clinical Effectiveness


	
	
	
	
	
	
	
	
	

	Patient Experience


	
	
	
	
	
	
	
	
	

	Non clinical/Operational Impact


	
	
	
	
	
	
	
	
	


If the risk score is 9 or higher for any impact area, a full assessment must be completed.

Part A: Initial Equality Impact Assessment Screening

	Equality Data:

	Is any equality data available relating to the use or implementation of this project, programme, policy or savings scheme?
	


	Protected Characteristics:

	Identifying impact: please consider how the activity may impact on each of the identified protected characteristics outlined in Appendix 3 of the EQIA Policy 

· Positive Impact: will actively promote or improve equality of opportunity;

· Neutral Impact:  where there are no notable consequences for any group;

· Negative Impact: negative or adverse impact causes disadvantage or exclusion. If such an impact is identified, the Full EIA should ensure, that as far as possible, it is justified, eliminated, minimised or counter balanced by other measures.

	
	Positive 
Impact

x
	Negative Impact

x
	No Impact

x
	Unknown

x
	Evidence of impact and if applicable justification where a Genuine Determining Reason exists. What action, if any, is needed to address these issues and what difference will this make? For example:

· At this point no action is required.

· Further EIA screenings will be developed in future once there are recommendations to assess.

	Gender (Men and Women)
	
	 
	 
	
	 

 

 

 

 

 

 

 

	Race (All racial Groups including gypsy and travellers)
	
	 
	 
	
	

	Disability (Mental and Physical, Sensory Impairment, Autism, Mental Health Issues)
	
	 
	 
	
	

	Religion or Belief
	
	 
	 
	
	

	Sexual Orientation (Heterosexual, Homosexual and Bisexual)
	
	 
	 
	
	

	Pregnancy and Maternity
	
	 
	 
	
	

	Transgender
	
	 
	 
	
	

	Marital Status
	
	 
	 
	
	

	Age
	
	 
	 
	
	


	Current risk of negative impact requires full EIA?


	Yes
	No

	
	
	


Next Steps:

If ‘No’ include the following in the Impact Assessment section of your covering report:

As a result of performing an equality impact analysis, there does not appear to be any adverse effects on people who share Protected Characteristics and no further actions are recommended at this stage.

If ‘Yes’ – Complete a full Equality Impact Analysis.   

Part A; Initial Data Protection Impact Assessment (DPIA) Screening Questions
The below screening questions should be used inform whether a DPIA is necessary. This is not an exhaustive list therefore in the event of uncertainty, completion of a DPIA is recommended.

	Title
	

	Brief description
	


Screening completed by

	Name
	
	Name
	

	Title
	
	Title
	

	Department
	
	Department
	

	Email
	
	Email
	

	Date
	
	Date
	


Marking any of these questions is an indication that a DPIA is required:

	Screening Questions
	Tick

	1
	Will the project involve the collection of new identifiable or potentially identifiable data about individuals?
	☐

	2
	Will the project compel individuals to provide data about themselves or involve the processing of personal data not obtained directly from the individual?

i.e. where they will have little awareness or choice or where it is impossible, or would involve disproportionate effort, to inform the individuals that the processing is taking place
	☐

	3
	Will identifiable data about individuals be shared with other organisations or people who have not previously had routine access to the data?
	☐

	4
	Are you using data about individuals for a purpose it is not currently used for or in a new way?

i.e. using data collected to provide care for a service evaluation; data matching where data obtained from multiple sources is combined, compared or matched.
	☐

	5
	Where data about individuals is being used, would this be likely to raise privacy concerns or expectations?

i.e. will it include health records, genetic data, criminal records or other information that people may consider to be sensitive and private and may cause them concern or distress.
	☐

	6
	Will the project require you to contact individuals in ways which they may find intrusive?

i.e. telephoning or emailing them without their prior consent.
	☐

	7
	Will the project result in you making decisions in ways which can have a significant impact on individuals?

i.e. will it affect the care a person receives? Is it based on automated decision making (including profiling)?
	☐

	8
	Does the project involve you using new technology which might be perceived as being privacy intrusive?

i.e. using biometrics, facial recognition, Artificial Intelligence or tracking (such as tracking an individual’s geolocation or behaviour)
	☐

	9.
	Is a service/processing activity being transferred to a new supplier/organisation (or re-contracted) at the end of an existing contract
	☐

	10.
	Will the project involve systematic monitoring of a publicly accessible area on a large scale?

i.e. use of CCTV
	☐

	11.
	Will the project involve the targeting of children or other vulnerable individuals?

i.e. for marketing purposes, profiling or other automated decision making
	☐


Appendix 3 – Full Integrated Impact Assessment 

[image: image2.emf]Appendix 3


Appendix 4 – Integrated Impact Assessment Screening on this policy Appendix 4 - Integrated Impact Assessment (IIA) Screening Template (Stage 1) 
	This tool provides a template for carrying out an integrated impact assessment on a proposed change. It is intended to support governance by assessing the impact of projects/programmes, policy and service changes 


	Change Proposal Title
	Development of the Humber JCC Integrated Impact Assessment Policy

	
	Senior Manager 
	Chloe Nicholson Head of Quality at NLCCG and,

Caroline Briggs Programme Director for the Humber JCC and HCV Elective Network. 

	
	Author/Project Lead
	Chloe Nicholson Head of Quality at NLCCG;

Lydia Golby Nursing Lead for Quality at NELCCG; 

Joanne Newsome Head of Quality and Integrated Governance at ERYCCG;

Robert Thompson Head of Nursing and Quality at NHS Hull CCG; 

Caroline Briggs Programme Director for the Humber JCC and HCV Elective Network.

	
	Date completed
	30th April 2019 
	Version
	0.1

	
	Level of change*
	Category 1 Ongoing development


	Category 2 Minor change


	Category 3 Significant variation or development


	Category 4  Major variation or development



	
	
	√
	
	
	

	Approvals
	
	Name
	Job Title
	Date of Approval

	
	Director of Nursing and Quality
	Clare Linley

Paula South

Jan Haxby

Sarah Smyth
	Director of Nursing and Quality at NLCCG at NLCCG;

Director of Director of Quality & Governance/Lead Nurse at ERYCCG;

Director of Quality at NELCCG;

Director of Quality and Clinical Governance/Executive Nurse at NHS Hull CCG. 
	12th April 2019 

	
	Submitted to the Humber JCC for recommendation.

Then to be submitted to 

each CCG’s Quality Committee for approval (as below). 
	
	
	10th May 2019 

	
	North Lincolnshire CCG QP&F Committee;

North East Lincolnshire CCG Quality Committee; 

NHS Hull CCG Quality and Performance Committee; 

East Riding of Yorkshire CCG Quality Committee. 
	
	
	NLCCG QP&F Committee 4th July 2019

NHS Hull CCG Quality & Performance Meeting in June 2019

ERYCCG Senior Leadership Team 13th May 2019 


*If your project is classed as a ‘significant variation’ (level 3) or ‘major change’ (level 4) please contact The Head of Communications and Engagement to discuss the development of an engagement plan. 
Part A – General Information

	What is the main purpose (aims / objectives) of proposed change?
	To adopt a standardised Humber JCC approach to assessing impacts of commissioning decisions and policies

	Who will be impacted?
	
	Yes
	No
	

	Will patients, carers, the public or staff be affected by the proposed change?
	Patients
	
	X
	.

	
	Carers
	
	X
	

	
	Public
	
	X
	

	
	Staff
	X
	
	Yes – staff working in CCG Commissioning Teams, Quality Teams, Governance, Communication and Engagement, and Programme Management Office functions.

	Have patients, carers, the public or staff been involved in the development of the proposed change?


	Patients
	
	X
	Yes – Heads of Quality, Directors of Nursing and Quality have been involved in the development of the policy. The draft version of the policy has been shared with key members of staff who are likely to be affected by the policy in each CCG. 



	
	Carers
	
	X
	

	
	Public
	
	X
	

	
	Staff
	X
	
	

	How are any changes / amendments to the proposed change being communicated?


	Following approval by each CCG the policy will be circulated to all staff within each CCG and posted on the CCG’s intranet and internet.

CCG staff will also be notified of this policy through Senior Management Team Meetings and cascaded through one to one meetings, and via Team Briefings.


Part A: Initial Quality Impact Assessment Screening

	
	
	Current Risk
	Risk mitigation and monitoring arrangements 
	Residual Risk
	Quality Metrics

	Impact Area
	Summary of Impact
	Likelihood
	Impact
	Risk Score
	
	Likelihood
	Impact
	Risk Score
	

	Patient Safety


	Through application of this policy and tool the impacts on quality will be explicitly considered and risks identified and mitigated against. Supports the CCG’s in discharging duties.
	3
	3
	9
	The application of this policy reduces the risk as ensures any decisions are assessed for impacts and risks and mitigations developed. 
	2
	3
	6
	Numbers of IIA’s completed in line with this policy. No commissioning decisions through JCC without IIA completion.

	Clinical Effectiveness


	
	3
	3
	9
	
	2
	3
	6
	

	Patient Experience


	
	3
	3
	9
	
	2
	3
	6
	

	Non clinical/Operational Impact


	
	3
	3
	9
	
	2
	3
	6
	


If the risk score is 9 or higher for any impact area, a full assessment must be completed.  In line with this a full impact assessment is not required.

Part A: Initial Equality Impact Assessment Screening

	Equality Data:

	Is any equality data available relating to the use or implementation of this project, programme, policy or savings scheme?
	No – no direct impact of this policy and tool.


	Protected Characteristics:

	Identifying impact: please consider how the activity may impact on each of the identified protected characteristics outlined in Appendix 3 of the EQIA Policy 

· Positive Impact: will actively promote or improve equality of opportunity;

· Neutral Impact:  where there are no notable consequences for any group;

· Negative Impact: negative or adverse impact causes disadvantage or exclusion. If such an impact is identified, the Full EIA should ensure, that as far as possible, it is justified, eliminated, minimised or counter balanced by other measures.

	
	Positive 
Impact

x
	Negative Impact

x
	No Impact

x
	Unknown

x
	Evidence of impact and if applicable justification where a Genuine Determining Reason exists. What action, if any, is needed to address these issues and what difference will this make? For example:

· At this point no action is required.

· Further EIA screenings will be developed in future once there are recommendations to assess.

	Gender (Men and Women)
	X 
	 
	 
	
	Equality of opportunity will be actively promoted through the application of this policy and tool. The CCG’s, through the JCC, will consider the impacts on protected characteristics as part of implementation of this policy. 

 

 

 

 

 

 

 

 

	Race (All racial Groups including gypsy and travellers)
	X
	 
	 
	
	

	Disability (Mental and Physical, Sensory Impairment, Autism, Mental Health Issues)
	X
	 
	 
	
	

	Religion or Belief
	X
	 
	 
	
	

	Sexual Orientation (Heterosexual, Homosexual and Bisexual)
	X
	 
	 
	
	

	Pregnancy and Maternity
	X
	 
	 
	
	

	Transgender
	X
	 
	 
	
	

	Marital Status
	X
	 
	 
	
	

	Age
	X
	 
	 
	
	


	Current risk of negative impact requires full EIA?


	Yes
	No

	
	
	X


Next Steps:

If ‘No’ include the following in the Impact Assessment section of your covering report:

As a result of performing an equality impact analysis, there does not appear to be any adverse effects on people who share Protected Characteristics and no further actions are recommended at this stage.

If ‘Yes’ – Complete a full Equality Impact Analysis.   

Part A; Initial Data Protection Impact Assessment (DPIA) Screening Questions
The below screening questions should be used inform whether a DPIA is necessary. This is not an exhaustive list therefore in the event of uncertainty, completion of a DPIA is recommended.

	Title
	Humber JCC Integrated Impact Assessment Policy and Tool

	Brief description
	This policy sets out the responsibilities, processes and format to be followed when undertaking an Integrated Impact Assessment. The policy has been developed to ensure the Humber CCGs have a consistent approach to the production of Integrated Impact Assessments for Humber commissioning and the governance for ‘sign off’ and approval.


Screening completed by

	Name
	Caroline Briggs
	Name
	Chloe Nicholson 

	Title
	Programme Director 
	Title
	Head of Quality 

	Department
	Humber JCC HCV Elective Network
	Department
	Directorate of Nursing and Quality at NLCCG. 

	Email
	carolinebriggs@nhs.net 
	Email
	Chloe.Nicholson@nhs.net 

	Date
	30th April 2019 
	Date
	30th April 2019 


Marking any of these questions is an indication that a DPIA is required:

	Screening Questions
	Tick

	1
	Will the project involve the collection of new identifiable or potentially identifiable data about individuals?
	☐

	2
	Will the project compel individuals to provide data about themselves or involve the processing of personal data not obtained directly from the individual?

i.e. where they will have little awareness or choice or where it is impossible, or would involve disproportionate effort, to inform the individuals that the processing is taking place
	☐

	3
	Will identifiable data about individuals be shared with other organisations or people who have not previously had routine access to the data?
	☐

	4
	Are you using data about individuals for a purpose it is not currently used for or in a new way?

i.e. using data collected to provide care for a service evaluation; data matching where data obtained from multiple sources is combined, compared or matched.
	☐

	5
	Where data about individuals is being used, would this be likely to raise privacy concerns or expectations?

i.e. will it include health records, genetic data, criminal records or other information that people may consider to be sensitive and private and may cause them concern or distress.
	☐

	6
	Will the project require you to contact individuals in ways which they may find intrusive?

i.e. telephoning or emailing them without their prior consent.
	☐

	7
	Will the project result in you making decisions in ways which can have a significant impact on individuals?

i.e. will it affect the care a person receives? Is it based on automated decision making (including profiling)?
	☐

	8
	Does the project involve you using new technology which might be perceived as being privacy intrusive?

i.e. using biometrics, facial recognition, Artificial Intelligence or tracking (such as tracking an individual’s geolocation or behaviour)
	☐

	9.
	Is a service/processing activity being transferred to a new supplier/organisation (or re-contracted) at the end of an existing contract
	☐

	10.
	Will the project involve systematic monitoring of a publicly accessible area on a large scale?

i.e. use of CCTV
	☐

	11.
	Will the project involve the targeting of children or other vulnerable individuals?

i.e. for marketing purposes, profiling or other automated decision making
	☐
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Overview

				Project Title









				Version Control

				Version Number		Author		Date		Changes made















				Project Management and Governance

				Role		Name		Title		Organisation		Telephone number		E-mail address

				Portfolio / programme:

				Project Manager:

				Executive Lead:

				Clinical Lead:

				Finance Lead:

				BI Lead:

				Quality Lead:

				Communication & engagment Lead:

				Equality Lead:















Instructions and process

				Impact Assessments and Checklists

				Impact Assessments and Checklists support the CCGs responsibilities under a range of statutory and constitutional obligations.  They should all be initiated at a high level, recognising that not all details of the project will be known at that point.  As the project progresses they should be updated, and refreshed at each stage (as a minimum) as a greater level of detail about the project is available.  Depending on the type of project some checklists or impact assessments will require further work.  This will be outlined clearly within the templates as you get to the end of the checklist sections.  All impact assessments are designed to link to the project risk log to support mitigation of any potential negative impacts, and also support development of the benefits realisation plan.

The initial checklists and impact assessments should take a maximum of 15-20 minutes each to complete, and should be completed with the clinical lead.





				Quality Impact Assessment																						Equality Impact Assessment Checklist

				The QIA is used to understand whether the project could have a positive or negative impact on a range of quality and safety criteria.  Positive impacts can be used to inform the non-financial benefits metrics and to share good news stories.  If any potential negative impacts are highlighted then these must be “risk assessed” to consider mitigation opportunities, or if serious impacts are highlighted then the organisation will take a decision as to whether the project should go ahead.   The QIA should be updated at each stage as the project progresses  and more information is available.																						The EIA is used to ensure that a policy, process or project does not discriminate against any disadvantaged or vulnerable people as defined in the Equality Act 2010.  The EIA supports evidence-based decision making and help decision-makers to fully understand the relevance and effect of policies or service changes on the diverse population that the organisation serves.   This should be updated at each stage to ensure that people with protected characteristics (as defined in the Equality Act 2010) are not disadvantaged.  











				Sustainability Impact Assessment																						Engagement Checklist

				The SIA is used to help support decision/policy making  in  broader context.  The goal of sustainability assessment is to check that plans and activities make an optimal contribution to sustainable development.  Carrying out a sustainability assessment will help the organisation address the social, economic and environmental impacts of planned activity.																						The CCGs have responsibilities under the Patient and Public Engagement Section of the Health and Social Care Act 2012, which relate to promoting the NHS constitution, promoting patient involvement, and public involvement and consultation in service change.  The level of engagement/consultation required depends on the scale of change anticipated, and the type of change that is being considered.  In addition, the CCG has a duty to engage and/or consult with staff, depending on how the change may affect them.  The Engagement Checklist is used to support the development of a proportionate, but appropriate communications and engagement plan.











				Privacy Impact Assessment																						Procurement Checklist

				The PIA is a tool which can help organisations identify the most effective way to comply with their data protection obligations and meet individuals’ expectations of privacy.  An effective PIA will allow organisations to identify and fix problems at an early stage, reducing the associated costs and damage to reputation which might otherwise occur.   The PIA will be  used throughout the life of the project to ensure that legal obligations are adhered to, both by the organisation and any partner organisations involved in the project.																						The procurement checklist helps to identify the likely and most appropriate route to market for a new service or contract.  This needs to be undertaken whether a full procurement may be required or not.  Where procurement is not the expected vehicle the information will support the organisation to take an informed decision on the potential level of risk involved in supporting the recommendation.









				Data Privacy Impact Assessment

				The DPIA is required under the General Data Protection Regulation (EU)  2016/679 where health data is being used in a manner that it either is identifiable or there is a risk of an individuals identity being revealed. A DPIA should also be used where other personal data is being used in a way that could pose a high level of risk regarding the privacy of those individuals. The DPIA will be used throughout the life of the project to ensure that legal obligations are adhered to, both by the organisation and any partner organisations involved in the project.

















QIA

				Project Title



				Quality Impact Assessment

				Version				Instructions				Place an "x" against each indicator showing whether your proposed change could cause a positive or negative impact on the indicators below.  If it will not affect that indicator put a "x" in the "no impact" column.  Each indicator should have a "x."  The QIA will be revisited regularly so you can revise this assessment as more information becomes available.  All indicators highlighting potential for negative impact should be added to the risk log and assigned an owner, review date and mitigation to ensure they are monitored regularly.  Areas with positive impact can be pulled through to the non-financial benefits section of the project.

				Date

				Completed by



				Impact area		Indicator				Quality Impact Assessment						Project Team Comments 
(if required)		Next Steps										APPROVALS

																												Approving name or group

																												Date

										Positive Impact		Neutral Impact		Negative Impact				Added to risk log Y/N		Risk log reference #

Kelly Wilson: Kelly Wilson:
Copy risk reference into this column		Risk Score		Added to benefits plan Y/N				QIA Review Comments / Feedback / Recommendations

				CLINICAL EFFECTIVENESS, OUTCOMES AND EVIDENCE		Adherence to national, regional or local research and guidance (e.g. NICE guidance, Quality Standards, VTE, Stroke, Dementia, or other local strategies etc.)     Adhere to National Guidance or Quality Standards (e.g. NICE, Royal College).												Y		10		0

						Responding to service user intelligence; patient voice, responding to complaints, PALS feedback, national and local surveys  e.g. family and friends test). 																No Risk

						Adherence to national or local outcome guidance e.g. PROMs.																No Risk

						Implementation of national clinical audit / research and development.																No Risk

						External accreditation e.g. RCN																No Risk

						Helping people recover from ill health/ injury and preventing people from dying prematurely																No Risk

						Care delivered in the most clinically and cost effective place																No Risk

						Adhere to National Strategy (Long Term Plan). 																No Risk

						Adhere to Local Quality Priorities.																No Risk

						Clinical outcomes																No Risk

						Emergency bed days																No Risk

						Length of stay in hospital 																No Risk

						Emergency re-admissions to hospital (30 day)																No Risk

						Minor Injuries standards																No Risk

						Delayed discharges																No Risk

						Day case rates																No Risk

				PATIENT SAFETY		Patient safety adverse events including avoidable harm and Patient Safety Alert Services (PSAS)																No Risk

						Preventing people from dying prematurely																No Risk

						Medicine management and safe administration of medicines																No Risk

						Mortality HSMR/SHMI																No Risk

						Any Infection control issues including MRSA/Cdiff																No Risk

						CQC: Visits and registration																No Risk

						NHSLA / CNST 																No Risk

						Safe, clean, comfortable and well maintained environments/equipment																No Risk

				PATIENT EXPERIENCE		Respect for patient centred values, preference and expressed needs (including cultural issues)																No Risk

						Privacy and dignity																No Risk

						Promoting independence of service users, enhancing quality of life																No Risk

						Shared decision making																No Risk

						Co-ordination and integration of care across the health and social care system																No Risk

						Information, communication and education across the health and care system (including information on clinical status, progress, prognosis and processes of care)																No Risk

						Physical comfort including pain management, help with activities of day to day life, clean and comfortable surroundings																No Risk

						Emotional support and alleviation of fear and anxiety about such issues as clinical status, prognosis, impact of illness on patients, their families and friends																No Risk

						Involvement of family and friends on whom patients and service users rely, in decision-making and demonstrating awareness and accommodation of their needs as care givers																No Risk

						Transition and continuity as regards to information that will help patients care for themselves away from a clinical setting, and co-ordination and planning to ease transitions																No Risk

						Access to care, e.g. time spent waiting for admission, time between admission and placement in an appropriate setting																No Risk

						Cancelled or changed appointments or procedures 																No Risk

						Waiting times for therapy or diagnostic services																No Risk

				INEQUALITIES OF CARE		Access to services - equality impact																No Risk

						Variation in care provision																No Risk

				WORKFORCE		Workforce (vacancy turnover absence and revalidation)																No Risk

						Workforce capability and key skills																No Risk

						Working practice variation																No Risk

						Staff satisfaction (e.g. FFT, annual staff survey / local surveys)																No Risk

						Mandatory training compliance																No Risk

				TARGETS / PERFORMANCE		Performance (e.g. areas requiring improvement)																No Risk

						Achievement of local, regional, national targets																No Risk

				PROMOTING WELLBEING 
(in the provision of care and support)		Persons sense of personal dignity (including treatment of the individual with respect)																No Risk

						Persons physical and mental health and emotional wellbeing																No Risk

						Abuse and neglect (safeguarding)																No Risk

						Personal control over day-to-day life (including over care and support provided and the way it is provided)																No Risk

						Opportunities for participation in work, education, training or recreation																No Risk

						Social and economic wellbeing																No Risk

						Domestic, family and personal relationships																No Risk

						Suitability of living accommodation																No Risk

						Personal contribution to society including sustainability																No Risk



				End of Quality Impact Assessment.  Thank you!



























































































































































































































































































































































































SIA



				Project Title



				Sustainability Impact Assessment

				Version				Instructions				Place an "x" against each indicator showing whether your proposed change could cause a positive or negative impact on the indicators below.  If it will not affect that indicator put a "x" in the "no impact" column.  Each indicator should have a "x."  The SIA will be revisited regularly so you can revise this assessment as more information becomes available.  All indicators highlighting potential for negative impact should be added to the risk log and assigned an owner, review date and mitigation to ensure they are monitored regularly.  Areas with positive impact can be pulled through to the non-financial benefits section of the project.

				Date

				Completed by





				Sustainability Domain		Indicator				Sustainability Impact Assessment						Project Team Comments (if required)		Next steps										APPROVALS

																												Approving name or group

																												Date

										Positive Impact		No Impact		Negative Impact				Added to risk log Y/N		Risk log reference #

Kelly Wilson: Kelly Wilson:
Copy risk reference into this column		Risk Score		Added to benefits plan (Y/N)				SIA Review Comments / Feedback / Recommendations

				Travel		Providing, improving, promoting alternatives to car based transport																No Risk

						Supporting more efficient use of cars (car sharing, low emission vehicles, environmentally friendly fuels and technologies)												Y		9		ERROR:#N/A

						Reducing ‘care miles’ (telecare, care closer) to home																No Risk

						Promoting active travel (e.g. cycling and walking)																No Risk

						Improving access to opportunities and facilities for all groups																No Risk

				Facilities management		Reducing the amount of waste produced or increase the amount of waste recycled																No Risk

						Reducing water consumption																No Risk

				Workforce		Providing employment opportunities for local people (linked to the Kirklees economic strategy)																No Risk

						Promoting or supporting equal employment opportunities? 																No Risk

						Promoting healthy working lives (including health and safety at work, work-life/home-life balance and family friendly policies)																No Risk

						Offering employment opportunities to disadvantaged groups																No Risk

				Community engagement		 Promoting health and sustainable development																No Risk

						Including the views of our communities in relation to the impact on sustainable development for this activity																No Risk

				Buildings		Improving the resource efficiency of new or refurbished buildings (water, energy, density, use of existing buildings, designing for a longer lifespan)																No Risk

						Increasing safety and security in new buildings and developments																No Risk

						 Reducing greenhouse gas emissions from transport (choice of mode of transport, reducing need to travel)																No Risk

						Providing sympathetic and appropriate landscaping around new development																No Risk

						Improving access to the built environment																No Risk

				Adaption to climate change		Supporting the plan for the likely effects of climate change (e.g. identifying vulnerable groups; contingency planning for flood, heatwave and other weather extremes) 																No Risk

				Models of care		Minimising ‘care miles’ making better use of new technologies such as telecare and telehealth, delivering care closer to home? 
																No Risk

						Will it promote prevention and self-management? 																No Risk

						 Providing evidence-based, personalised care that achieves the best possible outcomes with the resources available																No Risk

						Delivering integrated care, that co-ordinate different elements of care more effectively and remove duplication and redundancy from care pathways																No Risk



				End of Sustainability Impact Assessment.  Thank you!































 EIA Checklist

				Project Title



				Equality Impact Assessment

				Version				Instructions		Please use the drop down lists to answer the questions about your project or service change.  The checklist will apply a score automatically, which will determine whether you need to progress to a more detailed equality impact assessment.								Score:		Section 1		Section 2		Section 3

				Date																0		0		0

				Completed by

				1. About your proposal														YES		NO

				To introduce a service, activity or policy (i.e. start doing something)														0		0		Yes = +2		YES

				To remove a service, activity or policy (i.e. stop doing something)														0		0		Yes = -2		NO

				To reduce a service or activity (i.e. do less of something)														0		0		Yes = -2

				To increase a service or activity (i.e. do more of something)														0		0		Yes = +2

				To change a service, activity or policy (i.e. redesign it)														0		0		Yes = -2

				To start charging for (or increase the charge for) a service or activity (i.e. ask people to pay for or to pay more for something)														0		0		Yes = -2



				2a. The Impact your proposal could have on equality 														2		1		0		-1		-2 		Very Positive

				employees within this service/directorate? (overall)														0		0		0		0		0		Positive

				residents living in a specific ward/local area?														0		0		0		0		0		Neutral

				Please tell us which area/ward will be affected:														0		0		0		0		0		Negative

				Residents across the system? (i.e. most/all local people)														0		0		0		0		0		Very Negative

				Existing service users?														0		0		0		0		0		Not Known



				2b. The Impact on people with protected characteristics

				(Think about how your proposal might affect, either positively or negatively, any individuals/communities. 
Please consider the impact for both employees and residents - within these protected characteristic groups).														YES		NO

				Age		Employee perspective including working practices												0		0		Yes = +2		YES

						Service users and residents perspective - external service delivery												0		0		No = -2		NO

				Disability		Employee perspective including working practices												0		0

						Service users and residents perspective - external service delivery												0		0

				Gender reassignment		Employee perspective including working practices												0		0

						Service users and residents perspective - external service delivery												0		0

				Marriage / Civil Partnership		Employee perspective including working practices												0		0

						Service users and residents perspective - external service delivery												0		0

				Pregnancy and Maternity		Employee perspective including working practices												0		0

						Service users and residents perspective - external service delivery												0		0

				Race		Employee perspective including working practices												0		0

						Service users and residents perspective - external service delivery												0		0

				Religion & Belief		Employee perspective including working practices												0		0

						Service users and residents perspective - external service delivery												0		0

				Sex		Employee perspective including working practices												0		0

						Service users and residents perspective - external service delivery												0		0

				Sexual Orientation		Employee perspective including working practices												0		0

						Service users and residents perspective - external service delivery												0		0



				3a. Use of specialist advice and local intelligence to help make decisions														YES		NO

				Have you taken any specialist advice linked to your proposal? (Legal, HR etc.)?														0		0		Yes = +2		YES

				Does this proposal take into account intelligence from employees?														0		0		No = -2		NO

				Does this proposal take into account intelligence from the local community / Kirklees residents?														0		0

				Does this proposal take into account intelligence from service users?														0		0

				Does this proposal take into account intelligence from people from protected characteristics groups?														0		0

				Please list the information / evidence / intelligence you have used





















				3b. Mitigation of negative impact														FULLY		TO SOME EXTENT		NOT AT ALL

				To what extent do you feel you are able to mitigate any potential negative impact of your proposal on the different groups of people outlined in section 2?														0		0		0

				To what extent do you feel you have considered your Public Sector Equality Duty?														0		0		0



				SCORING				IMPACT SCORE				RISK SCORE

								0				0

				If the impact score is negative and/or the risk score is negative you must undertake a full Equality Impact Assessment





PIA Checklist



				Project Title

				Privacy Impact Assessment

				Version				Instructions				The purpose of this assessment is to confirm that privacy laws and information governance standards are being complied with, or highlight problems that need to be addressed.  It also aims to prevent problems arising at a later stage which might impede the progress or success of the project.

* Sensitive personal data is defined by section 2 of the Data Protection Act 1998. Additional statutory requirements apply.

**  The Information Governance Toolkit is a self-assessment  tool provided by Connecting For Health to assess compliance to the Information Governance 

				Date

				Completed by



				Section 1: Screening

				#		Category				Screening question																								Yes		No

				Q1		Individual(s)		Will the process or system include the processing of personal or sensitive data? 
(i.e. this could include individual or business data) Please see footnote below for a definition of “processing”.

				Q2		Individual(s)		Will the process or system involve the collection of new information about individuals?
(i.e. additional information collected which was not initially captured in the process or system.)

				Q3		Individual(s)		Will the process or system compel individuals to provide information about themselves?

				Q4		Stakeholders		Will information about individuals be released/shared with organisations or people (i.e. internally with CCG departments or externally with individuals/departments) who have not previously had routine access to the information?
(Caveat: this will only qualify as a “yes” if “yes” has been answered for Q1, Q2 or Q3)

				Q5		Information		Are you using the information for a different purpose than originally agreed?
(i.e. an additional purpose, which was not initially captured in the process or system.)
(Caveat: this will only qualify as a “yes” if “yes” has been answered for Q1, Q2 or Q3 and/or a previous PIA / agreement has been completed / agreed)

				Q6		Information		Does the process or system involve the use of new technology that might be perceived as being privacy-invasive ? 
(For example: biometrics, cookies, finger print identification etc.) 


				Q7		Information		Will the project result in you making decisions or taking action against individuals in ways, which could have a significant impact on them?

				Q7		Information		Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations?  
(For example: health records, criminal records, staff records, or other information that people are likely to consider as private.)

				Q9		Information		Will the process or system require you to contact individuals in ways, which they may find intrusive?

				Q10		Approval		Has this process or system already been started as a pilot without a PIA being undertaken?

				Privacy Impact Assessment (PIAs): PIAs are often applied to new projects, because this allows greater scope for influencing how the project will be implemented. A PIA can also be useful when an organisation is planning changes to an existing system. A PIA can be used to review an existing system, but the organisation needs to ensure that there is a realistic opportunity for the process to implement necessary changes to the system.
Processing: in relation to information or data, means obtaining, recording or holding the information or data, carrying out any operation or a set of operations on the information or data.
Examples of Personal Data (any information related to a natural person or ‘Data Subject’ that can be used to directly or indirectly identify the person): name, address, date of birth, postcode, an identification number, location data, online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity.
Examples of Sensitive / Special Category Data (Sensitive Personal Data are special categories of personal data that are subject to additional protections): racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership; data concerning health or sex life and sexual orientation; genetic data or biometric data.


				Answering "yes" to any of the questions above represents a potential IG risk factor.  Please proceed to the next section.

If you have answered "no" to all the questions above there is no need to continue with the privacy impact assessment.







				The name, role and signature of the individual approving this document:				Name:
Role: (Project Lead)												Form approval date:

				The name, role and signature of the individual approving this document:				Name:
Role: (IG Lead / Data Protection Officer / Caldicott Guardian / Senior Information Risk Owner)												Form approval date:



				Section 2: Assessment

				This Privacy Impact Assessment (PIA) form should be completed;
• as part of the project initiation documentation for all new information systems, 
• changes to the use of systems, 
• the introduction of new  processes, or 
• changes to processes, 
which involve the use of person confidential / sensitive data or business sensitive data or a change that will significantly amend the way in which person confidential / sensitive data or business sensitive data is handled.


				1. General Information

						PIA Reference:  														Implementation Date:

				1.1		The name of the new system / change in process or system?

				1.2		The name of the responsible lead for implementing the new system / change in process or system? 														(Include name, title and contact details)

				1.3		Have the key stakeholders been identified as part of the project initiation documentation? 																		If not yet known, please state expected date when this information will be known

				1.4		Describe the purpose or main aims of the new system / change in process or system?

				1.5		What are the intended outcomes?

				1.6		Does the planning documentation include all of the purposes for processing the data?																		If not yet known, please state expected date when this information will be known

				2. System Supplier

				2.1		Who supplies the system?
Please include full name and contact details / N/A																				If not yet known, please state expected date when this information will be known

				2.2		What is the suppliers registered address?
Please include full details / N/A																				If not yet known, please state expected date when this information will be known

				2.3		Is the supplier of the system registered with the Information Commissioners Office (ICO) for data protection (https://ico.org.uk/about-the-ico/what-we-do/register-of-data-controllers/)? If so, please provide details of the registration number and expiry date.																		If not yet known, please state expected date when this information will be known

																				Registration Number:

																				Expiry date:

				2.4		Is the supplier of the system Information Governance Toolkit (IGT) Level 2 compliant? If so, please provide the details.
https://nww.igt.hscic.gov.uk/ (please click on the “Reports” section (left side of the page) and search for the organisation by typing the name of their organisation on the “look for” search option.																		If not yet known, please state expected date when this information will be known

																				Organisation Code:

																				Version Number:

																				Percentage:

				2.5		Has the supplier of the system implemented ISO27001? If so, please provide a copy of the ISO27001 certification.																		If not yet known, please state expected date when this information will be known

																				Attachment included?

		Supplier contract		2.6		Does the contract include clauses related to data protection, confidentiality, consent and freedom of Information? 
Please provide a copy of the clauses, as per the contract?																		If not yet known, please state expected date when this information will be known

		National NHS contract																						If "other" please provide an explanation  

		Other		2.7		What training will the users receive for using the system?																		If not yet known, please state expected date when this information will be known

				3. Information Asset Register and Data Flow Mapping

				3.1		Who is the Information Asset Owner?														(Name, title, department and contact details)
(Not known at this stage of the process (please state expected date when this information will be available))

				3.2		Who is the Information Asset Administrator?														(Name, title, department and contact details)
(N/A / Not known at this stage of the process (please state expected date when this information will be available))

				3.3		What is the Information Asset Register risk rating level?														Rating level: 
(N/A / Not known at this stage of the process (please state expected date when this information will be available))

				3.4		Has this system been added to the relevant Information Asset Register?																		If not yet known, please state expected date when this information will be known

				3.5		If personal, sensitive or business sensitive data is being processed by the system, has this been added to the relevant Data Flow Mapping document?																		If not yet known, please state expected date when this information will be known

				3.6		Has a process map been developed which details the process?  If so, please provide a copy.																		If not yet known, please state expected date when this information will be known



				  An Information Asset - All organisations own and use information assets that support their local business needs. A subset of these assets will be personal data in some form and/or the equipment within which personal data is held. The majority of these information assets will underpin service user / patient care processes, human resource processes, activity management or clinical audit, research or service evaluation but there may be a wide range of other business activities supported by such assets. Whilst all information assets should be protected, the importance of ensuring that this particular subset is held securely is paramount.
  An Information Asset Register (IAR) – is a simple way to help you understand and manage your organisation’s information assets and the risks to them. It is important to know and fully understand what information you hold in order to protect it and be able to exploit its potential.
  Information Asset Owners (IAOs) – Information Asset Owners (IAOs) must be senior/responsible individuals involved in running the relevant business. Their role is to understand what information is held, what is added and what is removed, how information is moved, and who has access and why. As a result, they are able to understand and address risks to the information, and ensure that information is fully used within the law for the public good. They provide a written judgement of the security and use of their asset annually to support the audit process.
  Information Asset Administrators – use the information assets.




				4. Data Processing

				4.1		Whom is the information processed about? (please place an X in all the related options)																		Employees

																								Patients

																								Students

																								Partner businesses or organisations

																								Other

				4.2		What are the Data Classes that will be held or processed as part of the implementation or change? (please place an X all the related options)


(“When data are processed, interpreted, organised, structured or presented so as to make them meaningful or useful, they are called information.”)
																		Person sensitive details (name, address, postcode, date of birth, NHS number, IP address – please delete as appropriate)

																								Family, lifestyle and social circumstances (marital status, housing, travel, leisure activities, membership of charities – please delete as appropriate)

																								Education and training details (qualifications or certifications, training records – please delete as appropriate)

																								Employment details (career history, recruitment and termination details, attendance details, appraisals, other – please delete as appropriate)

																								Financial details (income, salary, assets, investments, payments, other – please delete as appropriate)

																								Criminal proceedings, outcomes and sentences

																								Goods or services (contracts, licenses, agreements etc.)

																								Racial or ethnic origins 

																								Religious or other beliefs of a similar nature

																								Political opinions

																								Physical or mental health conditions

																								Offences including alleged offences

																								Sexual health

																								Trade Union membership

																								Other

				4.3		Will this system include data, which was not previously collected?  If yes, have you amended the existing privacy notice?																		If not yet known, please state expected date when this information will be known

				4.4		What checks have been made regarding the adequacy, relevance and necessity of data used?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				4.5		Are you transferring any personal or sensitive data to a country outside the European Economic Area (EEA)? https://www.gov.uk/eu-eea) If yes, please provide the name of the country.																		If not yet known, please state expected date when this information will be known



				  Data Flow Mapping – means mapping person-identifiable or business critical information that flows between departments or flows in/out of the organisation.  This includes manual or electronic flows relating to original and back up or copy data.
  Processing - in relation to information or data, means obtaining, recording or holding the information or data, carrying out any operation or a set of operations on the information or data, including – (a) organisation, adaptation or alteration of the information or data, (b) retrieval, consultation or use of the information or data, (c) disclosure of the information or data by transmission, dissemination or otherwise making available, or (d) alignment, combination, blocking, erasure or destruction of the information or data.





		Pseudonym		5. Technology

		Anonymous		5.1		Can the system use pseudonyms  or work on anonymous  data?																		If not yet known, please state expected date when this information will be known

		Both

				5.2		Is the use of Cloud Technology being used or considered? If yes, provide the data centre location.																		If not yet known, please state expected date when this information will be known

																				Data centre location:

				5.3		Does the cloud hosting data centre(s) meet tier-x standards?																		If not yet known, please state expected date when this information will be known

				5.4		How will we be alerted to any possible cloud system breaches?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				5.5		Does the system include new technology that might be perceived as intrusive? (i.e. the use of biometrics or facial recognition etc.)																		If not yet known, please state expected date when this information will be known

				5.6		Will the system require access to any CCG network or system?  If yes, how is IT managing this?																		If not yet known, please state expected date when this information will be known

																				IT Management Process:



				Pseudonymisation – is a procedure by which the most identifying fields within a data record are replaced by one or more artificial identifiers, or pseudonyms. There can be a single pseudonym for a collection of replaced fields or a pseudonym per replaced field.  Anonymisation – Anonymisation is the process of turning data into a form, which does not identify individuals and where identification is not likely to take place.
Cloud Technology - means storing and accessing data and programs over the Internet instead of your computer's hard drive. 
Data Centre - The main difference between a cloud and a data centre is that a cloud is an off premise form of computing that stores data on the Internet, whereas a data centre refers to on premise hardware that stores data within an organisation's local network.






				6. Consent

				6.1		Is there a legal basis for holding and processing the data? 
• Please list any statutory or legal requirements, including localised policies and procedures that are relevant.
• Please list any applicable legislation (e.g. Data Protection Act, The Children’s Act, Health & Social Care Act, Mental Health Act, Human Rights Act, Social Care Act etc.)																		If not yet known, please state expected date when this information will be known

																				Statutory and / or legal requirements:

																				Policies and / or Procedures:

																				Legislation:

				6.2		Do you require the data subjects consent to process or hold the data?																		If not yet known, please state expected date when this information will be known

				6.3		Can the data subject opt-out of their data being processed?																		If not yet known, please state expected date when this information will be known

				6.4		If an opt-out option is available, how will this be managed? 														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				6.5		Is the opt-out option widely publicised?																		If not yet known, please state expected date when this information will be known

				6.6		How will you tell the data subjects about the use of their data?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				6.7		Have you assessed the likelihood of the use of the data causing unwarranted distress, harm or damage to data subjects concerned?																		If not yet known, please state expected date when this information will be known

				6.8		Have you assessed the likelihood of the loss or damage of the data causing unwarranted distress, harm or damage to data subjects concerned?																		If not yet known, please state expected date when this information will be known

				6.9		Could the project result in making decisions and / or taking action against the data subjects in ways that can have a significant impact on them?																		If not yet known, please state expected date when this information will be known

				7. Access to the data

				7.1		Who will use the system or process and have access to the data?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				7.2		What training have users had in patient confidentiality?														(Please include training details / Not known at this stage of the process (please state expected date when this information will be available))

				7.3		How will the users access and amend data?														(Please include process details / Not known at this stage of the process (please state expected date when this information will be available))

				7.4		Is there a usable audit trail in place for the information asset?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				7.5		How often will the system or process be audited?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				8. Storage of the data

				8.1		Where will the data be stored?														(Please include full details / Not known at this stage of the process (please state expected date when this information will be available))

				8.2		Could the system or process change the way data is stored?																		If not yet known, please state expected date when this information will be known

				8.3		Which format will the data be stored in? (please place an X in all the related options)																		Electronic

																								Paper

																								Verbal

																								Other

				9. Data sharing

				9.1		Will the data be shared with any other organisation?  If yes, please include the organisation/s name.																		If not yet known, please state expected date when this information will be known

																				Organisation/s Name:

				9.2		How will the data be shared?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				9.3		Are there any Information Sharing Agreements or Protocols in place to support the sharing of data?  If so, please provide a copy.														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))
Attachment included

				10. Data Security

				10.1		What security measures have been undertaken to protect the data?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				10.2		What business continuity plans are in place in case of data loss or damage?  (i.e. as a result of human error, virus, network failure, theft, fire, floods etc.)														(Please include full details / N/A / Not known at this stage of the process (please state expected date when this information will be available))



				  Information security processes and policies typically involve physical and digital security measures to protect data from unauthorised access, use, replication or destruction.






				11. Data quality

				11.1		Who provides the information for the asset?														(Please include full details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				11.2		Who inputs the data into the system or process?														(Please include full details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				11.3		How will the information be kept up-to-date and checked for accuracy and completeness?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				11.4		Can an individual (or a court) request amendments or deletion of data from the system?														(Yes / No / N/A)

				12. On-going use of data

				12.1		Will the system or process interfere with the privacy under article 8 of the Human Rights Act  1998?																		If not yet known, please state expected date when this information will be known

				12.2		Will the data be used to send direct marketing messages?																		If not yet known, please state expected date when this information will be known

				12.3		If direct marketing messages will be sent, are consent and opt-out procedures in place?																		If not yet known, please state expected date when this information will be known

				12.4		Does the system or process involve changing the standard disclosure of publicly available information in such a way that the data becomes more readily accessible than before?																		If not yet known, please state expected date when this information will be known

				12.5		What is the data retention period for this data? (please consult the detailed retention schedule (appendix 3) in the link below https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care-2016) 														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))

				12.6		How will the data be destroyed when it is no longer required?														(Please include process details / N/A / Not known at this stage of the process (please state expected date when this information will be available))



				13. On-going use of data

				13.1		The name, role and email of the individual completing this form:

				13.2		Form completion date:

				14. IT Security lead - to be completed by the lead

				14.1		Please include / attach any supporting documents e.g. completed IT privacy impact assessment, security questionnaires, vulnerability scan results, PEN test results, security accreditation or certification held by provider etc.

				14.2		The name, role and email of the individual completing the technology questions:

				14.3		Form completion date:



				15. The information Governance Team will complete the following section

				15.1		ICO Registration details received:														Yes / No

				15.2		ISO27001 certification received:														Yes / No

				15.3		IG Toolkit compliance seen:														Yes / No

				15.4		DPA and FOI sections received:														Yes / No



				16. PIA Outcome





				Applicable Governance Regimes

				Always applicable legislation				Possible applicable legislation

				Data Protection Act 1998 (DPA)				Regulation of Investigatory Powers Act 2000

				General Data Protection Regulations (GDPR)				ISO27001 Information Security Management

				Freedom of Information Act 2000				Privacy and Electronic Communications Regulations

				Environmental Information Regulations				Children’s Act

				Code of Practice for Records management				 

				Computer Misuse Act 1990				 

				Human Rights Act 1998				 

				Confidentiality Code of Practice				 

				The name, role and signature of the individual approving this document:				Name:
Role: (IG Lead / Data Protection Officer / Caldicott Guardian / Senior Information Risk Owner)												Form approval date:

				The name, role and signature of the individual approving this document:				Name:
Role: (IG Lead / Data Protection Officer / Caldicott Guardian / Senior Information Risk Owner)												Form approval date:

				The name, role and signature of the individual approving this document:				Name:
Role: (IG Lead / Data Protection Officer / Caldicott Guardian / Senior Information Risk Owner)												Form approval date:

				The name, role and signature of the individual approving this document:				Name:
Role: (IG Lead / Data Protection Officer / Caldicott Guardian / Senior Information Risk Owner)												Form approval date:

				The name, role and signature of the individual approving this document:				Name:
Role: (IG Lead / Data Protection Officer / Caldicott Guardian / Senior Information Risk Owner)												Form approval date:

																		 





DPIA

		Data Protection Impact Assessment (DPIA) Screening Questions



		The below screening questions should be used inform whether a DPIA is necessary. This is not an exhaustive list therefore in the event of uncertainty, completion of a DPIA is recommended.



		Title

		Brief description



		Screening completed by

		Name

		Title

		Department

		Email

		Date



		Marking any of these questions is an indication that a DPIA is required:



		Screening Questions				Tick

		1		Will the project involve the collection of new identifiable or potentially identifiable data about individuals?

		2		Will the project compel individuals to provide data about themselves or involve the processing of personal data not obtained directly from the individual?

				i.e. where they will have little awareness or choice or where it is impossible, or would involve disproportionate effort, to inform the individuals that the processing is taking place

		3		Will identifiable data about individuals be shared with other organisations or people who have not previously had routine access to the data?

		4		Are you using data about individuals for a purpose it is not currently used for or in a new way?

				i.e. using data collected to provide care for a service evaluation; data matching where data obtained from multiple sources is combined, compared or matched.

		5		Where data about individuals is being used, would this be likely to raise privacy concerns or expectations?

				i.e. will it include health records, genetic data, criminal records or other information that people may consider to be sensitive and private and may cause them concern or distress.

		6		Will the project require you to contact individuals in ways which they may find intrusive?

				i.e. telephoning or emailing them without their prior consent.

		7		Will the project result in you making decisions in ways which can have a significant impact on individuals?

				i.e. will it affect the care a person receives? Is it based on automated decision making (including profiling)?

		8		Does the project involve you using new technology which might be perceived as being privacy intrusive?

				i.e. using biometrics, facial recognition, Artificial Intelligence or tracking (such as tracking an individual’s geolocation or behaviour)

		9		Is a service/processing activity being transferred to a new supplier/organisation (or re-contracted) at the end of an existing contract

		10		Will the project involve systematic monitoring of a publicly accessible area on a large scale?

				i.e. use of CCTV

		11		Will the project involve the targeting of children or other vulnerable individuals?

				i.e. for marketing purposes, profiling or other automated decision making





		Please note that once completed the following sections (1 to 4) should be extracted from the rest of this document prior to being included within the Publication Scheme

		Data Protection Impact Assessment (DPIA)

		Please complete all questions with as much detail as possible (liaising with partners/third parties) and then contact the IG Team prior to seeking approval.

		Section 1: System/Project General Details

		System/project/process (referred to thereafter as ‘project’) title:

		Objective:

		Detail:                                            Why is the new system/change in system required?  Is there an approved business case?

		Stakeholders/Relationships/Partners:                                  Please outline the nature of such relationships and the corresponding roles of other organisations.

		Other related projects:

		Project lead:		Name: 

				Title:

				Department:

				Telephone:

				Email

		Information Asset Owner:		Name: 

		All information systems/ assets must have an Information Asset Owner (IAO). IAO’s should normally be a Head of Department/ Service.		Title:

				Department:

				Telephone:

				Email

		Information Asset Administrator:		Name: 

		Information systems/assets may have an Information Asset Administrator (IAA) who reports the IAO. IAA’s are normally System Managers/Project Leads.		Title:

				Department:

				Telephone:

				Email

		Section 2: Data Protection Impact Assessment Key Questions

				Question		Response

		Data Items

		1.         		Will the project use identifiable or potentially identifiable data in any way?		☐ Yes ☐ No

				If answered ‘No’ then a DPIA is not normally suggested.		If yes, who will this data relate to:

						☐ Patient

						☐ Staff

						☐ Other: Click here to enter text.

		2.         		Please state purpose for the processing of the data:

				For example, patient care, commissioning, research, audit, evaluation.

		3.         		Please tick the data items that are held in the system



						 ☐ Name   		☐ Address

						 ☐ Post Code  		☐ Date of Birth

				Personal		 ☐ GP Practice  		☐ Date of Death

						 ☐ NHS Number  		☐ NI Number

						 ☐ Passport Number  		☐ Pseudonymised Data

						 ☐ Online Identifiers (e.g. IP Number,  Mobile Device ID)



						☐ Health Data 		☐ Trade Union membership

				Special categories		☐ Political opinions 		☐ Religion

				 of personal data 		☐ Racial or Ethnic Origin 		☐ Sex life and sexual orientation

				(sensitive data)		☐ Biometric Data 		☐ Genetic Data

						   

						☐ Other: 

		4.         		What consultation/checks have been made regarding the adequacy, relevance and necessity for the processing of the data for this project?

		5.         		How will the data be kept up to date and checked for accuracy and completeness?

		Data processing

		6.         		Will a third party be processing data on the CCG or one of its contractors?		☐ Yes ☐ No

						If no, please go to the Confidentiality section. 

		7.         		Is the third party contract/supplier of the project registered with the Information Commissioner?		☐ Yes ☐ No

				This was required until 25 May 2018.		Organisation: Click here to enter text.

						Data Protection Registration Number: Click here to enter text.

		8.         		Has the third party supplier completed and published a satisfactory Data Security and Protection Toolkit submission?		☐ Yes ☐ No

				Please note that the Data Security and Protection Toolkit replaced the IG Toolkit from 1 April 2018.		If yes, please give organisation code and percentage score:

						Click here to enter text.

						IG Toolkit Score:

						☐ Satisfactory ☐ Not satisfactory

						☐ Satisfactory with Improvement Plan

						If satisfactory with an improvement plan, please request a copy of the plan and enclose it with this assessment.

						If not satisfactory, please explain how the service has been procured:

						Click here to enter text.

		9.         		Does the third party/supplier contract(s) include all the necessary Information Governance clauses regarding Data Protection and Freedom of Information?		☐ Yes ☐ No

						Is the contract based on or utilise the NHS standard contract?

						☐ Yes ☐ No

		10.     		Will other third parties (not already identified) have access to the data?		☐ Yes ☐ No

				Include any external organisations.		If so, for what purpose?



						Please list organisations and by what means of transfer:



		Confidentiality

		11.     		Please outline how individuals will be informed and kept informed about how their data will be processed.

				A copy of the privacy notice and/or leaflets must be provided.

		12.     		Does the project involve the collection of data that may be unclear or intrusive?		☐ Yes ☐ No

				Are all data items clearly defined? Is the data collected limited to a specific set of predefined categories?

						If yes, please explain:



		13.     		Are you relying on individuals (patients/staff) to explicit consent to the processing of personal identifiable or sensitive data?		☐ Yes ☐ No (Go to next question)

				Please provide copies of any consent documentation that will be used, including patient information leaflets		How will consent be obtained and by whom?



						Will the consent cover all proposed processing and sharing/disclosures?

						☐ Yes ☐ No

						If no, please detail:



		14.     		If explicit consent is not being sought, what legal basis enables this data processing?		Personal data (identifiers and potentially identifiable data):

				For more information about conditions for processing, please see the ICO’s GDPR website.		☐ Relating to a contract: 

						☐ Legal obligation: 

						☐ Vital interests: 

						☐ Public task: 

						☐ Other: 



						Special categories of personal data (sensitive data), if applicable:

						☐ Medical related: 

						☐ Public Health: 

						☐ Employment related: 

						☐ Vital interests: 

						☐ Already public: 

						☐ Legal claim related: 

						☐ Substantial public interest: 

						☐ Other: 

		15.     		Will identifiable data only be handled within the patients’ direct care team (in accordance with the Common Law Duty of Confidentiality)?		☐ Yes ☐ No

						If no, please detail:



		16.     		How will consent, non-consent, objections or opt-outs be recorded and respected?

		17.     		What arrangements are in place to process Subject Access Requests?

				What would happen if such a request were made?

		18.     		Will the processing of data be automated?		☐ Yes ☐ No		☐ Not applicable

				Will the proposed processing of data involved automated means of processing to determine an outcome for the individual?

						If yes, please outline what arrangements are available to enable the individual access and to extract data (in a standard file format). Please also detail any profiling that may take place as part through automated processing: 



		19.     		What process is in place for rectifying/blocking data?

				What would happen if such a request were made?

		Engagement

		20.     		Has stakeholder engagement taken place?		☐ Yes ☐ No

						If yes, how have any issues identified by stakeholders been considered?



						If no, please outline any plans in the near future to seek stakeholder feedback:



		Data Sharing

		21.     		Does the project involve any new data sharing between stakeholder organisations? 		☐ Yes ☐ No

						If yes, please describe:



						Please provide a high level data flow diagram showing how identifiable information would flow.

		Data Linkage

		22.     		Does the project involve linkage of personal data with data in other collections, or significant change in data linkages?		☐ Yes ☐ No

				The degree of concern is higher where data is transferred out of its original context (e.g. the sharing and merging of datasets can allow for a collection of a much wider set of information than needed and identifiers might be collected/linked which prevents personal data being kept anonymously)		If yes, please provide a data flow diagram showing how identifiable information would flow and ensure this is added to the CCG Information Asset and Data Flow Register (see Information Assets and Data Flows section).



		Information Security

		23.     		Who will have access to the data within the project?

				Please refer to roles/job titles/organisations.

		24.     		Is there a useable audit trail in place for the project? 		☐ Yes ☐ No

				For example, to identify who has accessed a record?		☐ Not applicable

						If yes, please outline the audit plan: 



		25.     		Where will the data be kept/stored/accessed?

				Where applicable, please refer to data flow diagram.

		26.     		Please indicate all methods in which data will be transferred		☐ Fax 		☐ Email (Unsecure/Personal)

						☐ Email (Secure/nhs.net) 		☐ Internet (unsecure – e.g. http)

						☐ Telephone 		☐ Internet (secure – e.g. https)

						☐ By hand 		☐ Courier

						☐ Post – track/traceable 		☐ Post – normal

						☐ Software 		☐ Mobile app

						☐ Other: 

		27.     		Does the project involve privacy enhancing technologies?		☐ Yes ☐ No

				New forms of encryption, two factor authentication and/or pseudonymisation.		If yes, please give details: 

		28.     		Is there a documented System Level Security Policy (SLSP) or process for this project?		☐ Yes ☐ No

				A SLSP is required for new systems – this is likely to need to be completed by the supplier.		☐ Not applicable

						If yes, please provide a copy.



		Privacy and Electronic Communications Regulations

		29.     		Will the project involve the sending of unsolicited marketing messages electronically such as telephone, fax, email and text?		☐ Yes ☐ No

				Please note that seeking to influence an individual is considered to be marketing.		If yes, what communications will be sent?





						Will consent be sought prior to this?

						☐ Yes ☐ No

						If no, please explain why consent is not being sought first:



		Records Management

		30.     		What are the specific retention periods for this data? 

				Please refer to the Records Management Code of Practice for Health and Social Care 2016 and list the retention period for identifiable project datasets.

		31.     		Will the data be securely destroyed when it is no longer required?		☐ Yes ☐ No

						If no, please detail:  



		Information Assets and Data Flows

		32.     		Has an Information Asset Owner been identified and does the Information Asset and Data Flow Register require updating?		☐ Yes ☐ No

						If yes, include the completed Information Asset Register New Entry Form.

						Does this project constitute a change to existing Information Asset(s) or is this a new Information Asset?

						☐ Yes ☐ No

						If yes, include the completed Information Asset Register and Data Flow Mapping Form for risk review.

		Business Continuity

		33.     		Have the business continuity requirements been considered?		☐ Yes ☐ No

						☐ Business Continuity is not applicable

						Please explain and either reference how such plans link with the organisational plan or why there are no business continuity considerations that are applicable for this project: 



		Open Data

		34.     		Will identifiable/potentially identifiable from the project be released as Open Data (placed in to the public domain)?		☐ Yes ☐ No

						If yes, please describe:

		Data Processing Outside of the UK and European Union (EU)

		35.     		Will any personal and/or sensitive data be transferred to a country outside the UK?		☐ Yes ☐ No

						If yes, which data and to which country?







Engagement Checklist



				Project Title

																										Yes

				Engagement Checklist																						No

				Version				Instructions				Please use the drop down boxes to complete this template, and include details in the comments boxes where known.  The Engagement, Equality and HR leads will review your assessment and support you in agreeing the level of ongoing communication, engagement and/or consultation that may be required.

				Date

				Completed by																						<10

																										<50

				Engagement Already Undertaken				Yes / No		If "yes" please provide details																>50

				This section outlines the patient, public and staff engagement and/or consultation that has already taken place around this project or service area.  This could include views that were gathered as part of another initiative, but relate specifically to the project or service area being considered.

				Have patient or public views already been gathered for this project or service area?



				Have staff views already been gathered for this project or service area?





				Patient and Public Impact				Yes / No		If "yes" please provide details

				This section outlines the scale and type of impact on patients and members of the public that may be expected as part of this project or service area.  If full details are not known at this stage please include what you can, and add more detail as the project progresses.

				Is the project driven by national or local guidance?



				Could the project change the way a service is currently provided or delivered?



				Could the project change the location of services currently provided?



				Could the project reduce levels of access (e.g. close a clinic or site, reduce the number of appointments available)



				could this have a reputational impact on the organisation – ie commissioners or providers (the “how badly could this be misconstrued?)

				Could the project have an impact on people from protected groups?  (See EIA for list of groups)





				Staff Impact				Yes  No		If "yes" please provide details

				This section outlines the scale and type of impact on staff that may be expected as part of this project or service area.  If full details are not known at this stage please include what you can, and add more detail as the project progresses.

				Could the project affect staff working practices for staff?



				Could the project affect terms of employment for staff?  (E.g. employing organisation)



				Could the project affect working location for staff? 



				Roughly how many staff members would be impacted by this change?





				End of Engagement Checklist.  Thank you!

				To be completed by the Engagement and Equality Leads



				Review date:				Yes  No

				Engagement Lead Name				Yes  No

				Equality Lead Name				Yes  No

				Workforce Lead Name				Yes  No

				Engagement activity required

				Co-production activity required

				Formal public consultation required

				Formal staff consultation required

				Communication activity required



				Other 















Procurement Checklist



				Project Title



				Engagement Checklist

				Version						Instructions		Provided below are a number of key questions which need to be considered by commissioners at the pre-procurement phases of a project.   It is important to note that these questions would be applicable to answer whether undertaking a procurement process is the expected vehicle for implementing the service or not.  Where procurement is not the expected vehicle the information will support the organisation to take an informed decision on the potential level of risk involved in supporting the recommendation.

These questions may be more pertinent to ask at specific stages during the design and development process.  Guidance and advice should be sought from the organisation's procurement support at the initial Plan on a Page.  This will ensure that any potential risks are highlighted early which provides the best opportunity for successful mitigation.

				Date

				Completed by





				Existing Service Contract 

				1		Is there a current contract in place?

				2		Does the contract cover part or the whole service?

				3		Is the service being considered already covered or included in the existing contract?

				4		What is the name of the contract?

				5		Where is the location of the contract?
(if an electronic version exists, please add the link.  Otherwise, state where the contract can be found.)

				6		Within the current contract, does a variation clause or option to extend exist?

				7		What is the value of the contract?

				8		When does the existing contract expire?

				9		Has the contract already been extended or varied?



				Route to Market (Procurement) - Outlining the procurement method/ options and rationale

				10		Method/Options				Advantages										Disadvantages







						Proposed route to market

						Rationale

				Route to Market (Procurement) - Outlining the procurement method/ options and rationale

				11		Outline of the contract type, levers and incentives 

				Suggested KPIs

				12		KPIs to track/ evidence delivery								Baseline								Target / Ambition





























Risks

		Project Risk and Issue Register



		Risk ID		Link to Strategic Risks

%USERNAME%: Please see A to E Below
		Risk Description		Key Controls

%USERNAME%: Action put in place to manage the risk
		Source of Risk

%USERNAME%: Where is the risk being identified from?
		Impact		Likelihood		 Risk Score		Status		Previous Risk Score		Movement

%USERNAME%: Same - up - down
		Risk tolerance level		Assurance On Controls

%USERNAME%: Evidence that controls are effective
		Positive / External Assurance

%USERNAME%: From bodies external to CCG 
e.g. NHS E, CQC, Health watch
		Gaps In Controls

%USERNAME%: Further controls that can reduce the risk but are not yet in place
		Gaps In assurance

%USERNAME%: Where there are inadequate or limited assurance measures and cannot provide full assurance that controls are effectively mitigating the risk
		Last Review Date		Updated Actions

%USERNAME%: Written update to show progress against Risk Score towards your tgt date
		 Lead		Target Date for Completion - Quarter & Year		Director Lead		Risk to be escalated to Programme board/Directorate Risk Register?		Open or Closed Risk



		10														0		TBC

																0		TBC

																0		TBC

																0		TBC

																0		TBC

																0		TBC





		Issue ID		Link to Strategic Issues

%USERNAME%: Please see A to E Below
																						

%USERNAME%: Evidence that controls are effective
		

%USERNAME%: From bodies external to CCG 
e.g. NHS E, CQC, Health watch
		Issue Description		Key Controls

%USERNAME%: Action put in place to manage the risk
																						

%USERNAME%: Further controls that can reduce the risk but are not yet in place
		Source of Issue

%USERNAME%: Where is the risk being identified from?
																						

%USERNAME%: Where there are inadequate or limited assurance measures and cannot provide full assurance that controls are effectively mitigating the risk
				

%USERNAME%: Written update to show progress against Risk Score towards your tgt date
		Impact		Likelihood		 Issue Score		Status		Previous Issue Score		Movement

%USERNAME%: Same - up - down
		Issue tolerance level		Assurance On Controls

%USERNAME%: Evidence that controls are effective
		Positive / External Assurance

%USERNAME%: From bodies external to CCG 
e.g. NHS E, CQC, Health watch
		Gaps In Controls

%USERNAME%: Further controls that can reduce the risk but are not yet in place
		Gaps In assurance

%USERNAME%: Where there are inadequate or limited assurance measures and cannot provide full assurance that controls are effectively mitigating the risk
		Last Review Date		Updated Actions

%USERNAME%: Written update to show progress against Risk Score towards your tgt date
		 Lead		Target Date for Completion - Quarter & Year		Director Lead		Issue to be escalated to Programme board/Directorate Issue Register?		Open or Closed Issue



																0		TBC

				Risk Assessment Matrix



						Risk matrix				Severity / Impact / Consequence

				Likelihood of recurrence						None/Near Miss		Low		Moderate		Severe		Catastrophic

						SCORES				1		2		3		4		5

						Rare		1		1		2		3		4		5						Risk Scores

						Unlikely		2		2		4		6		8		10				Very Low Risk		1-3

						Possible		3		3		6		9		12		15				Low Risk		4-6

						Likely		4		4		8		12		16		20				Moderate Risk		8-12

						Certain		5		5		10		15		20		25				High Risk		15-25
























































