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1.       INTRODUCTION 
To meet business requirements, it may sometimes be necessary for NHS North Lincolnshire Clinical Commissioning Group to cover substantive or temporary (project) posts without directly employing the individuals.

HMRC have enforced rules under IR35 off Payroll Worker rules to ensue correct accounting for any tax and national insurance implications are in place.

Any requests for payment, for a person who is not currently on our payroll, who has done work for the CCG, must be assessed under the off-payroll worker rules.

These rules assess whether the payment should be paid on invoice or through payroll.

The off payroll worker rules are in place to make sure that where an individual is effectively acting as an employee, they pay broadly the same tax and National Insurance contributions (NICs) as if they were an employee on payroll.

Non-compliance places the CCG at risk of substantial fines and penalties.

This policy outlines the procedures to ensure compliance with the HMRC legislation.

2.       SCOPE  
This policy applies to all employees of the CCG, any staff who are seconded to the CCG, contracted and agency staff and any other individual working on CCG premises.

This policy is not applicable to any employees being paid through the payroll system.

This policy is available on the CCG website

3.       POLICY PURPOSE AND AIMS
This policy aims to identify and correctly account for all off-payroll workers to avoid non-compliance with HMRC rules.

4.       IMPACT ANALYSIS

4.1     Equality

An equality impact screening analysis has been carried out on this policy and is attached at Appendix 5.

As a result of performing the analysis, the policy, project or function does not appear to have any adverse effects on people who share Protected Characteristics and no further actions are recommended at this stage.
4.2
Sustainability

A sustainability assessment has been completed and is attached at Appendix 6. The assessment does not identify and benefits or negative effects of implementing this document.

4.3      General Data Protection Regulation (GDPR)

The CCG is committed to ensuring that all personal information is managed in accordance with current data protection legislation, professional codes of practice and records management and confidentiality guidance.  More detailed information can be found in the CCGs Data Protection and Confidentiality and related policies and procedures. 

A Data Protection Impact Assessment has been completed and is attached at Appendix 7.

4.4
Bribery Act 2010

The Bribery Act is particularly relevant to this policy.  North Lincolnshire CCG has a responsibility to ensure that all staff are made aware of their duties and responsibilities arising from the Bribery Act 2010.  Under the Bribery Act 2010 there are four criminal offences:

•           Bribing or offering to bribe another person (Section 1) 

•           Requesting, agreeing to receive or accepting a bribe (Section 2);

•           Bribing, or offering to bribe, a foreign public official (Section 6);

•           Failing to prevent bribery (Section 7).

These offences can be committed directly or by and through a third person and, in many cases, it does not matter whether the person knows or believes that the performance of the function or activity is improper.

It should be noted that there need not be any actual giving and receiving for financial or other advantage to be gained, to commit an offence.

All individuals should be aware that in committing an act of bribery they may be subject to a penalty of up to 10 years imprisonment, an unlimited fine, or both.  They may also expose the organisation to a conviction punishable with an unlimited fine because the organisation may be liable where a person associated with it commits an act of bribery.

Individuals should also be aware that a breach of this Act renders them liable to disciplinary action by North Lincolnshire CCG, whether or not the breach leads to prosecution.  Where a material breach is found to have occurred, the likely sanction will be loss of employment and pension rights.

It is the duty of every member of staff to speak up about any genuine concerns in relation to criminal activity, breach of a legal obligation, miscarriage of justice, danger to health and safety or the environment and the suspected cover up of any of these in the workplace.  To raise any suspicions of bribery and/or corruption please contact the Chief Finance Officer.  Staff may also contact the Local Counter Fraud Specialist (LCFS) at – Audit Yorkshire, 01482 866800 email:  nikki.cooper1@nhs.net  or mobile 07872 988939. 

The LCFS or Chief Finance Officer should be the contact for any suspicions of fraud. The LCFS will inform the Chief Finance Officer if the suspicion seems well founded and will conduct a thorough investigation.  Concerns may also be discussed with the Chief Finance Officer or the Audit & Integrated Governance Committee Chair.

If staff prefer, they may call the NHS Fraud & Corruption Reporting Line on 0800 028 40 60 between 8am-6pm Monday-Friday or report online at www.reportnhsfraud.nhs.uk.  This would be the suggested contact if there is a concern that the LCFS or the Chief Finance Officer themselves may be implicated in suspected fraud, bribery or corruption. 

5. 
NHS CONSTITUTION

5.1      The CCG is committed to:      

· The achievement of the principles, values, rights, pledges and responsibilities detailed in the NHS Constitution, and

· Ensuring they are taken account of in the production of its Policies Procedures and Guidelines.

5.2 
This policy supports the NHS Constitution by committing to use NHS resources responsibly and fairly and providing best value for taxpayer’s money.

6.
ROLES / RESPONSIBILITIES / DUTIES

6.1 
Manager

The manager responsible for recruiting to a post where it is intended that payment is via an invoice rather than through the payroll is responsible for checking compliance with IR35, liaising with the finance team and informing the worker providing the services of the assessment.

6.2
Finance Team

The finance team will support the IR35 process, assisting managers in the IR35 testing. The invoices received will be sent on to payroll for processing.


6.3 
Human Resources 

HR will process and provide any support necessary to ensure the correct action is taken to comply with IR35.

6.4
Payroll

The payroll department must compute the payments through payroll, deducting tax and NIC contributions for those that IR35 applies. The employer’s contribution must be paid and all payments must be notified and paid to HMRC.

7. 
IMPLEMENTATION

7.1
IR35 off Payroll Worker Rules

An off payroll worker as defined by HMRC is a person who

· Provides a service to the CCG through his/her own intermediary

The intermediary can be:

· a worker’s own limited company - known as a personal service company (PSC)

· a partnership

· another individual

NHS North Lincolnshire CCG are responsible for deciding if off-payroll working rules apply.
The person providing services through their own intermediary will need to provide information to NHS North Lincolnshire CCG to help them make their decision.

When deciding if the off-payroll working rules apply to an engagement, North Lincolnshire CCG need to assess the employment status, and the relationship if there wasn’t an intermediary involved.

If the rules apply, North Lincolnshire CCG, agency or other third party who is responsible for paying the worker’s intermediary must deduct tax and Class 1 NICs. They must also pay employers contributions and report taxes to HMRC.

Other employment rights and statutory rights (e.g. sick pay, maternity pay) are unaffected by IR35 rules.

7.2 Process

When a temporary/project worker is recruited the manager should liaise with the finance team to assess the IR35 rules using the HMRC online checker to establish whether the rules apply for this contract.

HMRC online checker https://www.gov.uk/guidance/check-employment-status-for-tax

To assess the IR35 rules below are some of the things that will be required to know as listed on the HMRC online tool to help with the assessment? This list includes:

· the worker’s responsibilities

· who decides what work needs doing

· who decides when, where and how the work’s done

· how the worker will be paid

· if the engagement includes any benefits or reimbursement for expenses

A log of all IR35 assessments will be recorded and kept in the finance department.

Dependent on the decision made, a letter should be sent to the intermediary (templates appendix 1-3) informing of the decision and actions to be taken.

7.2.1 
If IR35 rule applies and NHS North Lincolnshire CCG responsible for payment to intermediary

A letter including off payroll worker starter form (appendix 1) should be sent to the intermediary by the manager responsible for the worker.

The starter forms should be completed and returned to the manager who will authorise and send to finance.

Finance will then code and authorise before sending onto HR: hr.humber@nhs.net

HR will process and notify payroll of new IR35 starter.

All Invoices should be sent to finance team at Health Place. No invoices will be paid via the oracle invoicing system

A log (Appendix 4) will be kept and sent to payroll before the cut-off, (6th of the month) to enable payment on the 27th. Where submission is after cut-off date, these will be paid in the following month’s payroll.

Employee’s tax and NIC will be deducted from the invoice amount and the difference paid to intermediary. Employers NICs will also be paid. This will be reported by payroll to HMRC

7.2.2
If IR35 rule applies and agency responsible

A Letter (appendix 2) will be sent to agency by the manager informing that it is the agencies responsibility to apply the IR35 rules and deduct tax and NICs before paying the worker. Invoices from the agency are to be sent to the NHS North Lincolnshire CCG SBS invoicing address, for approval by budget holder to allow payment of the full invoice amount.

7.2.3 
If IR35 rule does not apply

A letter (appendix 3) is sent to the intermediary informing that IR35 has been assessed but does not apply.

Invoices from the intermediary are to be sent to the NHS North Lincolnshire CCG SBS invoicing address, for approval by budget holder to allow payment of the full invoice amount.

7.3 Review of decision

The decision should be reconsidered every time a new contract starts, contract extended, or changed.

If the person you have a contract with asks for the reasons behind your decision in writing, the CCG must respond within 31 days. If the CCG fails to do this it becomes responsible for paying the tax and NICs due.

7.4 
Compliance with IR35 checks

The following conditions must be met. If they are not met, the tax and NIC liability automatically transfers to NHS North Lincolnshire CCG.

1. Contracts after 6 April 2017

NHS North Lincolnshire CCG must inform intermediary on IR35 status before the contract is valid or services started.

2. Contracts before 6 April 2017

NHS North Lincolnshire CCG must inform intermediary on status before first payment is made after 5 April

3. Further requests for information from intermediary

NHS North Lincolnshire CCG must respond within 31 days.

8.        MONITORING AND EFFECTIVENESS

This policy will be monitored by regularly spot checking ledger for any payments to any workers by invoice, and checking that these have been assessed under the IR35 on the log kept in finance.

HMRC may review NHS North Lincolnshire CCG at any time, to ensure all transactions processed correctly. 
9. 
POLICY REVIEW

This Policy will be reviewed 2 years from implementation, or more frequent if new legislation or guidance is provided from HMRC.

10.      REFERENCES AND ASSOCIATED DOCUMENTATION

HMRC guidance 

https://www.gov.uk/guidance/off-payroll-working-in-the-public-sector-reform-of-intermediaries-legislation 

Check Employment Status 

https://www.gov.uk/guidance/check-employment-status-for-tax 

HMRC Starter Check List 

https://www.gov.uk/government/publications/paye-starter-checklist
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	NHS North Lincolnshire CCG

Health Place
Wrawby Road

Brigg
DN20 8GS

Tel: 01652 251000
Email: XXX


Date: XX/XX/XXXX
Compliance with HMRC IR35

Post: 


XXX
Contract Start Date: XXX
Contract End Date:
XXX
Dear XXX
NHS North Lincolnshire CCG are required to assess the contracts of all individuals providing a service to the CCG under the IR35 ‘Off Payroll Worker’ rules required by HMRC. 

The above post has been assessed, and it has been decided that the IR35 rules do apply, 

The reasons for this are:

· XXX

NHS North Lincolnshire CCG is therefore required to process all invoices through payroll, which will deduct tax and NICs from the amount invoiced.

The following steps are required:

1. Complete the attached IR35 Worker Payroll Starter Form (Sections 1-3), and the HMRC Starter checklist (https://www.gov.uk/government/publications/paye-starter-checklist) and return to XXmeXX
2. Send all invoices for the attention of Simon Clay, Finance at the above address or email simonclay@nhs.net
More information can be found at https://www.gov.uk/guidance/off-payroll-working-in-the-public-sector-reform-of-intermediaries-legislation
If you require further information, please contact me XXXmanager detailsXX
Kind regards,
XX manager XX
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IR35 Worker Payroll Starter Form

	Sections 1  - 3 to be completed by the Claimant 

This form must be completed before any invoices can be processed through Payroll

(NB – You must supply date of birth and NI number to secure payment)

	Section1: Personal Details

	Forename (s):

	Surname:

	Title:

	Date of birth:

	NI number:

	Address:



	Post Code:

	Section 2: Bank Account Details 

	Bank Sort Code:

	Bank Account Number:

	Bank Name: 

	Section 3: Certification 

	I certify that the above details are correct and any changes will be notified to my authorising officer.

I understand that payments made to me will be subject to statutory deductions.

	Signed:
	Date:

	Manager/Budget Holder’s signature:
	Date: 

	Manager/Budget Holder name: 

	Section 4: Financial Authorisation 

	Cost Centre:

	Payments Authorised by:

	Signature:

	Date:


Once complete please return this form to hr.humber@nhs.net
[image: image4.jpg]INHS

North Lincolnshire
Clinical Commissioning Group




Appendix 2
	
	NHS North Lincolnshire CCG

Health Place

Wrawby Road
Brigg
DN20 8GS
Tel: 01652 251000
Email: XXX


Date: XX/XX/XXXX
Compliance with HMRC IR35

Post: 


XXX
Contract Start Date: 
XXX
Contract End Date:
XXX
Dear XXX
NHS North Lincolnshire CCG are required to assess the contracts of all individuals providing a service through their intermediary to the CCG under the IR35 ‘Off Payroll Worker’ rules required by HMRC. 

The above post has been assessed, and it has been decided that the IR35 rules do apply.

As the work being provided is through agency/supplier XXX, it will be agency/suppliers responsibility to ensure tax/NIC is deducted from XXX pay.

The reasons for this are:
· XXX

NHS North Lincolnshire CCG will pay the agency/supplier invoices through the normal invoicing process. 

Agency/Supplier invoices should be sent to the following address:

NHS NORTH LINCOLNSHIRE CCG

03K PAYABLES L315
PHOENIX HOUSE

TOPCLIFFE LANE

TINGLEY

WAKEFIELD

WF3 1WE

More information can be found at https://www.gov.uk/guidance/off-payroll-working-in-the-public-sector-reform-of-intermediaries-legislation
If you require further information, please contact me XXXmanager detailsXX
Kind regards,

XX manager XX
[image: image5.jpg]INHS

North Lincolnshire
Clinical Commissioning Group




Appendix 3

	
	NHS North Lincolnshire CCG

Health Place
Wrawby Road
Brigg

DN20 8GS
Tel: 01482 344700

Email: XXX


Date: XX/XX/XXXX
Compliance with HMRC IR35

Post: 


XXX
Contract Start Date: 
XXX
Contract End Date:
XXX
Dear XXX
NHS North Lincolnshire CCG are required to assess the contracts of all individuals providing a service to the CCG under the IR35 ‘Off Payroll Worker’ rules required by HMRC. 

The above post has been assessed, and it has been decided that the IR35 rules do not apply.

The reasons for this are:
· XXX

It is xxworkerxx responsibility to ensure tax and NIC contributions are made. 

NHS North Lincolnshire CCG will pay the invoices through the normal invoicing process. 

Invoices should be sent to the following address:

NHS NORTH LINCOLNSHIRE CCG

03K PAYABLES L315
PHOENIX HOUSE

TOPCLIFFE LANE

TINGLEY

WAKEFIELD

WF3 1WE

More information can be found at https://www.gov.uk/guidance/off-payroll-working-in-the-public-sector-reform-of-intermediaries-legislation
If you require further information, please contact me XXXmanager detailsXX
Kind regards,
XX manager X
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Appendix 4

Payment Log for Payroll

	Name
	Assignment Number
	Invoice Number
	Invoice Date
	Payment Value (Subject to Tax/NICs
	Allowance (e.g. Expenses)
	Claimable VAT
	Non Reclaim VAT
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Appendix 5
	1. Equality Impact Analysis

   

	Policy / Project / Function: 
	IR35

	Date of Analysis:     
	18/12/2020

	This Equality Impact Analysis was completed by:  

(Name and Department)    
	Louise Tilley – Deputy CFO 

	What are the aims and intended effects of this policy, project or 

function?
	This policy outlines the responsibility of the CCG under the IR35 regulation, and its approach to ensure compliance with the regulation.

	Please list any other policies that are related to or referred to as part of this analysis?
	

	Who does the policy, project or function affect?  

Please Tick  (
       
	 Employees


   

 Service Users



 Members of the Public
  

 Other (List Below)


   


	1. Equality Impact Analysis: Screening
	

	
	Could this policy have a positive impact on…
	Could this policy have a negative impact on…
	Is there any evidence which already exists from previous (e.g. from previous engagement) to evidence this impact

	
	Yes
	No
	Yes
	No
	

	Race
	
	
	
	
	

	Age
	
	
	
	
	

	Sexual Orientation
	
	
	
	
	

	Disabled People
	
	
	
	
	

	Gender
	
	
	
	
	

	Transgender People
	
	
	
	
	

	Pregnancy and Maternity
	
	
	
	
	

	Marital Status
	
	
	
	
	

	Religion and Belief

	
	
	
	
	

	Reasoning
	

	If there is no positive or negative impact on any of the Nine Protected Characteristics go to Section 7


	1. Equality Impact Analysis: Local Profile Data

	Local Profile/Demography of the Groups affected (population figures) 

	General 
	

	Age
	

	Race
	

	Sex
	

	Gender reassignment
	

	Disability
	

	Sexual Orientation
	

	Religion, faith and belief
	

	Marriage and civil partnership
	

	Pregnancy and maternity
	


	2. Equality Impact Analysis: Equality Data Available

	Is any Equality Data available relating to the use or implementation of this policy, project or function?  

Equality data is internal or external information that may indicate how the activity being analysed can affect different groups of people who share the nine Protected Characteristics – referred to hereafter as ‘Equality Groups’. 

Examples of Equality Data include: (this list is not definitive)  

1. Application success rates Equality Groups 

2. Complaints by Equality Groups 

3. Service usage and withdrawal of services by Equality Groups 

4. Grievances or decisions upheld and dismissed by Equality Groups

5. Previous EIAs
	 Yes

 No 

Where you have answered yes, please incorporate this data when performing the Equality Impact Assessment Test (the next section of this document). 



	List any Consultation e.g. with  employees, service users, Unions or members of the public that has taken place in the development or  implementation of this policy,  project or function 


	

	Promoting Inclusivity

How does the project, service or function contribute towards our aims of eliminating discrimination and promoting equality and diversity within our organisation
	


	1. Equality Impact Analysis: Assessment Test

	     What impact will the implementation of this policy, project or function have on employees, service  

   users or other people who share characteristics protected by The Equality Act 2010?

	 Protected  

 Characteristic:
	No

Impact:
	Positive

Impact: 
	Negative

Impact: 
	 Evidence of impact and if applicable, justification  

 where a Genuine Determining Reason exists  

	Gender 

(Men and Women) 
	X
	
	
	

	Race 

(All Racial Groups)    
	X
	
	
	

	Disability

(Mental and Physical) 
	X
	
	
	

	Religion or Belief
	X
	
	
	

	Sexual Orientation  

(Heterosexual, Homosexual  and Bisexual)
	X
	
	
	

	 What impact will the implementation of this policy, project or function have on employees, service  

   users or other people who share characteristics protected by The Equality Act 2010?    

	 Protected  

 Characteristic: 

  
	No

Impact:
	Positive

Impact: 
	Negative

Impact: 

    
	 Evidence of impact and if applicable, justification  

 where a Genuine Determining Reason exists  

	Pregnancy and  Maternity     
	X
	
	
	

	Transgender  
	X
	
	
	

	Marital Status
	X
	
	
	

	Age 
	X
	
	
	


	1. Action Planning

	As a result of performing this analysis, what actions are proposed to remove or reduce any risks of adverse outcomes identified on employees, service users or other people who share characteristics protected by The Equality Act 2010?    

	  Identified Risk:    
	 Recommended Actions: 
	Responsible Lead: 
	Completion Date:     
	Review Date:  

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	3. Equality Impact Analysis Findings

	Analysis Rating:       
	· Red
	· Red/Amber
	· Amber
	· Green


	
	Actions
	Wording for Policy / Project / Function

	Red

Stop and remove the policy
	Red: As a result of performing the analysis, it is evident that a risk of discrimination exists (direct, indirect, unintentional or otherwise) to one or more of the nine groups of people who share Protected Characteristics. It is recommended that the use of the policy be suspended until further work or analysis is performed. 


	Remove the policy

Complete the action plan above to identify the areas of discrimination and the work or actions which needs to be carried out to minimise the risk of discrimination.
	No wording needed as policy is being removed

	Red Amber

Continue the policy
	As a result of performing the analysis, it is evident that a risk of discrimination exists (direct, indirect, unintentional or otherwise) to one or more of the nine groups of people who share Protected Characteristics. However, a genuine determining reason may exist that could legitimise or justify the use of this policy and further professional advice should be taken.
	The policy can be published with the EIA

List the justification of the discrimination and source the evidence (i.e. clinical need as advised by NICE).

Consider if there are any potential actions which would reduce the risk of discrimination.

Another EIA must be completed if the policy is changed, reviewed or if further discrimination is identified at a later date.
	As a result of performing the analysis, it is evident that a risk of discrimination exists (direct, indirect, unintentional or otherwise) to one or more of the nine groups of people who share Protected Characteristics. However, a genuine determining reason exists which justifies the use of this policy and further professional advice.

[Insert what the discrimination is and the justification of the discrimination plus any actions which could help  what reduce the risk]


	Equality Impact Findings (continued):

	
	Actions


	Wording for Policy / Project / Function

	Amber

Adjust the Policy
	As a result of performing the analysis, it is evident that a risk of discrimination (as described above) exists and this risk may be removed or reduced by implementing the actions detailed within the Action Planning section of this document.
	The policy can be published with the EIA

The policy can still be published but the Action Plan must be monitored to ensure that work is being carried out to remove or reduce the discrimination.

Any changes identified and made to the service/policy/ strategy etc. should be included in the policy.

Another EIA must be completed if the policy is changed, reviewed or if further discrimination is identified at a later date.
	As a result of performing the analysis, it is evident that a risk of discrimination (as described above) exists and this risk may be removed or reduced by implementing the actions detailed within the Action Planning section of this document.

[Insert what the discrimination is and what work will be carried out to reduce/eliminate the risk]



	Green

No major change
	As a result of performing the analysis, the policy, project or function does not appear to have any adverse effects on people who share Protected Characteristics and no further actions are recommended at this stage.
	The policy can be published with the EIA

Another EIA must be completed if the policy is changed, reviewed or if any discrimination is identified at a later date
	As a result of performing the analysis, the policy, project or function does not appear to have any adverse effects on people who share Protected Characteristics and no further actions are recommended at this stage.


	Brief Summary/Further comments
	


	Approved By

	Job Title:
	Name:
	Date:

	
	
	 


Appendix 6

SUSTAINABILITY IMPACT ASSESSMENT

	Policy / Report / Service Plan / Project Title:

	Theme (Potential impacts of the activity)
	Positive

Impact
	Negative

Impact
	No specific

impact
	What will the impact be? If the impact is negative, how can it be mitigated? (action)

	Reduce Carbon Emission from buildings by 12.5% by 2010-11 then 30% by 2020
	
	
	X
	

	New builds and refurbishments over £2million (capital costs) comply with BREEAM Healthcare requirements.
	
	
	x
	

	Reduce the risk of pollution and avoid any breaches in legislation.
	
	
	x
	

	Goods and services are procured more sustainability.
	
	
	x
	

	Reduce carbon emissions from road vehicles.
	
	
	x
	

	Reduce water consumption by 25% by 2020.
	
	
	x
	

	Ensure legal compliance with waste legislation.
	
	
	x
	

	Reduce the amount of waste produced by 5% by 2010 and by 25% by 2020
	
	
	x
	

	Increase the amount of waste being recycled to 40%.
	
	
	x
	

	Sustainability training and communications for employees.
	
	
	x
	

	Partnership working with local groups and organisations to support sustainable development.
	
	
	x
	

	Financial aspects of sustainable development are considered in line with policy requirements and commitments.
	
	
	x
	


Appendix 7
Section 1: System/Project General Details
	System/project/process (referred to thereafter as ‘project’) title:
	IR 35 Policy

	Objective:
	To ensure CCG compliance with IR 35 regulation

	Detail: 
Why is the new system/change in system required?  Is there an approved business case?
	No policy currently for this area

	Stakeholders/Relationships/Partners: 
Please outline the nature of such relationships and the corresponding roles of other organisations.
	The Humber HR team – will support the processing of data should IR 35 apply to an individual
Victoria Pay Services – will pay individuals as off payroll employees

	Other related projects:
	None identified

	Project lead:  

N/A, this is not a project
	Name: 
	N/A – CCG do not hold data.

	
	Title:
	

	
	Department:
	

	
	Telephone:
	

	
	Email
	

	Information Asset Owner:

N/A to the CCG
	Name: 
	N/A – CCG do not hold data.

	
	Title:
	

	
	Department:
	

	
	Telephone:
	

	
	Email
	

	Information Asset Administrator:

N/A to the CCG
	Name: 
	N/A – CCG do not hold data.

	
	Title:
	

	
	Department:
	

	
	Telephone:
	

	
	Email
	


Section 2: Data Protection Impact Assessment Key Questions
	
	Question
	Response

	Data Items

	1. 
	Will the project use identifiable or potentially identifiable data in any way?
If answered ‘No’ then a DPIA is not normally suggested.
	x Yes
☐ No

If yes, who will this data relate to:

☐ Patient
x Staff

☐ Other: Click here to enter text.

	2. 
	Please state purpose for the processing of the data:

For example, patient care, commissioning, research, audit, evaluation.
	If IR 35 rules apply then personal data will need to be obtained to allow payment to the individual and tax and NI to be correctly deducted.

	3. 
	Please tick the data items that are held in the system
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Special categories

 of personal data 

(sensitive data)
	 x Name 
 x Address

 x Post Code
 x Date of Birth

 ☐ GP Practice
 ☐ Date of Death

 ☐ NHS Number
 x NI Number

 ☐ Passport Number
 ☐ Pseudonymised Data

 ☐ Online Identifiers (e.g. IP Number,  Mobile Device ID)

☐ Health Data
☐ Trade Union membership

☐ Political opinions
☐ Religion

☐ Racial or Ethnic Origin
☐ Sex life and sexual orientation

☐ Biometric Data
☐ Genetic Data

x Other: Bank account number, sort code and name

	4. 
	What consultation/checks have been made regarding the adequacy, relevance and necessity for the processing of the data for this project?
	Information is standard information that is held for all CCG employees and is required to facilitate salary payments and tax and NI deductions.

	5. 
	How will the data be kept up to date and checked for accuracy and completeness?
	It is the employee’s responsibility to notify the CCG of any changes to their personal information.

	Data processing

	6. 
	Will a third party be processing data on the CCG or one of its contractors?
	x Yes
☐ No
Data will be processed by the Humber HR team and Victoria Pay Services, both of which are NHS organisations.
If no, please go to the Confidentiality section. 

	7. 
	Is the third party contract/supplier of the project registered with the Information Commissioner?
This was required until 25 May 2018.
	 X Yes
☐ No

Organisation: Comes under Sheffield Teaching Hospital _ email from Trust to evidence this available in DPIA folder.  
Data Protection Registration Number: Z8751481



	8. 
	Has the third party supplier completed and published a satisfactory Data Security and Protection Toolkit submission?
Please note that the Data Security and Protection Toolkit replaced the IG Toolkit from 1 April 2018.
N/A
	☐ Yes
x No

Not applicable – this is not patient data.


	9. 
	Does the third party/supplier contract(s) include all the necessary Information Governance clauses regarding Data Protection and Freedom of Information?
See Contract and Commissioning Information Governance Assurance checklist.
	x Yes
☐ No
Is the contract based on or utilise the NHS standard contract?

☐ Yes
x No


	10. 
	Will other third parties (not already identified) have access to the data? 
Include any external organisations.
	☐ Yes
x No
If so, for what purpose?

Click here to enter text.
Please list organisations and by what means of transfer:
Click here to enter text.

	Confidentiality

	11. 
	Please outline how individuals will be informed and kept informed about how their data will be processed.
A copy of the privacy notice and/or leaflets must be provided.
	The CCG’s privacy notice will inform them: https://northlincolnshireccg.nhs.uk/publications/gdpr-privacy-notice/ 

	12. 
	Does the project involve the collection of data that may be unclear or intrusive?
Are all data items clearly defined? Is the data collected limited to a specific set of predefined categories?
	☐ Yes
x No
If yes, please explain:

Click here to enter text.

	13. 
	Are you relying on individuals (patients/staff) to explicit consent to the processing of personal identifiable or sensitive data?
Please provide copies of any consent documentation that will be used, including patient information leaflets
	☐ Yes
x No (Go to next question)
How will consent be obtained and by whom?
Click here to enter text.
Will the consent cover all proposed processing and sharing/disclosures?
☐ Yes
☐ No

If no, please detail:

Click here to enter text.

	14. 
	If explicit consent is not being sought, what legal basis enables this data processing?

For more information about conditions for processing, please see the ICO’s GDPR website.
	Personal data (identifiers and potentially identifiable data):

X Relating to a contract: Click here to enter text.
☐ Legal obligation: Click here to enter text.
☐ Vital interests: Click here to enter text.
☐ Public task: Click here to enter text.
☐ Other: Click here to enter text.
Special categories of personal data (sensitive data), if applicable:

☐ Medical related: Click here to enter text.
☐ Public Health: Click here to enter text.
☐ Employment related: Click here to enter text.
☐ Vital interests: Click here to enter text.
☐ Already public: Click here to enter text.
☐ Legal claim related: Click here to enter text.
☐ Substantial public interest: Click here to enter text.
☐ Other: Click here to enter text.

	15. 
	Will identifiable data only be handled within the patients’ direct care team (in accordance with the Common Law Duty of Confidentiality)?
	x Yes
☐ No

If no, please detail:

Click here to enter text.

	16. 
	How will consent, non-consent, objections or opt-outs be recorded and respected?
	N/A – not relying on consent

	17. 
	What arrangements are in place to process Subject Access Requests?
What would happen if such a request were made?
	In line with the CCG’s Subject Access Procedures, or Victoria Pays Subject Access Procedures.

	18. 
	Will the processing of data be automated?
Will the proposed processing of data involved automated means of processing to determine an outcome for the individual?


	☐ Yes
x No
☐ Not applicable

If yes, please outline what arrangements are available to enable the individual access and to extract data (in a standard file format). Please also detail any profiling that may take place as part through automated processing: 

Click here to enter text.

	19. 
	What process is in place for rectifying/blocking data?
What would happen if such a request were made?


	In line with the CCG’s procedures

	Engagement

	20. 
	Has stakeholder engagement taken place?


	☐ Yes
x No
If yes, how have any issues identified by stakeholders been considered?
Click here to enter text.
If no, please outline any plans in the near future to seek stakeholder feedback:
Click here to enter text.

	Data Sharing

	21. 
	Does the project involve any new data sharing between stakeholder organisations? 
Is this use or disclosure of data in scope for the national data opt- out to be applied? 
(contact your IG lead if you need more information about this)


	☐ Yes
x No
If yes, please describe:
Click here to enter text.
Please provide a high level data flow diagram showing how identifiable information would flow.
☐ Yes
x No


	Data Linkage

	22. 
	Does the project involve linkage of personal data with data in other collections, or significant change in data linkages?

The degree of concern is higher where data is transferred out of its original context (e.g. the sharing and merging of datasets can allow for a collection of a much wider set of information than needed and identifiers might be collected/linked which prevents personal data being kept anonymously)


	☐ Yes
x No
If yes, please provide a data flow diagram showing how identifiable information would flow and ensure this is added to the CCG Information Asset and Data Flow Register (see Information Assets and Data Flows section).

	Information Security

	23. 
	Who will have access to the data within the project?
Please refer to roles/job titles/organisations.


	Humber HR team and Payroll Services

	24. 
	Is there a useable audit trail in place for the project? 
For example, to identify who has accessed a record?
	x Yes
☐ No
☐ Not applicable

In line with HR and Payroll procedures
If yes, please outline the audit plan: Click here to enter text.

	25. 
	Where will the data be kept/stored/accessed?
Where applicable, please refer to data flow diagram.


	Y drive and ESR – both secure systems

	26. 
	Please indicate all methods in which data will be transferred
	☐ Fax
x Email (Unsecure/Personal) – information received from individual concerned
x Email (Secure/nhs.net)
☐ Internet (unsecure – e.g. http)
☐ Telephone
☐ Internet (secure – e.g. https)
☐ By hand
☐ Courier

☐ Post – track/traceable
☐ Post – normal

☐ Software
☐ Mobile app
☐ Other: Click here to enter text.

	27. 
	Does the project involve privacy enhancing technologies?

New forms of encryption, two factor authentication and/or pseudonymisation.


	☐ Yes
x No

If yes, please give details: Click here to enter text.

	28. 
	Is there a documented System Level Security Policy (SLSP) or process for this project?
A SLSP is required for new systems – this is likely to need to be completed by the supplier.


	☐ Yes
☐ No
x Not applicable

If yes, please provide a copy.


	Privacy and Electronic Communications Regulations

	29. 
	Will the project involve the sending of unsolicited marketing messages electronically such as telephone, fax, email and text?
Please note that seeking to influence an individual is considered to be marketing.

	☐ Yes
x No
If yes, what communications will be sent?

Click here to enter text.
Will consent be sought prior to this?

☐ Yes
☐ No
If no, please explain why consent is not being sought first:

Click here to enter text.

	Records Management

	30. 
	What are the specific retention periods for this data? 
Please refer to the Records Management Code of Practice for Health and Social Care 2016 and list the retention period for identifiable project datasets.


	In line with Records Management Procedures

	31. 
	Will the data be securely destroyed when it is no longer required?

	x Yes
☐ No

If no, please detail:  Click here to enter text.

	Information Assets and Data Flows

	32. 
	Has an Information Asset Owner been identified and does the Information Asset and Data Flow Register require updating?

Please see the Information Asset Register and Data Flow Mapping Form.
	☐ Yes
☐ No     x Not Applicable – CCG do not hold the data
If yes, include the completed Information Asset Register New Entry Form.
Does this project constitute a change to existing Information Asset(s) or is this a new Information Asset?

☐ Yes
☐ No
If yes, include the completed Information Asset Register and Data Flow Mapping Form for risk review.


	Business Continuity

	33. 
	Have the business continuity requirements been considered?


	x Yes – in line with Payroll’s Business Continuity Plans
☐ No

☐ Business Continuity is not applicable

Please explain and either reference how such plans link with the organisational plan or why there are no business continuity considerations that are applicable for this project: Click here to enter text.

	Open Data

	34. 
	Will identifiable/potentially identifiable from the project be released as Open Data (placed in to the public domain)?

	☐ Yes
x No

If yes, please describe: Click here to enter text.

	Data Processing Outside of the UK and European Union (EU)

	35. 
	Will any personal and/or sensitive data be transferred to a country outside the UK?


	☐ Yes
x No

If yes, which data and to which country?
Click here to enter text.


Section 3: Data Protection Impact Assessment Information Governance Review 
Summary: No risks identified, payroll data will be handled in exactly the same way it would be for all NHS employees. An appropriate legal basis has been identified and the rights of the data subject have been respected. No further action required. 
For completion by IG:

IG review completed by:


Hayley Gillingwater 



Review date:
N/A – no need to review this is a standard process. 


Date complete and risk assessed:
22/11/2020.


Consultation with ICO required?
No 

Section 4: Review and Approval

Assessment completed by

	Name:
	Hayley Gillingwater

	Title:
	Information Governance Delivery Manager 

	Date:
	22/12/2020


Data Protection Officer Approval
	Name:
	Phillipa Thornley

	Title:
	Information Governance Advisor / Data Protection Officer

	DPO advice:

DPO should advise on compliance, risks identified and whether processing can proceed.

If accepting any residual high risk, consult the ICO before going ahead
	No concerns identified and satisfied that processing should proceed.

	Approved
	X Phillipa Thornley

	Date:
	22 December 2020


The DPO should also review ongoing compliance with DPIA
SIRO/Caldicott Guardian Approval

	Name:
	Emma Sayner

	Title:
	Chief Finance Officer

	DPO advice accepted or overruled:

If overruled, you must explain your reasons
	Accepted

	Signed: 
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	Date:
	23 December 2020
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