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1 INTRODUCTION

1.1 The North Lincolnshire Clinical Commissioning Group (from this point on
known as the CCG) as a public body, has a statutory duty to safeguard the
confidential information it holds. The principle of this policy is that no
individual or company working for or with the CCG shall misuse any
information it processes or comes into contact with, or allow others to do so.
It is also required that all individuals or companies working for or on behalf
of the CCG implement appropriate information security to protect the
information they process and hold in line with legal obligations and NHS
requirements.
1.2. During the course of their day to day work, many individuals working within

or for the CCG will often handle or be exposed to information which is
deemed personal, sensitive or confidential, (including commercially
confidential) information. It is a requirement that any individual, company
and firm to which this policy applies shall not at any time during the period
they work for or provide services to the CCG or at any time after its
termination, disclose confidential information that is held or processed by or
on behalf of the CCG.
1.3 All staff working in the CCG are bound by a legal duty of confidence to
protect personal information they may come into contact with during the
course of their work. This is not just a requirement of their contractual
responsibilities but also a requirement within the Data Protection 2018
and the General Data Protection Regulation (GDPR), and for health and
other professionals through their own professions Codes of Conduct.
1.4 The CCG places great emphasis on the need for the strictest confidentiality
in respect of person identifiable and sensitive data. This applies to manual and
computer records and conversations about service user’s treatments. Everyone
working for the CCG is under a legal duty to keep service user’s information, held
in whatever form, confidential. Service users who feel that confidence has been
breached may issue a complaint under the CCG complaints procedure or they
could take legal action.

1.5 Confidentiality should only be breached in exceptional circumstances and
with appropriate justification and this must be fully documented.
1.6 The CCG is committed to the delivery of a first class confidential service.
This means ensuring that all personal service user and staff information is
processed fairly, lawfully and as transparently as possible so that the public
can:
•
•
•
•

understand the reasons for processing personal information.
give their consent for the disclosure and use of their personal
information where necessary.
gain trust in the way the CCG handles information; and
understand their rights to access information held about them.
4

2 ENGAGEMENT

This policy has been developed based on the knowledge and experience of
the Information Governance team. It is derived from a number of national
codes and policies which are considered as best practice and have been used
across many public sector organisations.
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IMPACT ANALYSES

3.1 Equality
An equality impact screening analysis has been carried out on this policy and
is attached at Appendix 1.
As a result of performing the analysis, the policy, project or function does not
appear to have any adverse effects on people who share Protected
Characteristics and no further actions are recommended at this stage.

3.2 Sustainability
A sustainability assessment has been completed and is attached at Appendix
2. The assessment does not identify and benefits or negative effects of
implementing this document.

3.3 General Data Protection Regulation (GDPR)
The CCG is committed to ensuring that all personal information is managed in
accordance with current data protection legislation, professional codes of
practice and records management and confidentiality guidance. More
detailed information can be found in the CCGs Data Protection and
Confidentiality and related policies and procedures. If you are commissioning
a project or undertaking work that requires the processing of personal data
you must complete a Data Protection Impact Assessment. Please see the
CCG’s Data Protection Impact Assessment Procedure and Data Protection by
Design & Default procedure available on the website for guidance.
3.4 Bribery Act 2010
The Bribery Act is particularly relevant to this policy. The CCG has a
responsibility to ensure that all staff are made aware of their duties and
responsibilities arising from the Bribery Act 2010. Under the Bribery Act 2010
there are four criminal offences:
5

•

Bribing or offering to bribe another person (Section 1)

•

Requesting, agreeing to receive or accepting a bribe (Section 2);

•

Bribing, or offering to bribe, a foreign public official (Section 6);

•

Failing to prevent bribery (Section 7).

These offences can be committed directly or by and through a third person
and, in many cases, it does not matter whether the person knows or believes
that the performance of the function or activity is improper.
It should be noted that there need not be any actual giving and receiving for
financial or other advantage to be gained, to commit an offence.
All individuals should be aware that in committing an act of bribery they may
be subject to a penalty of up to 10 years imprisonment, an unlimited fine, or
both. They may also expose the organisation to a conviction punishable with
an unlimited fine because the organisation may be liable where a person
associated with it commits an act of bribery.
Individuals should also be aware that a breach of this Act renders them liable
to disciplinary action by the CCG, whether or not the breach leads to
prosecution. Where a material breach is found to have occurred, the likely
sanction will be loss of employment and pension rights.
It is the duty of every member of staff to speak up about any genuine
concerns in relation to criminal activity, breach of a legal obligation,
miscarriage of justice, danger to health and safety or the environment and the
suspected cover up of any of these in the workplace. To raise any suspicions
of bribery and/or corruption please contact the Chief Finance Officer. Staff
may also contact the Local Counter Fraud Specialist (LCFS) at – Audit
Yorkshire on 07872 988939/ email nikki.cooper1@nhs.net or Head of AntiCrime Services on 07717 356707 / email steven.moss@nhs.net.
The LCFS or Chief Finance Officer should be the contact for any suspicions of
fraud. The LCFS will inform the Chief Finance Officer if the suspicion seems
well founded and will conduct a thorough investigation. Concerns may also
be discussed with the Chief Finance Officer or the Audit & Integrated
Governance Committee Chair.
If staff prefer, they may call the NHS Fraud & Corruption Reporting Line on
0800 028 40 60 between 8am-6pm Monday-Friday or report online at
www.reportnhsfraud.nhs.uk. This would be the suggested contact if there is a
concern that the LCFS or the Chief Finance Officer themselves may be
implicated in suspected fraud, bribery or corruption.

4 SCOPE
This policy applies to all staff, CCG Members, temporary staff, seconded staff,
contractors and others undertaking work on behalf of the CCG etc.
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This policy applies to all staff, CCG Members, temporary staff, seconded staff,
contractors and others undertaking work on behalf of the CCG etc
4.1 For those staff covered by a letter of authority/honorary contract or work
experience the organisations policies are also applicable whilst undertaking
duties for or on behalf of the CCG. Further, this policy applies to all third parties
and others authorised to undertake work on behalf of the CCG.
4.2 For the purposes of this policy, confidential information shall include any
confidential information relating to the CCG and/or its agents, customers,
prospective customers, service users, suppliers or any other third parties
connected with the CCG and in particular shall include, without limitation:
• service user information;
• ideas/programme plans/forecasts/risks/issues;
• finance/budget planning/business cases;
• sources of supply and costs of equipment and/or software;
• prospective business opportunities in general;
• computer programs and/or software adapted or used;
• corporate or personnel information; and
• contractual and confidential supplier information. This is irrespective of
whether the material is marked as confidential or not.

5 POLICY PURPOSE & AIMS

The aims of this policy are:
•
•
•
•
•
•
•
•

to safeguard all confidential information held and processed by the CCG;
to ensure the CCG has identified a legal basis for holding and processing
the specified information;
to complete data protection impact assessments on all new ways of
processing personal identifiable information;
to ensure appropriate information sharing agreements are in place for
information sharing;
to provide guidelines in relation to direct marketing regulations;
to provide guidelines for all individuals working within the organisation;
to ensure a consistent approach to confidentiality across the CCG;
to ensure all staff are aware of their responsibilities with regards to
confidential information;

• To make all staff aware they are subject to the following legislation:
▪
▪
▪

Access to Health Records Act 1990
Access to Medical Reports Act 1988
Caldicott Committee Report of the Review of Patient7

▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪
▪

Identifiable Information 1997
Common Law Duty of Confidentiality
Computer Misuse Act 1990
Crime and Disorder Act 1998
Criminal Justice Act 2003
Data Protection Act 2018
Environmental Information Regulations 2004
Freedom of Information Act 2000
General Data Protection Regulation (GDPR)
Human Rights Act 1998
Public Interest Disclosure Act 2013
Regulation of Investigatory Powers Act 2000
Re-use of Public Information Regulations 2005
The Health and Social Care Act 2012
The Care Act 2014
Caldicott Review 2012
The Health and Social Care (Safety and Quality) Act 2015
General Data Protection Regulation (GDPR) (from 25th May
2018)

6 DATA PROTECTION ACT 2018

6.1

The Data Protection Act protects the use of information that identifies
individuals (Service users and staff). The purpose of the Data Protection
Act is to ensure that the principles of Data Protection are maintained at
every stage of information processing, when information is Held,
Obtained, Recorded, Used or Shared (HORUS Model).

6.2

Staff must follow the Data Protection principles as outlined below:
•

Personal data shall be processed lawfully, fairly and in a transparent
manner;

•

Personal data shall be obtained for one or more specified and lawful
purposes;

•

Personal data shall be adequate, relevant and limited to what is
necessary;

•

Personal data shall be accurate and, where necessary, kept up to
date;

•

Personal data processed for any purpose shall not be kept for
longer than is necessary;

•

Personal data shall be processed in accordance with the rights of data
subjects;

•

Appropriate technical and organisational measures shall be taken
against unauthorised or unlawful processing of personal data and
against accidental loss, destruction of, or damage to personal data;
8

•

Personal data shall not be transferred to a country or territory
outside the European Economic Area unless that country or
territory ensures an adequate level of protection for the rights and
freedoms of data subjects in relation to the processing of personal
data.

6.3

The Data Protection Act and GDPR applies to all personally identifiable
information regardless of the form in which it was held, for example;
information held within computer databases; videos and other
automated media; personnel and payroll records; medical records;
manual files; microfiche/film; pathology results; x-rays etc.

6.4

The Data Protection Act and GDPR only applies to living individuals,
however, the Common Law Duty of Confidentiality extends beyond
death and we therefore respect the rights of the deceased in the event
of processing a deceased person’s personal information.

6.5

The Data Protection Act dictates that information must only be
disclosed on a need-to-know basis. Printouts and paper records must
be treated carefully and disposed of in a secure manner. Staff must not
disclose information outside legitimate reasons for disclosure.

6.6

Any unauthorised disclosure of information by a member of staff will be
considered a disciplinary offence.

6.7

The organisation registers the data it holds with the Information
Commissioner’s Office, identifying the purposes for holding the data,
how it is used and to whom it may be disclosed. The organisation
complies with the principles of good practice.

7 GENERAL DATA PROTECTION REGULATION (GDPR)

7.1 The GDPR sits alongside the Data Protection Act 2018.
7.2 Under the GDPR the data protection principles set out the main
responsibilities for organisations and are similar to those of the Data
Protection Act, with added detail at certain points and a new
accountability requirement. There are 7 principles under Article 5 of the
GDPR. Article 5 does not have principles relating to individuals’ rights
or overseas transfers of personal data as these are specifically
addressed in separate articles within the GDPR (Chapter 3 and 4
respectively). The 7 principles are outlined below:
•
•

Personal data must be processed lawfully, fairly and in a transparent
manner in relation to the data subject;
Personal data must be collected for specified, explicit and legitimate
purposes and not further processed in a manner that is incompatible
with those purposes; further processing for archiving purposes in the
public interest, scientific or historical research purposes or statistical
9

•
•

•

•

purposes shall not be considered to be incompatible with the initial
purposes;
Personal data must be adequate, relevant and limited to what is
necessary in relation to the purposes for which they are processed;
Personal data must be accurate and, where necessary, kept up to
date; every reasonable step must be taken to ensure that personal
data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay;
Personal data must be kept in a form which permits identification of
data subjects for no longer than is necessary for the purposes for
which the personal data are processed; personal data may be stored
for longer periods insofar as the personal data will be processed solely
for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes subject to implementation of
the appropriate technical and organisational measures required by the
GDPR in order to safeguard the rights and freedoms of individuals;
Personal data must be processed in a manner that ensures
appropriate security of the personal data, including protection against
unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational
measures.

7.3 The most significant addition is the accountability principle. The GDPR
requires organisations to show how they comply with the principles – for
example by documenting the decisions taken about a processing activity.
7.4 Under GDPR organisations must be able to demonstrate compliance
with the requirements of the Regulation at any time.

8

PERSONAL INFORMATION

8.1 Direct Marketing (Privacy & Electronic Communications Regulations)
The Privacy and Electronic Communications Regulations (PECR) set
out detailed rules and legal requirements in a number of areas that apply
to direct marketing of services and products. The marketing rules apply
if you are sending marketing and advertising by electronic means, such
as by telephone, fax, email, text, picture or video message, or by using
an automated calling system.
The relationship between PECR and the Data Protection Act is a
complex one and staff who intend to carry out marketing activities on
behalf of the organisation need to be aware of these regulations.
Guidance on this is attached with a link to the Information
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Commissioner’s Office and the regulations. See Privacy and Electronic
Communications Regulations attached at Appendix 1.
8.2. Conduct
Individuals shall not be restrained from using or disclosing any confidential
information which:
• they are authorised to use or disclose by the CCG; and/or
• has entered the public domain unless it enters the public domain as a
result of an unauthorised disclosure by the individual; and/or
• has entered the public domain by an authorised disclosure for an
authorised purpose by the individual or anyone else employed or
engaged by the CCG; and/or
• they are required to disclose by law; and/or
• they are entitled to disclose under the Public Interest Disclosure Act
1998 provided that the disclosure is made in an appropriate way to an
appropriate person having regard to the provisions of that Act.
• NB/ Disclosures should be in accordance with a relevant information
sharing agreement, unless the disclosure is required by law, including
under the Public Interest Disclosure Act 1998. The HSCIC have
published a Code of Practice on confidential information and A Guide
to Confidentiality in Health and Social Care which give comprehensive
guidance in handling and sharing confidential information for different
purposes;
https://digital.nhs.uk/data-andinformation/looking-afterinformation/data-security-and-informationgovernance/codes-ofpractice-for-handling-information-in-health-and-care/a-guidetoconfidentiality-in-health-and-social-care
All individuals must:
•
•

•
•
•
•

exercise all due care and diligence to prevent unauthorised disclosure
of confidential information;
ensure the physical security of all confidential documents and/or
media, including storage of files on PCs and any mobile equipment.
Confidential information must never be left unattended and should be
secure when not in use;
password protect all magnetic media
passwords must not be disclosed to anyone including colleagues.
Only use officially issued and fully encrypted mobile equipment in line
with the mobile/agile working standard.
Individuals must implement appropriate information security and safe
haven procedures to protect the information they hold and process.

For more information on Safe Haven requirements please see the
checklist in the Safe Haven Policy.
All individuals will be required to comply with this policy whilst working
within the CCG and thereafter for as long as the information remains
11

confidential information. It is only when the information has entered the
public domain that the information can be classed as no longer
confidential.
If an individual is unclear if information should be classified as confidential,
they must discuss the issue with their manager who will offer advice.
8.3. The duty of confidence
•
•

•
•

•

•
•
•

All NHS bodies and those carrying out functions on behalf of the NHS
have a duty of confidence to service users and a duty to support
professional ethical standards of confidentiality.
Everyone working for or with the NHS records that handles, stores or
otherwise comes across information that is capable of identifying
individual service users has a personal duty of confidence to the
service user and to his/her employer.
The duty of confidence is conferred by common law, statute, contract
of employment, disciplinary codes and policies and professional
registration.
Service users expect that information given by them to their doctors,
nurses and other members of the healthcare team is treated in
confidence and not passed to others without their permission. Similar
considerations apply to personal information concerning other
individuals, such as staff. Particular care must be taken to avoid
inadvertent or accidental disclosure. The underlying principle is that all
information that can be related to an individual must be treated as
confidential and it must not be communicated to anyone who is
unauthorised to receive it. Unauthorised staff includes those who are
not involved in either the clinical care of the service user or the
associated administration processes.
No personal information, given or received in confidence, may be
passed to anyone else without the consent of the provider of the
information. This is usually the service user but sometimes another
person may be the source (e.g. relative or carer).
No personal information, given or received in confidence for one
purpose, may be used for a different purpose without the consent of
the provider of the information.
Service users are entitled to object to the use of their personal health
data for purposes other than their immediate care.
The duty of confidentiality owed to a deceased service user should be
viewed as being consistent with the rights of living individuals.

8.4 What is personal information
•

Person-identifiable information is anything that contains the means to
identify a person, e.g. name, address, postcode, date of birth, NHS
number, National Insurance number etc. Any data or combination of
data and other information, which can indirectly identify the person,
will also fall into this definition.
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•
•

•
•

Information that identifies individuals personally must be regarded as
confidential, and should not be used unless absolutely necessary.
Whenever possible, anonymised data, that is data where all personal
details have been removed and which therefore cannot identify the
individual, should be used. Note however that even anonymised
information can only be used for justified purposes.
Confidential information is information entrusted by an individual in
confidence where there is a general obligation not to disclose that
information without consent.
Confidential information may include personal information such as
name, age, address, and personal circumstances, as well as
sensitive personal information regarding race, health, sexuality, etc.
Confidential information may be known, or stored on any medium.
Photographs, videos, etc. are subject to the same requirements as
information stored in health records, on a computer, or given
verbally.

8.5. Disclosing information
•

•

•

•

•
•
•

•

The HSCIC Code of Practice on Confidential Information and The
Guide to Confidentiality in Health and Social Care Services provide
advice on using and disclosing confidential service user information
and have models for confidentiality decisions and all staff should
adhere to this guidance.
Personal information may be disclosed on the basis of informed
consent where the disclosure is necessary for healthcare purposes
and is undertaken by a health professional or a person owing an
equivalent duty of confidentiality.
The CCG will inform service users, staff and any other data subject
why, how and for what purpose personal information is collected,
recorded and processed by means of a privacy notice on the CCG
website and where necessary service user information leaflets.
Consent of the data subject will be required where a disclosure of
personal information is not directly concerned with the healthcare /
treatment of a service user e.g. medical research, health service
management, financial audit, personnel data or where disclosure is to
a non-health care professional.
Under common law, personal information may be disclosed without
consent for example:
in order to prevent abuse or serious harm to others
where the public good that would be achieved by the disclosure
outweighs both the obligation of confidentiality to the service user
concerned and the broader public interest in the provision of a
confidential service.
Where information is required by the police, this must be in line with
the Data Protection Act section 29, and staff should consult the
Information Governance, Security and Compliance Manager. Decisions on
whether to disclose information or not must be recorded.
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8.6

Personnel information
In keeping with good Human Resources practice, the CCG retains and
processes personal data on its employees. In addition, the CCG may from
time to time, retain and process ““special categories of personal data” (as
defined by Article 9 of the GDPR)for example in relation to sickness and
occupational health records, performance reviews, equal opportunities
monitoring for the prevention of fraud or other illegal activities.
The CCG may process such data and such data may be legitimately
disclosed to appropriate employees and to the CCG professional
advisors, in accordance with the principles of the DPA and GDPR. The
CCG takes all reasonable steps to ensure that the data it holds is
accurate, complete, current and relevant. If a member of staff considers
that data held on him/ her is or may be inaccurate, or if he/she wishes to
have access to such data, then contact should be made with the Head of
HumanResources.

8.7. Media enquiries
All requests for information by the media, other than those made under
the Freedom of Information (FOI) Act, must be referred to the
Communications Team.

8.8. Termination or expiry of a contract with the CCG
On leaving or termination of a contract with the CCG any equipment,
copies of software, documents or correspondence, diaries, documents,
plans, specifications or any other information relevant to the CCG (whether
or not prepared or produced by the individual) must be returned to the
CCG’s possession and under no circumstances must the leaver take this
information with them. All individuals that have left the CCG are bound by
the Confidentiality Policy that was in publication at the time of their
departure. Line Managers are responsible for ensuring the leavers
process has been correctly followed and that access to all systems and
accounts has been revoked and all equipment returned upon termination
of an employment contract.

8.9. Awareness and compliance
It is important to the CCG to protect its legitimate business interests and
in particular it’s confidential information. Breaches of confidentiality, of any
sort, including breach of this policy will be regarded as serious misconduct
and may result in:
14

•
•
•
•

dismissal;
termination of secondment for secondees and a request for their
employer to apply their internal disciplinary procedures;
termination of contracts for interim resources, temporary workers,
agency workers and/or contractors; and
legal action being taken against the discloser and/or any other third
party.

If an individual unintentionally divulges confidential information, or they
are aware of any individual doing so, he or she must report it immediately
to their line manager and/or to the CCG HR Directorate.
The CCG must report all data breaches that pose a high risk to the rights
and freedoms of individuals to the Information Commissioner’s Office
within 72 hours. To enable the CCG to meet this timescale all data
breaches must be reported via the Incident Reporting App at the earliest
opportunity, in order for the Information Governance Team to assess the
breach and take appropriate action.
Everyone in the CCG must be aware of the importance of confidentiality.
All staff need to be aware of their responsibilities for safeguarding service
user confidentiality and keeping information secure.
The duty of confidentiality is written into employment contracts. Breaches
of confidentiality are a serious matter. A breach of confidentiality of
information gained, whether directly or indirectly, in the course of duty is
a disciplinary offence which could result in dismissal and/ or prosecution.
No employee shall knowingly misuse any information or allow others to
do so.
It is a disciplinary offence to access records/ information that you have no
legitimate reason to view this includes, records about yourself, your
family, friends, neighbours, acquaintances. If you do not have a legitimate
reason to access, do not browse. Remember all transactions are
auditable.

9 MANAGEMENT RESPONSIBILITIES FOR DATA PROTECTION
9.1

The Managing Director has overall responsibility for the Data
Protection Act within the organisation, who is also the nominated Senior
Information Risk Officer (SIRO). The implementation of, and
compliance with this Act is delegated to other designated personnel as
appropriate.

9.2

The Senior Information Risk Owner (SIRO) role includes:
15

•

•
•

9.3

owning of the organisation’s Information Risk Policy and risk
assessment process and act as advocate for information risk on the
Governing Body
owning of risk assessment processes, including the review of the
annual information risk assessment and agree action in respect of
these risks.
ensuring that the organisation’s approach to information risk is
effective in terms of resources, commitment and execution and that
this is communicated to all staff.

Data Protection Officer (DPO)– under GDPR public authorities or
organisations who carry out large scale processing of sensitive data
must appoint a Data Protection Officer. The role of Data Protection
Officer is to facilitate the CCG’s compliance with GDPR and will:
•

Monitor CCG compliance with the GDPR

•

Provide advice and assistance with regards to the completion of
Data Protection Impact Assessments

•

Act as a contact point for the Information Commissioners Office
(ICO), members of the public and CCG staff on matters relating to
GDPR and the protection of personal information

•

Assist in implementing essential elements of the GDPR such as the
principles of data processing, data subjects’ rights, privacy impact
assessments, records of processing activities, security of processing
and notification and communication of data breaches

10 THE CALDICOTT GUARDIAN

The Caldicott Guardian is responsible for overseeing and advising on
issues of service user confidentiality for the CCG. Every NHS
organisation is required to appoint a Senior Health Professional as
Caldicott Guardian to oversee the processing of service user’s
identifiable information. This is to ensure the organisation is compliant
with the Caldicott Principles governing the use of identifiable
information. These principles are as follows:
•
•
•
•
•
•
•

Formal justification of purpose
Information only processed when necessary
Only the minimum information necessary
Need-to-know access controls
All Users must understand their responsibilities
Comply with and understand the law
the duty to share information can be as important as the duty to
protect patient confidentiality
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All service users’ information processed must comply with the a
above principles.
10.1

All service users’ information that is processed must have agreement
by the Caldicott Guardian that the process follows the above principles.

10.2

If any member of staff or department has a requirement to process
identifiable information that does not have agreement from the
Caldicott Guardian, this must be obtained.

10.3 The Caldicott Guardian is also responsible for:
•
•
•
•

The protection and confidentiality of patient-identifiable
information, both within the organisation and when sharing it with
other organisations
Agreeing levels of access to the organisation’s patient information
systems.
ensure the confidentiality and data protection work programme is
successfully coordinated and implemented;
ensure compliance with the principles contained within the
Confidentiality: NHS Code of Practice and that staff are made
aware of individual responsibilities through policy, procedure and
training;

11 ACCOUNTABILITY & RESPONSIBILITY

11.1 Overall accountability for procedural documents across the organisation
lies with the Managing Director who has overall responsibility for
establishing and maintaining an effective Information Governance
Framework, for meeting all statutory requirements and adhering to
guidance issued in respect of procedural documents.
11.2 Overall responsibility for the confidentiality policy lies with Information
Governance Delivery Manager who has delegated responsibility for
managing the development and implementation of Confidentiality policy
procedural documents.
11.3 The Caldicott Guardian is responsible for overseeing and advising on
issues of service user confidentiality for the CCG.

11.4 Line managers are responsible for ensuring that all staff, particularly new
staff, temporary staff, contractors and volunteers, know what is expected
of them with respect to confidentiality and protecting information. They
are also responsible for monitoring compliance with this guideline e.g.
undertake ad hoc audits to check for inappropriate disclosures, records
left out, abuse of passwords etc.
17

11.5 Staff are responsible for maintaining the confidentiality of all personal and
corporate information gained during their employment with the CCG and
this extends after they have left the employ of the CCG.
11.6 Individual staff members are personally responsible for any decision to
pass on information that they may make.
11.7 All staff are responsible for adhering to the Caldicott principles, the Data
Protection Act, and the Confidentiality Code of Conduct.
11.8 Staff will receive instruction and direction regarding the policy from a
number of sources:
•
•
•
•
•

policy/strategy and procedure manuals;
line manager;
specific training course;
other communication methods (e.g. team brief/team meetings);
staff Intranet;

11.9 All staff are mandated to undertake Information Governance training on
an annual basis. This training should be provided within the first year of
employment and then updated as appropriate in accordance with the
Statutory and Mandatory Training Standard and Information
Governance Training Needs Analysis.
11.10 The CCG must ensure that all contractors and supporting organisations
are working to documented contracts or service level agreements that
detail their responsibilities in respect of information governance and
security, and confidentiality and data protection. This includes the
completion of the Data Security & Protection Toolkit to a minimum of
‘Standards Met’.

12 RIGHTS OF THE INDIVIDUAL

12.1 Within the Data Protection Act (and GDPR) the individual to whom
information relates is referred to as the ‘Data Subject’. The Data
Subject has the following rights through the Data Protection Act:

•

The right to see information that is recorded about them and to
make amendments should they not agree with the content. Any
amendments should be agreed with the clinician who completed the
record. Amendments are only made if information is factually
incorrect. The organisation ensures Access to Health Records
Procedures are maintained.
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•
•
•
•
•
•
•
•
•

•
•

•

The Access to Health Records Act 1990 will remain to provide
access rights to relatives, or those who may have a claim, to
deceased service user’s records.
The right to prevent processing likely to cause harm or distress
Individuals can prevent processing (can restrict the uses that their
information is put to), if this is likely to cause harm or distress for
example information sharing with insurers.
The right to prevent processing for the purposes of direct marketing
Under the Act, a data subject can prevent processing of their
information, such as asking for addresses / telephone numbers to
be deleted from marketing lists.
The right to have a say in any automated decision making.
Please Note: The organisation does not undertake automated
decision-making.
The right to take action for compensation if the individual suffers
damage.
If an individual suffers damage as a result of the disclosure of
information, for example comments made about treatment
undertaken, then the data subject may bring an action against the
person who made the disclosure.
The right to take action to rectify, block, erase or destroy inaccurate
data
If a data subject does not agree with the content of a record, they
can ask that this be amended with the agreement of the clinician
who completed the record. It is ONLY for a court to decide that a
record can be deleted in this case.
The right to make a request to the Information Commissioner for an
assessment to be made as to whether any provision of the Act has
been contravened

If the Data Subject feels that the Act has been contravened in respect of
their rights, they can make a request to the Information Commissioner
for this to be reviewed.
12.2 Under GDPR the Data Subject has the following rights:
• The right to be informed (through the use of privacy notices)
• The right of access (confirmation that the data subject’s information
is being processed, access to their personal information, other
supplementary information relating to the use of the personal
information, who it is shared with, the retention periods and
information on how to complain about the use of the data)
• The right to rectification (if information is inaccurate or incomplete)
• The right to erasure (subject to conditions)
• The right to restrict processing
• The right to data portability
• The right to object
• Rights in relation to automated decision making and profiling.
12.3 Consent to process service users identifiable information for anything
other than direct care must be sought from the data subject.
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Valid consent is central in all forms of healthcare, from using information
to undertaking major surgery.
“Consent” is a service user’s agreement for a process to be undertaken,
whether this be the sharing of information or the provision of care. For
the consent to be valid, the service user must:
•

be competent to take the particular decision;

•

have received sufficient information to take it; and

•

not be acting under duress.

Consent can be written, verbal, or implied (implied consent can only be
used in the context of the delivery of direct care by a member of the care
team).
Where an adult service user lacks the mental capacity (either temporarily
or permanently) to give or withhold consent for themselves, no-one else
can give consent on their behalf. Service Users can make advance
statements and/or directives regarding giving or withholding consent
should they lack the mental capacity (either temporarily or permanently)
at some point in the future to do so.
When seeking consent on behalf of children, a child's capacity to decide
whether to consent to or refuse proposed investigation must be assessed
prior to consent being sought. In general, a competent child will be able
to understand the nature, purpose and possible consequences of the
proposed investigation or treatment, as well as the consequences of nontreatment. The following should be considered in this instance:
•

at age 16 a young person can be treated as an adult and can be
presumed to have capacity to decide;

•

under age 16 children may have capacity to decide, depending on
their ability to understand what is involved (according to Fraser
Ruling, (formerly Gillick Competency), whereby a child under 16 is
of sufficient maturity to understand the treatment and risks and is
able to make a valid consent to treat).

12.4 Explicit consent must always be sought from the service user in order
to use their personal information in ways that do not directly contribute
to or support the delivery of their care.
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13. RECORDS MANAGEMENT, RETENTION AND DISPOSAL

A records management system must be implemented to ensure that all records are
maintained in accordance with the Data Protection Act and Caldicott Principles (See
Annexes A&B), and the NHS Records Management, Code of Practice.
The records management systems must include appropriate controls to protect
information from unauthorised access, theft or loss, and inappropriate disclosure of
person identifiable or corporately confidential information.
A system of timely housekeeping must be implemented and include secure methods
of destruction for records that have reached their retention period and been assessed
as not to be retained for permanent preservation.
Complaints

The CCG will implement a complaints procedure to deal with complaints in
connection with the Data Protection Act and breaches of confidentiality. If the
complainant is not satisfied with the investigation and outcome of their
complaint they should be advised of their right to contact the Information
Commissioners Office.
14 IMPLEMENTATION
The policy will be disseminated by being made available on the CCG’s
website and highlighted to staff through newsletters, team briefings and by
managers.
‘Breaches of this policy may be investigated and may result in the matter
being treated as a disciplinary offence under the CCG’s disciplinary
procedure’.

15 TRAINING & AWARENESS
Staff will be made aware of the policy via CCG’s website and staff
communications.

16 MONITORING & AUDIT

16.1. Performance against the Data Security and Protection Toolkit will be
reviewed on an annual basis and used to inform the development of
future procedural documents.
16.2. This policy will be reviewed on every two years, and in accordance with
the following on an as and when required basis:
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• legislative changes;
• good practice guidance;
• case law;
• significant incidents reported;
• new vulnerabilities; and
• changes to organisational infrastructure.

17 REFERENCES

17.1. A set of procedural document manuals will be available via the CCG staff
intraninternet.
17.2. Staff will be made aware of procedural document updates as they occur
via via team briefs, team meetings and notification via the CCG staff intranet.
17.3. All documents in the CCG Policies and Procedures Register are relevant.
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Privacy and Electronic Privacy Regulations
Access to Health Records Act 1990
Access to Medical Reports Act 1988
Caldicott Committee Report of the Review of Patient-Identifiable
Information 1997 Common Law Duty of Confidentiality
Computer Misuse Act1990
Crime and Disorder Act 1998
Criminal Justice Act 2003
Environmental Information Regulations 2004
Freedom of Information Act2000
Human Rights Act 1998
Public Interest Disclosure Act 2013
Regulation of Investigatory Powers Act 2000
Re-use of Public Information Regulations 2005
The Health and Social Care Act 2012
The Care Act 2014
Caldicott Review 2012
The Health and Social Care (Safety and Quality) Act 2015
Data Protection Act 2018 (DPA)
General Data Protection Regulation (GDPR)
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Appendix 1
The Data Protection Act and Direct Marketing
This Appendix is to give an overview of the subject of direct marketing in data
protection from guidance published by The Information Commissioner’s Office
(ICO).
The ICO has received a large number of complaints about unwanted marketing
calls and texts. Their focus is on reducing the number of complaints by taking
systematic enforcement action.
The subject of direct marketing and how it relates to data protection is complex,
therefore this guidance cannot cover the subject in its entirety or great detail
enough to ensure compliance. Staff should use the link provided at the end of
this document to access the guidance published by the Information
Commissioner’s Office on direct marketing for the more comprehensive
information about marketing & legal requirements.
Direct Marketing Definition
The Data Protection Act 2018 (DPA) incorporating the requirements of the
General Data Protection Regulation (GDPR), defines direct marketing as:
“the communication (by whatever means) of any advertising or marketing
material which is directed to particular individuals”.
The above definition applies to the Privacy & Electronic Communications
Regulations (PECR). This is because although direct marketing is not specifically
defined in PECR, regulation 2 of PECR states that any expressions that are not
defined in PECR will have the same meaning as defined in DPA.
This definition covers any advertising or marketing material, not just commercial
marketing. All promotional material falls within this definition, including material
promoting the aims of not-for-profit organisations, even if that is not the main
purpose of the material published.
The definition also covers any means of communication, it is not limited to
traditional forms of marketing such as telesales or mailshots, and can extend to
online marketing, social networking or other emerging channels of
communication.
The key element of the definition is that the material must be directed to
particular individuals. Indiscriminate blanket marketing – for example, leaflets
delivered to every house in an area, magazine inserts, or adverts shown to every
person who views a website – will not therefore fall within this definition of direct
marketing.
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Legal Framework for Direct Marketing
The Data Protection Act (DPA), General Data Protection Regulation (GDPR) and
Privacy & Electronic Communications Regulations (PECR) restrict the way
organisations can carry out unsolicited direct marketing (that is, direct marketing
that has not specifically been asked for by the intended recipient).

Main Areas of the Data Protection Act / General Data Protection
Regulation
In order to understand the requirements of the DPA (and GDPR) there are a
number of definitions of terms which are required:
Data Subject:

The person to whom information relates

Data Processor

A person performing processing tasks of
the Data Controller

Data Controller:

The person with overall responsibility for
maintaining the information system, and who
has responsibility for compliance to the DPA
(or GDPR). A Data Controller is defined as
an individual who (either alone or jointly)
determines the purposes for which and the
manner in which any personal data about an
individual are, or are to be, processed

Processing Information:

Putting the information collected to a specific
use, either compiling a clinic list or typing
clinic letters is an information process. It
covers all recording, obtaining, holding,
altering, retrieving, destroying, or disclosing
data.

Personal Information:

Information from which an individual can be
identified

Relevant Filing System:

Information stored either in alphabetical or
other easily accessible form from which
individuals can be identified.

Sensitive Information (Special Category Information):
Information relating to sex life or sexual
orientation, race or ethnic origin, political or
Religious or philosophical beliefs, trade union
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membership, or physical or mental health
condition. (Under GDPR the categories of
sensitive information are known as Special
Categories of data and include the same as
those under DPA in addition to genetic data
and biometric data for the purpose of
uniquely identifying a natural person)
Notification:

Advising the Information Commissioner of
the extent and type of information held and
demonstrating compliance to the DPA (and
GDPR).

All processing of personal data must comply with the 8 principles of the Data
Protection Act (6 principles of GDPR) and must not be processed unless at least
one of the conditions in Schedule 2 is met and, in the case of sensitive personal
data, at least one of the conditions in Schedule 3 is also met (Article 6 and Article
9 in GDPR):
Schedule 2/Article 6
• The individual whom the personal data is about has consented to the
processing.
• The processing is necessary:
• in relation to a contract which the individual has entered into; or
• because the individual has asked for something to be done so they can
enter into a contract.
• The processing is necessary because of a legal obligation that applies to
you (except an obligation imposed by a contract).
• The processing is necessary to protect the individual’s “vital interests”. This
condition only applies in cases of life or death, such as where an individual’s
medical history is disclosed to a hospital’s A&E department treating them
after a serious road accident.
• The processing is necessary for administering justice, or for exercising
statutory, governmental, or other public functions
• The processing is in accordance with the “legitimate interests” condition (not
available to public bodies under GDPR).
Schedule 3/Article 9
• The individual whom the sensitive personal data is about has given explicit
consent to the processing.
• The processing is necessary so that you can comply with employment law.
• The processing is necessary to protect the vital interests of:
• the individual (in a case where the individual’s consent cannot be given or
reasonably obtained), or
• another person (in a case where the individual’s consent has been
unreasonably withheld).
• The processing is carried out by a not-for-profit organisation and does not
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•
•
•
•
•

involve disclosing personal data to a third party, unless the individual
consents. Extra limitations apply to this condition.
The individual has deliberately made the information public.
The processing is necessary in relation to legal proceedings; for obtaining
legal advice; or otherwise for establishing, exercising or defending legal
rights.
The processing is necessary for administering justice, or for exercising
statutory or governmental functions.
The processing is necessary for medical purposes, and is undertaken by a
health professional or by someone who is subject to an equivalent duty of
confidentiality.
The processing is necessary for monitoring equality of opportunity, and is
carried out with appropriate safeguards for the rights of individuals.

https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/data-protection-reform/

Privacy & Electronic Privacy Regulations (PECR)
PECR has been designed to complement the Data Protection Act and set out
more detailed privacy rules in relation to the developing area of electronic
communications. Regulation 4 of PECR states that nothing contained in those
regulations relieves a person from their obligations under the DPA in terms of
processing personal data.
Market Research
If an organisation contacts customers to conduct genuine market research (or
contracts a research firm to do so), this will not involve the communication of
advertising or marketing material, and so the direct marketing rules will not apply.
However, organisations conducting market research will still need to comply with
other provisions of the DPA, and in particular ensure they process any
individually identifiable research data fairly, securely and only for research
purposes.
However, an organisation cannot avoid the direct marketing rules by labelling its
message as a survey or market research if it is actually trying to sell goods or
services, or to collect data to help it (or others) to contact people for marketing
purposes at a later date.
If an organisation claims it is simply conducting a survey when its real purpose
(or one of its purposes) is to sell goods or services, generate leads, or collect
data for marketing purposes, it will be breaching the DPA when it processes the
data.
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Solicited and unsolicited marketing
There is no restriction on sending solicited marketing – that is, marketing material
that the person has specifically requested. PECR rules only apply to ‘unsolicited’
marketing messages, and the DPA will not prevent an organisation providing
information which someone has asked for. So, if someone specifically asks an
organisation to send them particular marketing material, it can do so.
If the marketing has not been specifically requested, it will be unsolicited and the
PECR rules apply. This is true even if the customer has ‘opted in’ to receiving
marketing from that organisation.
An opt-in means that the customer is happy to receive further marketing in future
and is likely to mean the unsolicited marketing is lawful (see the next section on
consent). But it is still unsolicited marketing, which means the PECR rules apply.
Consent
Consent is defined in DPA, and therefore applies to PECR, as:
‘a freely given, specific, informed and unambiguous indication of the individual’s
wishes by which the individual, by a statement or by a clear affirmative action,
signifies agreement to the processing of the personal data.’
Consent is central to the rules on direct marketing. Organisations will generally
need an individual’s consent before they can send marketing texts, emails or
faxes, make calls to a number registered with the TPS, or make any automated
marketing calls under PECR. They will also usually need consent to pass
customer details on to another organisation under the first data protection
principle. If they cannot demonstrate that they had valid consent, they may be
subject to enforcement action.
To be valid, consent must be knowingly given, clear and specific. Organisations
should keep clear records of what an individual has consented to, and when and
how this consent was obtained, so that they can demonstrate compliance in the
event of a complaint.
Marketing calls
General rule: screen live calls against the Telephone Preference Service (TPS)
Organisations can make live unsolicited marketing calls, but must not call any
number registered with the TPS unless the subscriber (i.e., the person who gets
the telephone bill) has specifically told them that they do not object to their calls.
In effect, TPS registration acts as a general opt-out of receiving any marketing
calls.
In practice, this means that to comply with PECR, organisations should screen
the list of numbers they intend to call against the TPS.
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Business-to-business calls
The same rules apply to marketing calls made to businesses, sole traders and
partnerships may register their numbers with the TPS in the same way as
individual consumers, while companies and other corporate bodies register with
the Corporate Telephone Preference Service (CTPS). So organisations making
business-to-business marketing calls will need to screen against both the TPS
and CTPS registers.

Marketing texts and emails
General rule: only with consent
Organisations can generally only send marketing texts or emails to individuals
(including sole traders and some partnerships) if that person has specifically
consented to receiving them. Indirect consent (i.e., consent originally given to a
third party) is unlikely to be sufficient. Refer to guidance on consenting
considerations.
The same rule applies to any marketing sent by ‘electronic mail’, which is defined
in PECR as:
“any text, voice, sound or image message sent over a public electronic
communications network which can be stored in the network or in the recipient’s
terminal equipment until it is collected by the recipient and includes messages
sent using a short message service”.
In other words, the same rules will apply to any electronically stored messages,
including email, text, picture, video, voicemail, answerphone and some social
networking messages. The rules also still apply to viral marketing – organisations
will still need consent even if they do not send the messages themselves, but
instead instigate others to send or forward them. Organisations must not
disguise or conceal their identity in any marketing texts or emails and must
provide a valid contact address for individuals to opt out or unsubscribe (which
would mean consent was withdrawn). It is good practice to allow individuals to
reply directly to the message and opt out that way, to provide a clear and
operational unsubscribe link in emails or at least to provide a freephone number.

Existing customers: the ‘soft opt-in’
Although organisations can generally only send marketing texts and emails with
specific consent, there is an exception to this rule for existing customers, known
as the ‘soft opt-in’. This means organisations can send marketing texts or emails
if:
•
•

they have obtained the contact details in the course of a sale (or negotiations
for a sale) of a product or service to that person.
they are only marketing their own similar products or services; and
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•

they gave the person a simple opportunity to refuse or opt out of the
marketing, both when first collecting the details and in every message after
that.

The texts or emails must be marketing products or services, which means that
the soft opt-in exception can only apply to commercial marketing. Charities,
political parties or other not-for-profit bodies will not be able to rely on the soft
opt-in when sending campaigning texts or emails, even to existing supporters. In
other words, texts or emails promoting the aims or ideals of an organisation can
only be sent with specific consent.
The right to opt out
Organisations must not send marketing texts or emails to an individual who has
said they do not want to receive them. Individuals have a right to opt out of
receiving marketing at any time. Organisations must comply with any written
objections promptly to comply with the DPA – but even if there is no written
objection, as soon as an individual says they don’t want the texts or emails, this
will override any existing consent or soft opt-in under PECR and they must stop.
You must not make it difficult to opt out, for example by asking customers to
complete a form or confirm in writing. It is good practice to allow the individual to
respond directly to the message – in other words, to use the same simple
method as required for the soft opt-in. In any event, as soon as a customer has
clearly said that they don’t want the texts or emails, the organisation must stop,
even if the customer hasn’t used its preferred method of communication.
Business-to-business texts and emails
These rules on consent, the soft opt-in and the right to opt out do not apply to
emails sent to companies and other corporate bodies (e.g., limited liability
partnerships, Scottish partnerships, and government bodies). The only
requirement is that the sender must identify itself and provide contact details.
However, it serves little purpose to send unsolicited marketing messages to
those who have gone to the trouble of saying they do not want to receive them.
In addition, sole traders and some partnerships do in fact have the same
protection as individual customers. If an organisation does not know whether a
business customer is a corporate body or not, it cannot be sure which rules
apply. Therefore, we strongly recommend that organisations respect requests
from any business not to email them.
In addition, many employees have personal corporate email addresses to which
marketing messages could be sent (e.g., firstname.lastname@org.co.uk), and
individual employees will have a right under section 11 of the DPA to stop any
marketing being sent to that type of email address.
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Other Types of Direct Marketing
The focus of the ICO guidance is on marketing calls and texts (and by extension,
emails and other forms of electronic mail). However, PECR also specifically
regulate marketing by fax, and the DPA can apply to any other type of direct
marketing. These are also covered in more detail in the ICO guidance but in
brief, these include:
Marketing Faxes
Organisations must not send marketing faxes to individuals (including sole
traders and some partnerships) without their specific consent. See the section
above on what counts as consent.
Organisations can send marketing faxes to companies (or other corporate
bodies) without consent but must not fax any number listed on the Fax
Preference Service (FPS) unless that company has specifically said that they do
not object to those faxes. This means that to comply with PECR, organisations
will need to screen the list of numbers they intend to fax against the FPS register.
Marketing Online
Organisations must comply with the DPA if they are targeting online adverts at
individual users using their personal data – which might apply if, for example,
they display personalised adverts based on browsing history, purchase history,
or log-in information.
Marketing Mail
PECR does not cover marketing by mail, but organisations sending marketing
mail to named individuals must comply with the DPA. If an organisation knows
the name of the person it is mailing, it cannot avoid DPA obligations by simply
addressing the mail to ‘the occupier’, as it is still processing that individual’s
personal data behind the scenes.
In essence, the DPA requires that an individual is aware that an organisation has
their contact details and intends to use them for marketing purposes. The
organisation must have obtained the address fairly and lawfully. It cannot send
marketing mail if the address was originally collected for an entirely different
purpose.
Lead Generation and Marketing Lists
Marketing lists can be compiled in different ways and vary widely in quality. A
good marketing list will be up to date, accurate, and reliably record specific
consent for marketing. A list like this can be used in compliance with the law and
should generate few – if any – complaints. However, other lists may be out of
date, inaccurate, and contain details of people who have not consented to their
information being used or disclosed for marketing purposes. Using such a list is
likely to result in a breach of both the DPA and PECR.
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A list might contain data compiled in-house from customer contacts. Or it might
be a bought-in list of people an organisation has never dealt with directly. Or it
could be a mixture of the two. This is an important distinction, because a list
compiled in-house should be more accurate and up to date – and easier to
check. Quality issues are harder to identify if lists are bought in. And, for certain
types of marketing, the law works differently if people’s details were not obtained
directly.
Generating Leads
There are a wide range of sources for marketing leads. These might include
public directories, previous customers and people who have sent an email,
registered on a website, subscribed to offers or alerts, downloaded a mobile app,
entered a competition, used a price-comparison site to get a quote, or provided
their details in any other way. An organisation may be able to legitimately use
these sources but must ensure that it complies with the DPA – and in particular
that it acts fairly and lawfully – whenever and however it collects personal data.
If collecting contact details directly from individuals, an organisation should
provide a privacy notice explaining clearly that it intends to use those details for
marketing purposes. This should not be hidden away in a dense or lengthy
privacy policy or in small print. Organisations must not conceal or misrepresent
their purpose (e.g., as a survey or competition entry) if they also intend to use the
details for marketing purposes. And if they intend to sell or disclose the details to
other organisations, the privacy notice should make this very clear, and get the
person’s specific consent for this.

Buying a Marketing List
Organisations buying or renting a marketing list from a list broker or other third
party must make rigorous checks to satisfy themselves that the third party
obtained the personal data fairly and lawfully, that the individuals understood
their details would be passed on for marketing purposes, and that they have the
necessary consent.
Organisations should take extra care if using a bought-in list to send marketing
texts, emails or automated calls. They must have very specific consent for this
type of marketing, and indirect consent (i.e., consent originally given to another
organisation) will not always be enough. Remember also that the ‘soft opt-in’
exception for email or text marketing cannot apply to contacts on a bought-in list.
ICO PECR guidance can be found at:
http://ico.org.uk/for_organisations/privacy_and_electronic_communications/the_g
uide/~/media/documents/library/Privacy_and_electronic/Practical_application/dire
ct-marketing-guidance.pdf
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Appendix 2 – Integrated Impact Assessment

INTEGRATED IMPACT ASSESSMENT
Policy/project/function/service
Date of analysis:
Type of analysis completed
What are the aims and intended
effects of this policy/project or
function?
Please list any other policies that
are related to or referred to as part
of this analysis

Data Protection and Confidentiality Policy
28/01/2021
Quality
X
Equality
X
Sustainability
X
This policy sets out the CCG's responsibilities under the Data
Protection Act and provides guidance on how information
held by the organisation should be treated and where
necessary kept confidential.
Safe Haven Policy

Employees
Service users
Members of the public

Who does the policy, project,
function or service affect?

X

Other (please list)

QUALITY IMPACT
Please ‘X’ ONE for each
Chance of Impact on Indicator
Negative
Impact

X

X

X

x
x
x
x
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Consequence

CQC status

No
Impact

Mitigation
strategy and
monitoring
arrangements

Risk 5 x 5
risk matrix)
Likelihood

PATIENT
SAFTEY
Patient safety
/adverse events
Mortality
position
Infection
control
MRSA/CDIFF

Positive
Impact

Brief
description
of
potential
impact

NHSLA / CNST

x

Mandatory/stat
utory training

x

Workforce
(vacancy
turnover
absence)
Safe
environment

x

X

Standard &
suitability of
equipment
CLINICAL EFFECTIVENESS
NICE Guidance
and National
Quality
Standards, eg
VTE, Stroke,
Dementia
Patient related
outcome
measures
External
accreditation
e.g. professional
bodies ie RCN
CQUIN
achievement

PATIENT EXPERIENCE
Will there be an
impact on
patient
experience if so
how

Will it impact on
carers if so how

x

x

x

x

x

x

x
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INEQUALITIES OF CARE
Will it create /
reduce variation
in care
provision?

x

STAFF EXPERIENCE
What is the
impact on
workforce
capability care
and skills?
Will there be a
change in
working
practice, if so,
how?

Will there be an
impact on
training

x

x

Additional
training
may be
required to
ensure all
staff
understand
the policy
and their
requiremen
t to align
with it.

x

TARGETS / PERFORMANCE
Will it have an
impact on
performance, if
so, how?
Could it impact
on the
achievment of
local, regional,
national targets,
if so, how?

x

x
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QUALITY IMPACT
Analysis
Rating (see
completion
notes)
Approved
by:

Red

Red/Amber

Amber

Commissioner
Lead:

GP lead for E&D:

Date

Date

Green

X

Local Profile Data

General

Gender

Race

North Lincolnshire is predominantly a rural area and neighbours; North East
Lincolnshire, West Lindsey, South Yorkshire, Nottinghamshire and the East Riding
of Yorkshire. North Lincolnshire is geographically large, although the population is
small in comparison with some neighbouring unitary authorities. The latest
midyear population estimates for North Lincolnshire estimate that 172,292 people
live in the local area (ONS, 2019). This represents more than a 3.5% growth in the
resident population since 2010 and an annual growth of about 640 more residents
a year. The GP registered population as at April 2020 is 181,658. Nearly half of
North Lincolnshire’s residents, 48%, live in rural market towns and villages, where
much of the recent growth in its older population has occurred. North Lincolnshire
is serviced by a medium sized Foundation Trust, NLaG, which operates from 3
sites, Grimsby, Scunthorpe and Goole. Scunthorpe General Hospital services the
majority of the population providing a seven day scanning/diagnostic service and a
busy emergency centre with around 60,000 attendances every year.
North Lincolnshire has 50.6% female and 49.4% male population (North
Lincolnshire Strategic Needs Assessment 2018, Fingertips Public Health Data).
92.3% of the resident population of North Lincolnshire are “White British” and a
further 3.2% are of other White origin (not including Irish and Gypsy Travellers).
The proportion of ethnic minorities in North Lincolnshire (4.5%) is significantly
lower than that seen in the Yorkshire and Humber region (14.2%) and in England as
a whole (20.2%)
The area has a relatively small Black and Black African population making up less
than 1% of residents
More than 53% of the BME communities live in the northern part of Scunthorpe.
The largest concentration of BME children is in Scunthorpe North, where they
represent more than a fifth of the primary school age population.
In North Lincolnshire, unemployment amongst the BME community is more than
twice that for the White UK population – 14.5% compared with 5.9% (Annual
Population Census, 2012).
In 2011, more than 8.1% of all school aged children were from Black and Asian
communities, with at least half as many more BME children in reception classes as
in Year 11. Adding ‘other, (Non UK) White’, to the BME total, (including White
European) the proportion increases to more than 12%.
95.5% of households all residents had English as their main language, compared to
93.4% in Yorkshire and the Humber and 90.9% nationally. More than 60
identifiable different languages are spoken across North Lincolnshire, the most
common being Polish, Lithuanian, Bengali and Portuguese.
Based on the latest ONS (2018) predictions, net migration in North Lincolnshire is
thought to have been around 590 in 2010 and 712 in 2019. Net migration within
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North Lincolnshire was expected to increase gradually, averaging around 750
people per year over the next 24 years but may be affected substantially by the UK
exit from Europe.
In the last census (2011) 19% of residents identified as having day to day activities
being limited either a little or lot (due to impairment or health condition); with
approximately 6% of residents being blue badge holders. The Life Opportunities
Survey (2011), identified that nearly one third of adults aged 16 and over had at
least one impairment and 26% of adults aged 16 and over in Great Britain would
be covered by the rights under the provision of the Equality Act.
• 23.8% of the working population are EA core or registered as having a worklimiting disability (24,700). This is significantly higher than Yorkshire and the
Humber (21.4%) and England (19.4%).
• 26.7% of all households in North Lincolnshire have at least one person with a
long-term health problem or disability (18,899).
• 9.2% of the resident population (an estimated 15,333 residents) stated that their
daily activities were significantly limited due to a health condition or disability.
• 19.3% of the population had some form of day-today activity limiting disability,
compared with 18.9% and 17.6% for Yorkshire and Humber and England
respectively.
• More women have a disability (24.7%) than men (23.0%). This is broadly
significantly higher than national values and higher than Yorkshire and Humber
comparator groups.
• Figures for August 2017 show 5910 people claiming ESA or IB equivalent equates
to 3.46% of the total population, which is lower than Yorkshire and Humber figures
(3.65%), and higher than the national rate (3.22%).
• In 2017, 3485 (14.3%) of school pupils were identified as having Special
Education Needs - this was below the national average (14.4) and higher than
Yorkshire and Humber (14.0%). Of the 3485 children receiving SEN support 755
had EHC or SEN plans.6
• According to the Census 2011, the number of residents of North Lincolnshire
who stated that their 'Day-to-Day Activities were Limited a Lot' was 14,207, 8.6%
of all household residents. This compares to 8.7% regionally and 7.9% nationally.
However there is significant difference across the age bands, the older people
become the higher the percentage of residents whose activities are limited.
• The 2011 census stated that 69% of North Lincolnshire residents identified as
having a belief. 66% Christian, 2.6% Muslim and 1.8% other (Sikh, Hindu, Buddhist,
Jewish or other). For Christianity, this is higher than the national average but lower
for other religions.
• 7.1.% of residents do not state their religion and 24% state they are of no religion
There are limited accurate statistics available regarding the profile of the lesbian,
gay, bisexual and transgender (LGBT) population in North Lincolnshire, the region,
or indeed, across England as a whole. Sexuality as a whole has historically not
been included in censes or most other official statistics. However, this continues to
change and become integrated within demographic studies.
The 2011 census estimated 185 persons in a registered same-sex civil partnership.
In the Yorkshire and Humber region 94.4% of survey respondents aged 16 or over
identified themselves as heterosexual/ straight.
Percentages of people identifying as sexualities other than heterosexual/ straight
are broadly similar for the Yorkshire and Humber and all England geographical
regions with gay/lesbian being the highest percentage at 1%
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Locally, according to the ONS in 2018 there were 1,673 live births registered within
North Lincolnshire with 2 registered still births.
On a National level, there were 657,076 live births recorded in 2018 compared
with 679,106 in 2017. In 2018 339,267 of births were registered born within
marriage and 317,809 were registered outside of marriage.
Since 2009, there has been a National increase in the number of live births
registered within a same sex couples. In 2017 1,137 live registered births were
recorded within a same sex marriage, whilst 450 were registered outside of
marriage.
No local data available.
The Home Office ’Report of the interdepartmental working group on transsexual
people‘ based on research from the Netherlands and Scotland, estimates that
there are between 1,300 and 2,000 male to female and between 250 and 400
female to male transsexual people in the UK. However, Press for Change estimate
the figures at around 5,000 post-operative transsexual people. Further, GIRES
(2008) claims there are 6,200 people who have transitioned to a new gender role
via medical intervention and approximately 2,335 full Gender Recognition
Certificates have been issued to February 2009.
No local data available.
There were 239,020 marriages between opposite-sex couples in 2015, a decrease
of 3.4% from 2014 when there 247,372 marriages, and 0.8% lower than in 2013.
Marriage rates for opposite-sex couples in 2015 were the lowest on record, with
21.7 marriages per thousand unmarried men and 19.8 marriages per thousand
unmarried women.
Compared with 2005, marriage rates for opposite-sex couples marrying in 2015
were lower at all ages, except for men aged 65 and over and women aged 55 and
over where marriage rates increased.
In 2015 there were 6,493 marriages between same-sex couples, 56% were
between female couples; a further 9,156 same-sex couples converted their civil
partnership into a marriage.
In 2015, civil ceremonies among opposite-sex couples decreased by 1.6%, while
religious ceremonies decreased by 8.0% compared with 2014.
Same-sex couples mostly solemnised their marriages in civil ceremonies; there
were only 44 religious ceremonies accounting for 0.7% of all marriages of same-sex
couples.
In 2015, of all individuals marrying a same-sex partner, 85% were forming their
first legally recognised partnership compared with 76% for opposite-sex couples.
Based on 2019 estimates, North Lincolnshire’s proportion of older people
(pensionable age) represents a higher percentage of the total population (21.3%)
than seen in Yorkshire and Humber (18.8%) and England (18.4%).
The working age population is less (60.2%) than that estimated in the Yorkshire
and Humber region (62.1%) or over England as a whole (62.4%).
North Lincolnshire’s proportion of children represents a lower percentage of the
total population (18.5%) than seen in Yorkshire and Humber (19.1%) and England
(19.2%).
In 2016, the median age of North Lincolnshire residents was 43.8 years, compared
with 40 years nationally. North Lincolnshire already has a larger than average
population of people aged 65+, and between 2019 and 2043 the 65+ population is
projected to grow by a further 37%.
Overall, the latest (2018) projections indicate a rise of 3.3% over the next 24 years,
from an estimated 172,607 in mid-2019 to 178,336 in mid-2043. The projected
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increase in population in North Lincolnshire is not consistent across the age bands:
the population aged 0-14 is projected to decrease by 12.1% from 30,101 in 2019 to
26,456 in 2043; the working age population is projected to decrease by 4% from
105,855 to 101,786; the 65+ population is expected to increase by 37% from
36,651 to 50,095. This age profile, combined with outward migration of working
age adults and rising life expectancy, means that the number of people aged 80+
who are most vulnerable to frailty in older age is increasing faster in North
Lincolnshire than nationally.

Equality Data
Is any equality data available relating to the use
or implementation of this policy, project or
function?
List any consultation e.g. with employees,
service users, Unions or members of the public
that has taken place in the development or
implementation of this policy, project or
function.
Promoting inclusivity; How does the project,
service or function contribute to our aims of
eliminating discrimination and promoting
equality and diversity?

n/a

Equal rights and access for all

Equality Impact Risk Assessment test
What impact will the implementation of this policy, project or function have on employees, service
users or other people who share characteristics protected by The Equality Act 2010?
Evidence of
impact and
if applicable
justification
where a
Genuine
Determining
Protected
Positive
Negative
Reason
Characteristic:
No Impact
Impact
Impact
exists
Gender (Men and
Women)
Race (All Racial
Groups)
Disability (Mental and
Physical, Sensory
Impairment, Autism,
Mental Health Issues)
Religion or Belief
Sexual Orientation
(Heterosexual,
Homosexual and
Bisexual)

X
X

X
X

X
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X
X
X
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X

Action Planning
As a result of performing this Equality Impact Analysis, what actions are proposed to remove or
reduce any risks of adverse outcomes identified on employees, service users or other people who
share characteristics protected by The Equality Act 2010?
Identified Risk:
Recommended
Responsible Lead Completion Date
Review Date
Action:

SUSTAINABILITY IMPACT
Staff preparing a Policy / Board Report / Committee Report / Service Plan / Project are required to
complete a Sustainability Impact Assessment. Sustainability is one of the Trust’s key Strategies
and the Trust has made a corporate commitment to address the environmental effects of
activities across Trust services. The purpose of this Sustainability Impact Assessment is to record
any positive or negative impacts that this activity is likely to have on each of the Trust’s
Sustainability Themes.
Positive Negative No Specific What will the impact be? If
Impact
Impact
Impact
the impact is negative, how
can it be mitigated? (action)
Reduce Carbon Emission
from buildings by 12.5% by
X
2010-11 then 30% by 2020
New builds and
refurbishments over
X
£2million (capital costs)
comply with BREEAM
Healthcare requirements.
Reduce the risk of pollution
and avoid any breaches in
X
legislation.
Goods and services are
procured more
X
sustainability.
Reduce carbon emissions
from road vehicles.
X
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Reduce water consumption
by 25% by 2020.
Ensure legal compliance
with waste legislation

X

X

Reduce the amount of
waste produced by 5% by
2010 and by 25% by 2020
Increase the amount of
waste being recycled to
40%.
Sustainability training and
communications for
employees.
Partnership working with
local groups and
organisations to support
sustainable development.
Financial aspects of
sustainable development
are considered in line with
policy requirements and
commitments.

X

X

X

X

X
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