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[bookmark: _Toc508024700]Introduction

Data Protection Impact Assessments (DPIAs)[footnoteRef:1] are required under the General Data Protection Regulation (EU) 2016/679, where health data is being used in a manner that it either is identifiable or there is a risk of an individuals’ identity being revealed. A DPIA should also be considered where other personal data, for example data about individual staff, is being used in a way that could poses a high level of risk regarding the privacy of those individuals. [1:  DPIAs were previously known as Privacy Impact Assessments under the Data Protection Act 1998.] 


DPIAs aid organisations in determining how a particular project, process or system may affect the privacy of the individual. This procedure consists of DPIA Screening Questions and Data Protection Impact Assessment which are designed to enable an assessment prior to new services or new data processing/sharing systems being introduced. A DPIA is not effective when key decisions have already been taken. If an assessment is suggested, it should be seen as dynamic and subject to review with any significant change.

DPIAs identify the most effective way to comply with data protection obligations and meet individuals’ expectations of privacy. An effective DPIA will allow for the identification and remedy problems at an early stage, reducing potential distress, subsequent complaints and the associated costs and damage to reputation that might otherwise occur. 

It is important to consider whether a DPIA is required as soon as the objectives/aims of the project are identified to examine what is required to successfully meet these and how it is envisaged this will happen, whilst ensuring privacy of individuals to which the data relates.

Conducting a DPIA should not be complex or time consuming, if it is given due regard at an early stage.

[bookmark: _Toc508024701]Data Protection Impact Assessments

DPIAs identify privacy risks, foresee problems and bring forward solutions. A successful DPIA will:
· identify and manage risks in respect of privacy of personal information(see Appendix A for examples)
· avoid inadequate solutions to privacy risks
· avoid unnecessary costs
· avoid loss of trust and reputation
· inform the organisation’s communication strategy 
· meet or exceed legal requirements

The Information Commissioners Office (ICO) has produced guidance materials on which this procedure is based (see Appendix D).

DPIAs should demonstrate that privacy concerns have been considered and serve to assure the organisation regarding the security and confidentiality of the personal identifiable data.
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A DPIA should serve to:
· identify privacy risks to individuals
· identify privacy and Data Protection compliance liabilities
· protect the organisations reputation
· instil public trust and confidence in your project/product
· avoid expensive, inadequate “bolt-on” solutions
· inform your communications strategy

[bookmark: _Toc508024703]Responsibilities

Responsibility for ensuring that a Data Protection Impact Assessment is considered and, where appropriate, completed resides with the manager(s) leading the introduction of new systems, data sharing or projects. Completion of the Screening Questions also serves to evidence that this has been considered.

Line Managers are responsible for ensuring that permanent and temporary staff and contractors are aware of the Data Protection Impact Assessment procedure.

There is an expectation that partner organisations/third parties involved in supplying/providing services contribute the necessary technical information for the Data Protection Impact Assessment.

This guidance therefore applies to all staff and all types of information held by the organisation. This procedure should be read in conjunction with the organisation’s Information Governance (IG) policies:

· Data Protection and Access to Health Records Policy
· Business Continuity Plan
· Confidentiality Code of Conduct
· Email Policy
· Freedom of Information and EIR Policy
· Freedom of Information Procedures
· IG Policy and Management Framework
· Incident Reporting Policy
· Information Security Policy
· Internet Acceptable Use Policy
· Records Management Policy
· Portable Data Security and Smartphone and Tablet Policy
· Risk Management Policy
· Safe Haven Policy
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Are you implementing a new system/data sharing arrangement/project or service, or changing the way you work?
Complete DPIA Screening Questions
No need to conduct a Data Protection Impact Assessment
Retain completed DPIA Screening Questions as part of project documentation.
Does this project involve the processing of personally identifiable or other high risk data?
A Data Protection Impact Assessment is required
Supporting information, such as contracts, system specifications and consent forms may be required (see Appendices)
Yes
Yes
No
No
Figure 1


DPIAs should be completed where a system/data sharing/project includes the use of personal data, where there is otherwise a risk to the privacy of the individual, utilisation of new or intrusive technology, or where private or sensitive data which was originally collected for a limited purpose will be reused in a new and ‘unexpected’ way.

[bookmark: _Toc508024705]When should I start a DPIA?

DPIAs are most effective when they are started at an early stage of a project, when:
· the project is being designed
· you know what you want to do
· you know how you want to do it
· you know who else is involved

It must be completed before:
· decisions are set in stone
· you have procured systems/services
· you have signed contracts/Memorandum of Understanding/agreements

Following the review of the Screening Questions it should be determined that a DPIA is required. Where it is thought that a DPIA is required, The DPIA Sections 1-4 should be completed and submitted to the Information Governance team for a preliminary review. It is recommended that the IG review is sought prior to the final DPIA being submitted to the Data Protection Officer, and Caldicott Guardian (if involving patient identifiable data) or SIRO (if staff data is included). Please note the controller is required under GDPR to contact the Information Commissioner’s Office if processing would result in a high risk in the absence of measures taken to mitigate the risk[footnoteRef:2]. [2:  Article 36, General Data Protection Regulation (EU) 2006/679.] 
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All DPIA’s are to be included within the organisation’s Publication Scheme and must therefore be presented to the INSERT ROLE HERE once they have received approval.

It is acknowledged that DPIA’s may contain commercial sensitive information such as security measures or intended product development. It is acceptable for such items to be redacted but as much of the document should be published as possible.
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The below screening questions should be used inform whether a DPIA is necessary. This is not an exhaustive list therefore in the event of uncertainty, completion of a DPIA is recommended.

	Title
	Click here to enter text.
	Brief description
	Click here to enter text.


Screening completed by
	Name
	Click here to enter text.
	Title
	Click here to enter text.
	Department
	Click here to enter text.
	Email
	Click here to enter text.
	Date
	Click here to enter text.


Marking any of these questions is an indication that a DPIA is required:

	Screening Questions
	Tick

	1
	Will the project involve the collection of new identifiable or potentially identifiable data about individuals?
	☐
	2
	Will the project compel individuals to provide data about themselves or involve the processing of personal data not obtained directly from the individual?
i.e. where they will have little awareness or choice or where it is impossible, or would involve disproportionate effort, to inform the individuals that the processing is taking place
	☐
	3
	Will identifiable data about individuals be shared with other organisations or people who have not previously had routine access to the data?
	☐
	4
	Are you using data about individuals for a purpose it is not currently used for or in a new way?
i.e. using data collected to provide care for a service evaluation; data matching where data obtained from multiple sources is combined, compared or matched.
	☐
	5
	Where data about individuals is being used, would this be likely to raise privacy concerns or expectations?
i.e. will it include health records, genetic data, criminal records or other information that people may consider to be sensitive and private and may cause them concern or distress.
	☐
	6
	Will the project require you to contact individuals in ways which they may find intrusive?
i.e. telephoning or emailing them without their prior consent.
	☐
	7
	Will the project result in you making decisions in ways which can have a significant impact on individuals?
i.e. will it affect the care a person receives? Is it based on automated decision making (including profiling)?
	☐
	8
	Does the project involve you using new technology which might be perceived as being privacy intrusive?
i.e. using biometrics, facial recognition, Artificial Intelligence or tracking (such as tracking an individual’s geolocation or behaviour)
	☐
	9.
	Is a service/processing activity being transferred to a new supplier/organisation (or re-contracted) at the end of an existing contract
	☐
	10.
	Will the project involve systematic monitoring of a publicly accessible area on a large scale?
i.e. use of CCTV
	☐
	11.
	Will the project involve the targeting of children or other vulnerable individuals?
i.e. for marketing purposes, profiling or other automated decision making
	☐


Please retain a copy of this questionnaire within your project/system documentation.
Please note that once completed the following sections (1 to 4) should be extracted from the rest of this document prior to being included within the Publication Scheme.
[bookmark: _Toc508024708][bookmark: PIA]
Data Protection Impact Assessment (DPIA)

Please complete all questions with as much detail as possible (liaising with partners/third parties) and then contact the IG Team prior to seeking approval.

Section 1: System/Project General Details

	System/project/process (referred to thereafter as ‘project’) title:
	Click here to enter text.
	Objective:
	Click here to enter text.
	Detail:
Why is the new system/change in system required?  Is there an approved business case?
	Click here to enter text.
	Stakeholders/Relationships/Partners:
Please outline the nature of such relationships and the corresponding roles of other organisations.
	Click here to enter text.
	Other related projects:
	Click here to enter text.
	Project lead:
	Name: 
	Click here to enter text.
	
	Title:
	Click here to enter text.
	
	Department:
	Click here to enter text.
	
	Telephone:
	Click here to enter text.
	
	Email
	Click here to enter text.
	Information Asset Owner:
All information systems/assets must have an Information Asset Owner (IAO). IAO’s should normally be a Head of Department/Service.
	Name: 
	Click here to enter text.
	
	Title:
	Click here to enter text.
	
	Department:
	Click here to enter text.
	
	Telephone:
	Click here to enter text.
	
	Email
	Click here to enter text.
	Information Asset Administrator:
Information systems/assets may have an Information Asset Administrator (IAA) who reports the IAO. IAA’s are normally System Managers/Project Leads.
	Name: 
	Click here to enter text.
	
	Title:
	Click here to enter text.
	
	Department:
	Click here to enter text.
	
	Telephone:
	Click here to enter text.
	
	Email
	Click here to enter text.




Section 2: Data Protection Impact Assessment Key Questions

	
	Question
	Response

	Data Items

	1. 
	Will the project use identifiable or potentially identifiable data in any way?
If answered ‘No’ then a DPIA is not normally suggested.
	☐ Yes	☐ No

If yes, who will this data relate to:
☐ Patient
☐ Staff
☐ Other: Click here to enter text.

	2. 
	Please state purpose for the processing of the data:
For example, patient care, commissioning, research, audit, evaluation.
	Click here to enter text.
	3. 
	Please tick the data items that are held in the system


Personal





Special categories
 of personal data 
(sensitive data)
	

 ☐ Name 	 ☐ Address
 ☐ Post Code	 ☐ Date of Birth
 ☐ GP Practice	 ☐ Date of Death
 ☐ NHS Number	 ☐ NI Number
 ☐ Passport Number	 ☐ Pseudonymised Data
 ☐ Online Identifiers (e.g. IP Number,  Mobile Device ID)

☐ Health Data	☐ Trade Union membership
☐ Political opinions	☐ Religion
☐ Racial or Ethnic Origin	☐ Sex life and sexual orientation
☐ Biometric Data	☐ Genetic Data
  	
☐ Other: 

	4. 
	What consultation/checks have been made regarding the adequacy, relevance and necessity for the processing of the data for this project?
	Click here to enter text.
	5. 
	How will the data be kept up to date and checked for accuracy and completeness?
	Click here to enter text.
	Data processing

	6. 
	Will a third party be processing data on the CCG or one of its contractors?
	☐ Yes	☐ No

If no, please go to the Confidentiality section. 

	7. 
	Is the third party contract/supplier of the project registered with the Information Commissioner?
This was required until 25 May 2018.
	☐ Yes	☐ No

Organisation: Click here to enter text.
Data Protection Registration Number: Click here to enter text.

	8. 
	Has the third party supplier completed and published a satisfactory Data Security and Protection Toolkit submission?
Please note that the Data Security and Protection Toolkit replaced the IG Toolkit from 1 April 2018.
	☐ Yes	☐ No
If yes, please give organisation code and percentage score:
Click here to enter text.

IG Toolkit Score:
☐ Satisfactory	☐ Not satisfactory
☐ Satisfactory with Improvement Plan
If satisfactory with an improvement plan, please request a copy of the plan and enclose it with this assessment.
If not satisfactory, please explain how the service has been procured:
Click here to enter text.

	9. 
	Does the third party/supplier contract(s) include all the necessary Information Governance clauses regarding Data Protection and Freedom of Information?
See Contract and Commissioning Information Governance Assurance checklist.
	☐ Yes	☐ No

Is the contract based on or utilise the NHS standard contract?
☐ Yes	☐ No


	10. 
	Will other third parties (not already identified) have access to the data? 
Include any external organisations.
	☐ Yes	☐ No

If so, for what purpose?
Click here to enter text.

Please list organisations and by what means of transfer:
Click here to enter text.

	Confidentiality

	11. 
	Please outline how individuals will be informed and kept informed about how their data will be processed.
A copy of the privacy notice and/or leaflets must be provided.
	Click here to enter text.
	12. 
	Does the project involve the collection of data that may be unclear or intrusive?
Are all data items clearly defined? Is the data collected limited to a specific set of predefined categories?
	☐ Yes	☐ No

If yes, please explain:
Click here to enter text.

	13. 
	Are you relying on individuals (patients/staff) to explicit consent to the processing of personal identifiable or sensitive data?
Please provide copies of any consent documentation that will be used, including patient information leaflets
	☐ Yes	☐ No (Go to next question)

How will consent be obtained and by whom?
Click here to enter text.

Will the consent cover all proposed processing and sharing/disclosures?
☐ Yes	☐ No

If no, please detail:
Click here to enter text.

	14. 
	If explicit consent is not being sought, what legal basis enables this data processing?
For more information about conditions for processing, please see the ICO’s GDPR website.
	Personal data (identifiers and potentially identifiable data):
☐ Relating to a contract: Click here to enter text.
☐ Legal obligation: Click here to enter text.
☐ Vital interests: Click here to enter text.
☐ Public task: Click here to enter text.
☐ Other: Click here to enter text.

Special categories of personal data (sensitive data), if applicable:
☐ Medical related: Click here to enter text.
☐ Public Health: Click here to enter text.
☐ Employment related: Click here to enter text.
☐ Vital interests: Click here to enter text.
☐ Already public: Click here to enter text.
☐ Legal claim related: Click here to enter text.
☐ Substantial public interest: Click here to enter text.
☐ Other: Click here to enter text.

	15. 
	Will identifiable data only be handled within the patients’ direct care team (in accordance with the Common Law Duty of Confidentiality)?
	☐ Yes	☐ No

If no, please detail:
Click here to enter text.

	16. 
	How will consent, non-consent, objections or opt-outs be recorded and respected?
	Click here to enter text.
	17. 
	What arrangements are in place to process Subject Access Requests?
What would happen if such a request were made?
	Click here to enter text.

	18. 
	Will the processing of data be automated?
Will the proposed processing of data involved automated means of processing to determine an outcome for the individual?




	☐ Yes	☐ No
☐ Not applicable

If yes, please outline what arrangements are available to enable the individual access and to extract data (in a standard file format). Please also detail any profiling that may take place as part through automated processing: 
Click here to enter text.

	19. 
	What process is in place for rectifying/blocking data?
What would happen if such a request were made?

	Click here to enter text.

	Engagement

	20. 
	Has stakeholder engagement taken place?







	☐ Yes	☐ No

If yes, how have any issues identified by stakeholders been considered?
Click here to enter text.
If no, please outline any plans in the near future to seek stakeholder feedback:
Click here to enter text.

	Data Sharing

	21. 
	Does the project involve any new data sharing between stakeholder organisations? 






Is this use or disclosure of data in scope for the national data opt- out to be applied? 

(contact your IG lead if you need more information about this)







	☐ Yes	☐ No

If yes, please describe:
Click here to enter text.
Please provide a high level data flow diagram showing how identifiable information would flow.



☐ Yes	☐ No


	Data Linkage

	22. 
	Does the project involve linkage of personal data with data in other collections, or significant change in data linkages?
The degree of concern is higher where data is transferred out of its original context (e.g. the sharing and merging of datasets can allow for a collection of a much wider set of information than needed and identifiers might be collected/linked which prevents personal data being kept anonymously)

	☐ Yes	☐ No

If yes, please provide a data flow diagram showing how identifiable information would flow and ensure this is added to the CCG Information Asset and Data Flow Register (see Information Assets and Data Flows section).

	Information Security

	23. 
	Who will have access to the data within the project?
Please refer to roles/job titles/organisations.

	Click here to enter text.
	24. 
	Is there a useable audit trail in place for the project? 
For example, to identify who has accessed a record?
	☐ Yes	☐ No
☐ Not applicable

If yes, please outline the audit plan: Click here to enter text.

	25. 
	Where will the data be kept/stored/accessed?
Where applicable, please refer to data flow diagram.

	Click here to enter text.
	26. 
	Please indicate all methods in which data will be transferred
	☐ Fax	☐ Email (Unsecure/Personal)
☐ Email (Secure/nhs.net)	☐ Internet (unsecure – e.g. http)
☐ Telephone	☐ Internet (secure – e.g. https)
☐ By hand	☐ Courier
☐ Post – track/traceable	☐ Post – normal
☐ Software	☐ Mobile app
☐ Other: Click here to enter text.

	27. 
	Does the project involve privacy enhancing technologies?
New forms of encryption, two factor authentication and/or pseudonymisation.

	☐ Yes	☐ No

If yes, please give details: Click here to enter text.

	28. 
	Is there a documented System Level Security Policy (SLSP) or process for this project?
A SLSP is required for new systems – this is likely to need to be completed by the supplier.

	☐ Yes	☐ No
☐ Not applicable

If yes, please provide a copy.


	Privacy and Electronic Communications Regulations

	29. 
	Will the project involve the sending of unsolicited marketing messages electronically such as telephone, fax, email and text?
Please note that seeking to influence an individual is considered to be marketing.




	☐ Yes	☐ No

If yes, what communications will be sent?
Click here to enter text.

Will consent be sought prior to this?
☐ Yes	☐ No

If no, please explain why consent is not being sought first:
Click here to enter text.

	Records Management

	30. 
	What are the specific retention periods for this data? 
Please refer to the Records Management Code of Practice for Health and Social Care 2016 and list the retention period for identifiable project datasets.

	Click here to enter text.
	31. 
	Will the data be securely destroyed when it is no longer required?

	☐ Yes	☐ No

If no, please detail:  Click here to enter text.

	Information Assets and Data Flows

	32. 
	Has an Information Asset Owner been identified and does the Information Asset and Data Flow Register require updating?
Please see the Information Asset Register and Data Flow Mapping Form.
	☐ Yes	☐ No
If yes, include the completed Information Asset Register New Entry Form.

Does this project constitute a change to existing Information Asset(s) or is this a new Information Asset?
☐ Yes	☐ No

If yes, include the completed Information Asset Register and Data Flow Mapping Form for risk review.



	Business Continuity

	33. 
	Have the business continuity requirements been considered?





	☐ Yes	☐ No
☐ Business Continuity is not applicable

Please explain and either reference how such plans link with the organisational plan or why there are no business continuity considerations that are applicable for this project: Click here to enter text.

	Open Data

	34. 
	Will identifiable/potentially identifiable from the project be released as Open Data (placed in to the public domain)?

	☐ Yes	☐ No

If yes, please describe: Click here to enter text.

	Data Processing Outside of the UK and European Union (EU)

	35. 
	Will any personal and/or sensitive data be transferred to a country outside the UK?


	☐ Yes	☐ No

If yes, which data and to which country?
Click here to enter text.
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Section 3: Data Protection Impact Assessment Information Governance Review 


	Information Governance Review (for completion by IG)
	Response (for completion by project lead)

	Issue
	Potential Risk
	Recommendation
	Agreed Action
	Completion (Date and Initials)

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	



For completion by IG:
	Residual Risk
	Main Risk Sources
	Main Threats
	Main Potential Impacts
	Main Controls Reducing the Severity and Likelihood
	Severity
	Likelihood

	1
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	




IG review completed by:			Click here to enter text.			Review date:			Click here to enter text.
Date complete and risk assessed:	Click here to enter text.			Consultation with ICO required?	Yes/No (delete as appropriate) 



Section 4: Review and Approval

Assessment completed by

	Name:
	Click here to enter text.
	Title:
	Click here to enter text.
	Date:
	Click here to enter text.



Data Protection Officer Approval

	Name:
	

	Title:
	

	DPO advice:
DPO should advise on compliance, risks identified and whether processing can proceed.
If accepting any residual high risk, consult the ICO before going ahead
	

	Approved
	☐
	Date:
	



The DPO should also review ongoing compliance with DPIA

SIRO/Caldicott Guardian Approval

	
Name:
	

	Title:
	

	DPO advice accepted or overruled:
If overruled, you must explain your reasons
	

	Approved:
	☐
	Date:
	



[bookmark: _Toc508024709]
	This DPIA will be kept under review by:

	






Appendix A - Example risks

Risks to individuals

i. Inadequate disclosure controls increase the likelihood of information being shared inappropriately.
ii. The context in which information is used or disclosed can change over time, leading to it being used for different purposes without people’s knowledge.
iii. New surveillance methods may be an unjustified intrusion on their privacy.
iv. Measures taken against individuals as a result of collecting information about them might be seen as intrusive.
v. The sharing and merging of datasets can allow organisations to collect a much wider set of information than individuals might expect.
vi. Identifiers might be collected and linked which prevent people from using a service anonymously.
vii. Vulnerable people may be particularly concerned about the risks of identification or the disclosure of information.
viii. Collecting information and linking identifiers might mean that an organisation is no longer using information which is safely anonymised.
ix. Information which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, presents a greater security risk.
x. If a retention period is not established information might be used for longer than necessary.

Corporate risks

i. Non-compliance with the data protection legislation can lead to sanctions, fines and reputational damage.
ii. Problems which are only identified after the project has launched are more likely to require expensive fixes.
iii. The use of biometric information or potentially intrusive tracking technologies may cause increased concern and cause people to avoid engaging with the organisation.
iv. Information which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, is less useful to the business.
v. Public distrust about how information is used can damage an organisation’s reputation and lead to loss of business.
vi. Data losses which damage individuals could lead to claims for compensation.

Compliance risks

i. Non-compliance with the Data Protection Act/General Data Protection Regulation (EU) 2016/679.
ii. Non-compliance with the Common Law Duty of Confidentiality.
iii. Non-compliance with the Privacy and Electronic Communications Regulations (PECR).
iv. Non-compliance with sector specific legislation or standards.
v. Non-compliance with Human Rights Act 1998 and Equality Act 2010.


[bookmark: _Toc508024710][bookmark: SupportingDocs]Appendix B – Supporting Documents


Provider Contract and Commissioning Information Governance Assurance
This guidance should be followed when entering into a contract, which must be present if any personal data is flowing/being transferred/processed:




Information Asset and Data Flow Register Entry Form and Handbook
Should be completed for any data corresponding to the activity that will be held either by the organisation or on behalf of it (that the organisation would have access to) and any transfers/flows of personal data must be documented:





System Level Security Policy Template
Should be completed by the provider/supplier of any system/product where personal data will be stored/flow through:




Data Sharing Agreement Template (Appendix III of the regional Inter-Agency information Sharing Protocol)


Standard Contract Clauses (General Condition 21 of the NHS Standard Contract)
This text covers Patient Confidentiality, Data Protection, Freedom of Information and Transparency. Text must be reviewed to suit individual contracts unless the whole NHS Standard Contract is being used.

[bookmark: _Toc508024711]Appendix C - Glossary

	Item 
	Definition 

	Anonymised Data
	Information may be used more freely if the subject of the information is not identifiable in any way – this is anonymised data. However, even where such obvious identifiers are missing, rare diseases, drug treatments or statistical analyses which may have very small numbers within a small population may allow individuals to be identified. A combination of items increases the chances of patient identification. When anonymised data will serve the purpose, health professionals must anonymise data and whilst it is not necessary to seek consent, general information about when anonymised data will be used should be made available to patients.

	Authentication Requirements 
	An identifier enables organisations to collate data about an individual. There are increasingly onerous registration processes and document production requirements imposed to ensure the correct person can have, for example, the correct access to a system or have a smartcard. These are warning signs of potential privacy risks. 

	Caldicott
	Seven Caldicott Principles were established following the original reviewed in 1997 and further development in 2013. The principles include:
1. justify the purpose(s)
2. don't use patient identifiable information unless it is necessary
3. use the minimum necessary patient-identifiable information
4. access to patient identifiable information should be on a strict need-to-know basis
5. everyone with access to patient identifiable information should be aware of their responsibilities
6. understand and comply with the law
7. the duty to share information can be as important as the duty to protect patient confidentiality

	[bookmark: CommonLaw]Common Law Duty of Confidentiality
	This duty is derived from case law and a series of court judgements based on the key principle that information given or obtained in confidence should not be used or disclosed further except in certain circumstances:
· Where the individual to whom the information relates has consented
· Where disclosure is in the overriding public interest; and
· Where there is a legal duty to do so, for example a court order
· The common law applies to information of both living and deceased patients.
The Common Law Duty of Confidentiality persists through the changes to data protection legislation in 2018.

	[bookmark: DPA]Data Protection Act 2018
	The 2018 Act is secondary to the requirements of the GDPR, which means the Act covers national derogations and otherwise supplements the Regulations.
The Act specifies the age of 13 years as sufficient to seek consent for the processing of personal data and also identified the Information Commissioner’s Office as the national supervisory authority. 

	[bookmark: ExplicitCons]Explicit consent 
	Express or explicit consent is given by a patient agreeing actively, usually orally (which must be documented in the patients case notes) or in writing, to a particular use of disclosure of information. 
GDPR only recognises explicit consent.

	[bookmark: GDPR]General Data Protection Regulation (EU) 2016/679
Principles of Lawful Processing of Personal Identifiable Information
	The GDPR requires that data controllers ensure personal data shall be:
a) processed lawfully, fairly and in a transparent manner in relation to individuals
b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes
c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed
d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay
e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals
f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures
The implementation of the Regulation completed by 25 May 2018.

	[bookmark: IAA]Information Asset Administrator (IAA)
	There are individuals who ensure that policies and procedures are followed, recognise actual or potential security incidents, consult their IAO on incident management and ensure that information asset registers are accurate and up to date. These roles tend to be system managers 

	[bookmark: IAO]Information Asset Owner (IAO)
	These are senior individuals involved in running the relevant service/department. Their role is to understand and address risks to the information assets they ‘own’ and to provide assurance to the SIRO on the security and use of those assets. They are responsible for providing regular reports regarding information risks and incidents pertaining to the assets under their control/area. 

	Implied Consent 
	Implied consent is unique to the health sector and is no longer recognised under the GDPR (from 25 May 2018). Implied consent is given when an individual takes some other action in the knowledge that in doing so he or she has incidentally agreed to a particular use or disclosure of information, for example, a patient who visits the hospital may be taken to imply consent to a consultant consulting his or her medical records in order to assist diagnosis. Patients must be informed about this and the purposes of disclosure and also have the right to object to the disclosure.

	[bookmark: InfoAssets]Information Assets 
	Information assets are records, information of any kind, data of any kind and any format which we use to support our roles and responsibilities. Examples of Information Assets are databases, systems, manual and electronic records, archived data, libraries, operations and support procedures, manual and training materials, contracts and agreements, business continuity plans, software and hardware. 

	Information Risk 
	An identified risk to any information asset that the organisation holds. Please see the Risk Policy for further information. 

	Personal Data 
	This means data which relates to a living individual which can be identified:
1. from those data, or
2. from those data and any other information which is in the possession of, or is likely to come into the possession of, the data controller.
It also includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual.

	[bookmark: PECR]Privacy and Electronic Communications Regulations 2003 
	These regulations apply to sending unsolicited marketing messages electronically such as telephone, fax, email and text. Unsolicited marketing material should only be sent if the requester has opted in to receive this information. 

	Privacy Invasive Technologies 
	Examples of such technologies include, but are not limited to, smart cards, radio frequency identification (RFID) tags, biometrics, locator technologies (including mobile phone location, applications of global positioning systems (GPS) and intelligent transportation systems), visual surveillance, digital image and video recording, profiling, data mining and logging of electronic traffic. Technologies that are inherently intrusive, new and sound threatening are a concern and hence represent a risk 

	[bookmark: Pseudo]Pseudonymisation 
	Where patient identifiers such as name, address, date of birth are substituted with a pseudonym, code or other unique reference so that the data will only be identifiable to those who have the code or reference. 
GDPR recognises pseudonymised data as personal data with mitigation in place, if implemented correctly, to protect individuals’ privacy and confidentiality.


	Records Management Code of Practice for Health and Social Care 2016 
	Is a guide to the required standards of practice in the management of records for those who work within or under contract to NHS organisations in England. It is based on current legal requirements and professional best practice. The code of practice contains an annex with a health records retention schedule and a Business and Corporate (non-health) records retention schedule.

	Retention Periods 
	Records are required to be kept for a certain period either because of statutory requirement or because they may be needed for administrative purposes during this time. If an organisation decides that it needs to keep records longer than the recommended minimum period, it can vary the period accordingly and record the decision and the reasons behind. The retention period should be calculated from the beginning of the year after the last date on the record. Any decision to keep records longer than 30 years must obtain approval from The National Archives. 

	Special categories of personal data
(sensitive data)
	This means personal data consisting of information as to the:
A. Concerning health, sex life or sexual orientation
B. Racial or ethnic origins
C. Trade union membership
D. Political opinions
E. Religious or philosophical beliefs
F. Genetic data
G. Biometric data
Most of these categories were previously referred to as “sensitive data” under the Data Protection Act 1998.

	[bookmark: SIRO]SIRO (Senior Information Risk Owner) 
	This person is an executive who takes ownership of the organisation’s information risk policy and acts as advocate for information risk on the Board.




[bookmark: _Toc508024712]Appendix D - Further information

Relevant statutory legislation and law:

Common Law Duty of Confidentiality
Data Protection Act 2018
Freedom of Information Act 2000
General Data Protection Regulation (EU) 2016/679
Human Rights Act 1998
Privacy and Electronic Communications Regulations 2003

Further reading and guidance:

Caldicott 2 Review Report and Recommendations
Confidentiality Code of Practice
HSCIC Code of practice on confidential information
Information Security Code of Practice
Records Management Code of Practice for Health and Social Care 2016
ICO Anonymisation: managing data protection risk code of practice may help identify privacy risks associated with the use of anonymised personal data
ICO Data sharing: code of practice may help to identify privacy risks associated with sharing personal data with other organisations
ICO Guidance on Data Protection Impact Assessments 
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[bookmark: _Toc526947600][bookmark: _GoBack]Definition

To capture where contracts are formed with commissioned service providers and contractors the term “provider” is used within this document.



[bookmark: _Toc526947601]
1. Contract and Commissioning Information Governance Assurance

This guidance document seeks to:

· Strengthen patient trust in the adherence of providers to the IG standards.

· Satisfy organisations that providers contracts contain the necessary Information Governance assurances.

· Outline the annual performance and monitoring arrangements that must be included within contracts.



This document was informed by existing national Information Governance guidance and codes of practice:

· Data Security and Protection Toolkit.

· HSCIC Confidentiality Code of Practice.

· Department of Health Confidentiality NHS Code of Practice.

· Guidance for Commissioners: 2016/17 Standard NHS Contract variations for Information Governance and Data Protection compliance.

· Information Governance 2013 Review: To share or not to Share?

· Information Governance policies, procedures, and protocols.



[bookmark: _Toc526947602]1.1 Purpose



Guidance within this document seeks to support organisations to ensure that providers’ contracts contain the necessary IG clauses to meet national guidance and comply with legal requirements.



[bookmark: _Toc526947603]1.2 Scope



This document should be utilised by all commissioning and contract leads that design, procure, contract and implement NHS healthcare services and for the purpose of verifying that other services are contracted with sufficient IG assurances, where the NHS Standard Contract Conditions have not been adopted.



[bookmark: _Toc526947604]1.3 When to use this document



CCG commissioning intentions may include service design or decommissioning current services from providers. Healthcare services contracts may expire and there may be a requirement to re-commission the service to the same or alternative providers. This period is the ideal time to ensure that all contracts contain the necessary IG clauses.



The Information Governance requirement for providers relates the following specific clauses in the NHS standard contract:

· Patient Confidentiality, Data Protection, Freedom of Information and Transparency (GC21)

· Consent (SC9)

· Service User Health Records (SC23)

· Safeguarding, Mental Capacity and Prevent (SC32)

· Incidents Requiring Reporting (SC33)



The checklist in the Appendix covers all of these requirements.



[bookmark: _Toc526947605]1.4 Data Protection Impact Assessments (DPIA)



The organisation must work with the provider to ensure that where new systems and technologies are introduced that they are implemented using an appropriate project management methodology, are assured as clinically safe, and meet the Information Governance Standards. Business change processes must also be accompanied by clinical safety and privacy impact assessments.



The CCG has developed a data protection impact assessment procedure available from the CCG intra/extranet. Staff may seek advice and guidance from the IG Team when considering a DPIA. The IG Team must be asked to review the DPIA prior to any formal approval being sought.



Using details from the DPIA, the CCG must scope the information governance requirements within the service specification. This must include the legal basis and how personal confidential data is to be processed.



DPIAs also serve to highlight to providers the standards expected of them when delivering a service or the potential contractual obligations in relation to information governance.



[bookmark: _Toc526947606]1.5 Procurement Route for Programmes and Projects



Organisations should consult with and incorporate IG advice and guidance throughout the procurement process, as the advice given will be valuable to ensure that providers are information governance compliant and meet the provisions set out within the Data Protection Act 2018 and NHS Standard Contract Conditions.



[bookmark: _Toc526947607]1.6 Monitoring



There is an expectation on CCGs to drive information governance improvements within the healthcare economy. Information Governance assurance is a contractual matter between commissioners and providers.



The NHS Standard contract, the 2013 Caldicott Information Governance Review: To share or not to share? and NICE also requires commissioners to measure provider performance against national information governance standards and associated legislation.
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[bookmark: _Toc526947608]Appendix: Contracts and Commissioning Checklist

Activity/Project:	Click here to enter text.

		Item

		Requirement

		Guidance

		Check

		Comment/Status



		1. Contract

		



		1. 1

		Has the contract been adapted from the NHS Standard Contract Conditions (or produced through eContract)?

		If the NHS Standard Contract or eContract has been utilised, then the appropriate IG clauses should be present and hence negates the need to complete this checklist.

		☐		



		2. 2

		Are definitions of terminology included within the contract and are they fully inclusive and adequate?

		

		☐		



		3. 3

		Does the contract recognise the confidentiality and protection of commercially sensitive information?

		

		☐		



		4. 3

		Are any CCG policies relevant to the contract and is the requirement to follow/adhere to those policies and procedures included in the contract terms?

		

		☐		



		5. 4

		The contract should include timely communication of transfer of information where required to other professionals if this is part of the operation of the service or contract. Has this been referenced in the contract?

		

		☐		



		6. 5

		Does the contract include any duty to co-operate with other parties?

		

		☐		



		7. 6

		Is the agreement subject to audit, including sub-contractors and provide information in a reasonable timescale?

To provide a legal basis for auditing, will consent be sought?

		

		☐





☐

		



		8. 7

		Does the contract include a dispute resolution process?

		

		☐		



		9. 8

		Has the contract been recorded in the CCG contract register?

		The CCG should have a register of all contracts maintained and all contracts entered into should be recorded detailing

· Provider

· Contract Value

· Period of the contract

· Approval date

		☐		



		10. 9

		Does the contract confirm that the provider has implemented the Accessible Information Standard (if applicable)?

		https://www.england.nhs.uk/ourwork/patients/accessibleinfo/

		☐		



		2. Data Protection Act

		



		11. 1

		Does the contract confirm that the provider is registered with the Information Commissioner’s Office?

		This can be checked via https://ico.org.uk/about-the-ico/what-we-do/register-of-data-controllers/

		☐

		



		12. 1

		Does the contract define who are the data controller(s) and data processor and the relationship between the parties?

		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/

		☐		



		13. 1

		Does the contract include a definition of the legal basis for processing each type of data, with a clause requiring the data processor to act only on instruction from the data controller(s) and that no further processing or changed processing should take place without the permission of the data controller(s)?

		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/lawfulness-fairness-and-transparency/

		☐		



		14. 1

		Has a Data Protection Impact Assessment (DPIA) been completed and presented?

		See CCG Data Protection Impact Assessment Procedure.

		☐		



		15. 1

		Does the provider have a publicly available Privacy Notice covering all the data processing relevant to the service?

		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/lawfulness-fairness-and-transparency/

		☐		



		16. 1

		Does the provider clearly explain to patients and the public how the personal information they collect could be used in de-identified form for research, audit, public health and other purposes in accordance with NHS regulations, policies and procedures?

		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/principles/lawfulness-fairness-and-transparency/

		☐		



		17. 1

		Does the provider reference measures/controls to prevent unlawful processing?

		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/security/

		☐		



		18. 1

		Does the contract state how the implemented data protection, confidentiality and information security controls will be reviewed (at least annually), monitored and assurance of this provided?

		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/security/

		☐		



		19. 1

		Does the contract stipulate that staff contracts include relevant data protection and confidentiality clauses (including reference to disciplinary procedures)?

Does the contract confirm that regular IG training is required of its staff?

		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/security/

		☐







☐

		



		20. 1

		Has the provider implemented a staff Confidentiality Code of Practice?

		

		☐		



		21. 2

		Does the contract include terms (where necessary) that cover off the provider’s responsibilities for:

1. Business continuity

2. Disaster recovery

3. Monitoring and audit of access to systems

4. Records management lifecycle

		

		





☐

☐

☐

☐

		



		22. 2

		Does the contract cover the data controller(s) for charges, liability and indemnity, remedies and penalties for breach, failure to keep data securely, should there be an ICO fine for which the supplier is negligent?

		

		☐		



		23. 2

		On exit, does the contract specify:

What happens to records, and in what timeframe?

What happens on premature exit for data breach, when it is appropriate to stop processing and under what/who’s instruction?

Who has responsibility for secure destruction and under whose instruction?







		

		

☐



☐





☐

		



		3. Data Security and Protection Toolkit (formerly known as the IG Toolkit)

		



		24. 

		Has the provider completed the Toolkit?

		The provider should have already identified the need to complete the Toolkit, however a check can be performed through https://www.igt.hscic.gov.uk/ or in the new toolkit (when the search facility is available) https://www.dsptoolkit.nhs.ukto confirm whether this is the case.

		☐		



		25. 

		Has the latest version and correct type of the Toolkit been completed by the provider?

		

		☐		



		26. 

		Has the provider published the Toolkit self-assessment at the mandatory satisfactory/compliant level?

		

		☐		



		27. 

		Has the provider’s Toolkit submission been independently audited/verified (within the past 12 months) and the audit report shared with the CCG?

		

		☐		



		28. 

		If the provider Toolkit submission is not independently audited, has the provider confirmed they have submitted all the documented evidence as part of its toolkit submission?

		

		☐		



		29. 

		Does the contract include conformance with specific information and data standards such as ISO 27001 or a requirement to keep to Toolkit security assertions?

		

		☐		



		4. Data Items

		



		30. 2

		Is there a requirement for the provider to maintain information asset registers, data flow mapping and data sets for extraction and reporting and to share them with the data controller?

		

		☐		



		31. 3

		Has a data flow map been presented? ie where information will travel from and to, and what the information might contain

		

		☐		



		32. 3

		Does the contract reference (where applicable):

· The use of NHS Number in line with National Patient Safety Agency requirements.

· Any Minimum Data Sets required

		

		☐		



		5. Data Sharing Agreement

		



		33. 3

		Does the contract specify how data will be shared and what the security requirements around any transfers?

		

		☐		



		34. 3

		Is an information sharing agreement in place?

		A copy of the Information Sharing Agreement to be provided (including a list of organisations).

		☐

		



		35. 3

		Has the provider implemented information sharing policies and procedures to make it easier to share information with other partners?

		

		☐		



		36. 3

		Does the contract specify that the provider implemented measures to ensure that relevant personal confidential data is only shared among registered and regulated health and social care professionals who have a legitimate relationship with patient?

		

		☐		



		6. Subcontracting

		



		37. 

		Does the contract prohibit subcontracting unless the data controller(s) issue a letter of authorisation?

		

		☐		



		38. 

		Does the provider sub contract any part(s) of this service?

		If the provider is not subcontracting then please move to the next section.

		☐		



		39. 

		Is an appropriate data processing contract in place between the provider and the sub-contractor?

		

		☐		



		40. 

		Has the provider ensured compliance at all times with obligations equivalent to those imposed on the provider are applied to any subcontractor?

		

		☐		



		41. 

		Has the provider imposed on its own Sub-Contractors (in the event the Sub-Contractor further subcontracts any of its obligations under the Sub-Contract) obligations that are substantially equivalent to the obligations imposed on the Sub-Contractor?

		

		☒		



		42. 

		Has the provider ensured rights of audit and inspection in respect of relevant data handling systems to the provider or to the Commissioner or to any person authorised by the provider or by the Commissioner to act on its behalf?

		

		☐		



		7. Incidents/Data and Information Governance Breach Management

		



		43. 

		Has the provider confirmed that it has Information Governance incident reporting policies and procedures in place?

		

		☐		



		44. 

		Does the contract place on the provider the requirement to immediately report serious incidents and to work with the data controller on reporting, monitoring and assistance with the closing of incidents?

Does the contract specify that the provider maybe to subject to a penalty of up to 5% of the contract value where an information breach has occurred?

		

		☐









☐

		



		45. 

		Has the provider implemented measures to ensure all IG incidents are reported in accordance with NHS Digital’s Guide to the Notification of Data Security and Protection Incidents?



		

		☐		



		8. Freedom of Information Act Requests

		



		46. 

		Is there clear responsibility for the sharing of requests for information which may fall under the Freedom of Information Act 2000, Environment Information Regulations 2004 and General Data Protection Regulation/Data Protection Act?

Does it clearly state who might take responsibility for clinical audit or audit of the above where required?

		

		☐









☐

		



		9. Senior Information Governance Roles

		



		47. 

		Has the provider nominated an Information Governance Lead and Data Protection Officer?

		

		☐		



		48. 4

		Has the provider appointed an Informatics Lead?

		

		☐		



		49. 4

		Has the provider appointed or nominated a Senior Information Risk Owner

		

		☐		



		50. 5

		Has the provider appointed a Caldicott Guardian in accordance with the NHS guidelines and recommendations of the Caldicott Review?

		

		☐		







Assessment completed by



		Name:

		Click here to enter text.

		Title:

		Click here to enter text.

		Date:

		Click here to enter text.





Not for publication or disclosure without first considering exemptions to disclosure
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New entry form for new Information Asset.xlsx
IAR&DFM

		Information Asset Register and Data Flow Mapping								Version 1.2.3 (16/05/2018)

		This form should be used to record all new Information Assets and also capture any related data flows where personally identifiable data is being included.

				Question		Example		Information Asset 1		Risk Assessment for Information Asset 1

		Information Asset (IA)

		IA Details		Reference Number		1

				Name of Information Asset		Medicines Review records

				Format of the information		Electronic records

				Number of records (estimate, if exact not known)		15000

				Team/Department/Directorate		Medicines Management

				Nominated Information Asset Owner (see IAO handbook) and job title e.g. who has managerial responsibility for this information asset?		John Smith

				Nominated Information Asset Owner email address		john.smith@nhs.net

				Nominated Information Asset Administrator (see IAO Handbook) and title e.g. who looks after the data on a day to day basis		Ann Other

				Nominated Information Asset Administrator email address		Ann.Other@nhs.net

		Data Controller		Where the CCG is not the Data Controller (who defines why the information is being processed - normally they 'own' the data), please specify who the Data Controller is?		GP Practices

		Data Processor		Which organisation is the Data Processor i.e. is another organisation processing the information on behalf of the Data Controller?		CCG Medicines Management team

				Location e.g. GP, Acute Hospital, Social Services, Governance office, Finance etc. (internal or external); please clarify the type of organisation if it is not obvious		GP and CCG offices

				Brief description of the processing of the information within this information flow e.g. who's doing what with which data and the reason for it		Medicines Management team to conduct a medicines reviews for GP practice

		Type of data		Type of data involved (personally identifiable, deidentified data, anonymous data, corporate sensitive)		Personal data

				Does the information uniquely identify an individual (personal data), please state what is identifiable? (e.g. NHS No, name, address, telephone, email address, IP address, photo)		Patient name, full demographics, medication history and current prescribing. Full GP record.

				What special personal data will be included? (e.g. race, ethnic origin, politics, religion, trade union membership, genetics, biometrics (where used for ID purposes), health, sex life, sexual orientation.)		Race, Ethnic origin, Genetics, Health, Sex life data

				Why is identifiable information required e.g. could deidentified or anonymous information be used instead?		Yes - direct patient care so needs to be full record

		Legal basis		Legal basis for processing personal data		Health and Social Care purpose? Check with IG

		Data Sharing		Will data regularly be shared with other organisations? If so, has an Data Sharing Agreement been prepared?		No

		Third Party Access		Will any third parties have access to the data?		No

		Data Flows (to be completed if any staff or patient personally identifiable data is included)

		DF Details (of personally		Where does the information come from (organisation)		GP practices

		identifiable information)		Where does the information go to (organisation)		Medicines Management Team, CCG

				State recipients of information inbound and outbound		Ann Other (CCG), Dr Trust (GP Practice)

				Was the information held derived from another system?		Yes - GP practice SystmOne

				Have any changes been made to the information received?		No

		Quantity of Records in Transfer		Is bulk data being transferred? i.e. does a single transfer include more than 21 records?		Yes

		Electronic System Transfers (if applicable)		Is information being transferred directly from one system to another?		No

				Is information being transferred securely? e.g. nhs.net or VPN encryption		N/A

		Email Transfers (if applicable)		Is NHSmail (nhs.net) being used to send and receive the data?		nhs.net

				If the recipient is not an nhs.net address, has the email address been verified and confirmed?		N/A

				Non-secure transfers only: Will the email have [secure] in the subject and any attachments be password protected?		N/A

				Is personally identifiable data in either the subject or body of the email?		No

				How is data encrypted? If so, what software is used?		nhs.net

		Manual Transfers (if applicable)		Is the data being transferred in hardcopy (as paper)?		No

				Is the transfer utilising electronic media such as DVD, USB storage etc.?  Please specify.		Noi

				Is the media/transfer encrypted and if so, how?		No

				Has a secure method of physical transfer been implemented? e.g. lockable case		N/A

				Does the transfer of data take place by hand? If so, specify by whom and the security measures employed		No

		Postal Transfer (if applicable)		Which postal method is used, e.g. First Class, Signed For (Recorded Delivery), Special Delivery (Traceable)		N/A

				Is internal or external mail used?		N/A

		Transmission by Fax (if applicable)		Is the data sent using safe havens?		N/A

		Note: Fax should only be used in emergency		Do you confirm the fax number, phone recipient, in advance and use a cover sheet?		N/A

		situations		Are regularly used numbers pre-programmed and double checked before use?		N/A

				Do you phone in advance to ensure an authorised staff member is available to immediately collect the fax?		N/A

				Is confirmation of fax receipt requested and obtained?		N/A

		Other methods of transfer (if applicable) 		Please detail transfer method.		Telephone - verbal update to Community Pharmacies where changes to repeat prescriptions are required

		Additional Information Required		Is any information sent out of, or received from outside the EEA?		No

				If the data is being held on a specific system, has a System Level Security Policy been completed by the provider?		N/A

		Records Management

		Records Management (Manual and Electronic) 		Has a formal structured filing system been established to facilitate efficient methods of storing and retrieving records?		Yes

				Has a record naming convention been established to allow file identification within the filing structure? 		Yes

				Has a version control system been implemented to identify the latest version or chronology of changes?		No

				Has an effective tracking/tracing system been implemented to record (and audit) the removal and whereabouts of records taken or copied from the filing system?		N/A

				Have complete system records management procedures, including records retention requirements, been documented and communicated to staff?		Determined by GP practice policy.

				Have all staff who use that system been trained in the records management requirements?		Yes

		Records Retention		Has the period of retention been determined and an appropriate review, authorisation and secure destruction procedure implemented. Including maintenance of a register of records destroyed 		Yes

		Secure Storage		What access and security controls are in place to keep the data secure?		Data kept on GP SystemOne and restricted access secure network fodler on CCG drive

		Secure Destruction		Where will Certificates of Destruction be retained?		IT server storage destruction would be handled corporately - Informatics

		Records Management Audit and Reporting 		Is there a schedule for the team/directorate/department to complete audits of all relevant records, to ensure all records management requirements have been implemented?		As per GP practice audit process.

				Is a register of authorised users maintained?		Yes and restricted folder access regularly reviewed

				Will an access log be maintained?		Yes on SystmOne; no audit of restricted secure folder possible

		Risk Assessment

		Data Flow Risk Assessment and Recording 		Have any risks been identified and are any being tolerated/accepted?		Completed on 01/01/2016 by John Smith. Medicines Management Team expressed concern that sometimes they have to verbally discuss patient medication in open plan areas.

				Have any risks identified been recorded and included in the corporate risk register?		MMT to have updated their  risk register and requested escalation to coroporate risk register

		Information Asset Risk Reporting		Has the Information Asset Owner has completed a report the  Senior Information Risk Owner (SIRO) detailing any risks identified? 		Yes

				Have any risks been identified and are any being tolerated/accepted?		Completed on 01/01/2016 by John Smith

				Have any risks identified been recorded and included in the corporate risk register?		Yes

		Business Continuity		Please rank how critical this data is to the operation of your department.
1 = cannot operate without, 5 = can operate for a prolonged time without access		1

				For critical information assets: what plans are in place for the business continuity?		SystmOne is managed by practice; data stored on restricted secure folder is only kept as a record for audit.
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Guidance

		INFORMATION ASSET REGISTER AND DATA FLOW MAPPING COMPLETION GUIDANCE 



		Background



		All organisations own and use information assets that support their local business needs. Some of these assets will be personally identifiable data in some form and/or the equipment within which personal data is held. Organisations must ensure that all of their information assets that hold or are personal data are sufficently protected and secure.  The first step towards acheiving this is identifying all the organisations information assets and associated information flows, this is done through mainteance of an Information Asset and Data Flow Register.
Information Assets and the associated information flows must be managed and recorded to ensure that the information processing undertaken is legal and carried out securely to ensure confidentiality. It is a statutory requirement for each organisation to produce and maintain an accurate record of their information assets and data flows.





		Definitions



		Information Asset Register: 		A register to record all information assets,  including equipment registers, records, systems and documents that are key for the organisation to fufil its responsibilities.

		Data Flow:		How information is collected and received, and shared/disclosed.

		Information Processing:		Recording, collecting , organising, storing, using or disclosing information.

		Personal Confidential Information (PCD):		Information from which a person can be identified, the terms "personally identifiable", "personal identifiable information", "patient identifiable data" have also been used in the past.

		Sensitive and Personal Information:		Identifable information relating to an individual in relation to, religious or political beliefs, physical and mental health conditions, membership of a trade union, information related to alleged offences and ethnicity

		Data controller:		Organisation who defines the purpose for which identifiable data will be processed. It's possible to have data controllers in common (processing for different purposes) or joint data controllers (defining the same purpose).

		Data processor:		An organisation who is processing identifiable data on behalf of data controller(s).

		Data Subject 		The individual whom the data or information relates to 



		Guidance



		Information Asset Details		Reference Number; next sequential number

				Name of Information Asset; unique name or title of Information Asset

				Format of the information

				Number of records (estimate, if exact not known); estimated number of records included within the asset

				Team/Department/Directorate; team/Department that the asset sits within

				Nominated Information Asset Owner (see IAO handbook) and job title e.g. who has managerial responsibility for this information asset?

				Nominated Information Asset Owner email address

				Nominated Information Asset Administrator (see IAO Handbook) and title e.g. who looks after the data on a day to day basis

				Nominated Information Asset Administrator email address

		Data Controller		Where the CCG is not the Data Controller (who defines why the information is being processed - normally they 'own' the data), please specify who the Data Controller is? Organisation who will defining how this information is being used. Blank denotes this sits with the CCG.

		Data Processor		Which organisation is the Data Processor i.e. is another organisation processing the information on behalf of the Data Controller? Is another organisation processing this information in anyway, if not the CCG then they should be specified here.

				Location e.g. GP, Acute Hospital, Social Services, Governance office, Finance etc. (internal or external); please clarify the type of organisation if it is not obvious. Location of asset - can either be physical or logical location.

				Brief description of the processing of the information within this information flow e.g. who's doing what with which data and the reason for it

		Type of data		Type of data involved (personally identifiable, deidentied data, anonymous data, corporate sensitive). Does the asset include personally identifiable, deidentified or anonymous data.

				Does the information uniquely identify an individual? (e.g. NHS No, name, address, telephone No) Individual data fields should be listed.

				Is the information sensitive, if so what will be included? (e.g. info. about health, race, sexual life, religious beliefs, criminal offences or trade union membership) Individual data fields should be listed.

				Is identifiable information required e.g. could deidentified or anonymous information be used instead? Individual data fields should be listed.

		Legal basis		Legal basis for processing PCD. Is there an establish legal basis to be processing identifiable information? If so, this must be specified. If not, advice must be sought.

		Data Sharing		Will data regularly be shared with other organisations? If so, has an Data Sharing Agreement been prepared?

		Third Party Access		Will any third parties have access to the data? Will any other organisation be provided with or given access to, any personally identifiable information?

		Data Flows (to be completed if any staff or patient personally identfiable data is included)

		Data Flow Details (of personally		Where does the information come from (organisation)

		identifiable information)		Where does the information go to (organisation)

				State recipients of information inbound and outbound. Please name individuals within the CCG and organisation where the data might be being sent.

				Was the information held derived from another system? Is the data taken directly from a system? If so, please specify.

				Have any changes been made to the information received?

		Quantity of Records in Transfer		Is bulk data being transferred? i.e.does a single transfer include more than 21 records?

		Electronic System Transfers (if applicable)		Is information being transferred directly from one system to another?

				Is information being transferred securely? e.g. nhs.netor VPN encryption. If not, please specify how the data is being sent and what safeguards are in place.

		Email Tranfers (if applicable)		Is NHSmail (nhs.net) being used to send and receive the data? Is nhs.net (or another secure government email domain) being used exclusively? If not, please specify.

				If the recipient is not an nhs.net address, has the email address been verified and confirmed?

				Non-secure transfers only: Will [secure] be used in the subject line? Is personal data password protected as an attachment? If so, please provide details.

				Is personally identifiable data in either the subject or body of the email? If so, please justify why.

				How is data encrypted? If so, what software is used? Assurances are required that this is to NHS standards. NHS Digital can provide further detail.

		Manual Transfers (if applicable)		Is the data being transferred in hardcopy (as paper)?

				Is the transfer utilising electronic media such as DVD, USB storage etc?  Please specify which type of media is being used.

				Is the media/transfer encrypted and if so, how?

				Has a secure method of physical transfer been implemented? e.g. lockable case. How are hardcopies and/or electronic media being transported?

				Does the transfer of data take place by hand? If so, specify by whom and the security measures employed. What process and assurances are in place that the information will be handled securely?

		Postal Transfer (if applicable)		Which postal method is used, e.g. First Class, Signed For (Recorded Delivery), Special Delivery (Traceable)

				Is internal or external mail used?

		Transmission by Fax (if applicable)		Is the data sent using safe havens?

		Note: Fax should only be used in emergency		Do you confirm the fax number, phone recipient, in advance and use a cover sheet?

		situations		Are regularly used numbers pre-programmed and double checked before use?

				Do you phone in advance to ensure an authorised staff member is available to immediately collect the fax?

				Is confirmation of fax receipt requested and obtained?

		Other methods of transfer (if applicable) 		Please detail transfer method. If the data will be sent via some other route, please detail.

		Additional Information Required		Is any information sent out of, or received from outside the EEA?

				If the data is being held on a specific system, has a System Level Security Policy been completed by the provider? Applicable if a system is being used to process identifiable data.

		Records Management

		Records Management (Manual and Electronic) 		Has a formal structured filing system been established to facilitate efficient methods of storing and retrieving records? Applicable if a record system has been established.

				Has a record naming convention been established to allow file identification within the filing structure?  Applicable if a record system has been established.

				Has a version control system been implemented to identify the latest version or chronology of changes? Applicable if a record system has been established.

				Has an effective tracking/tracing system been implemented to record (and audit) the removal and whereabouts of records taken or copied from the filing system? Applicable where any records are being processed and must be specified.

				Have complete system records management procedures, including records retention requirements, been documented and communicated to staff?

				Have all staff who use that system been trained in the records management requirements?

		Records Retention		Has the period of retention been determined and an appropriate review, authorisation and secure destruction procedure implemented. Including maintenance of a register of records destroyed 

		Secure Storage		What access and security controls are in place to keep the data secure?

		Secure Destruction		Where will Certificates of Destruction be retained where records have reached the end of the retention period? Certificates of Destruction are required where any records (containing any personally identifiable information) are being destroyed.

		Records Management Audit and Reporting 		Is there a schedule for the team/directorate/department to complete audits of all relevant records, to ensure all records management requirements have been implemented? Where a record system is established. The audit should review compliance with the elements of records management.

				Is a register of authorised users maintained?

				Will an access log be maintained? If so, how will the log be utilised/reviewed?

		Risk Assessment

		Data Flow Risk Assessment and Recording 		Have any risks been identified and are any being tolerated/accepted? This will also be reviewed by the IG lead.

				Have any risks identified been recorded and included in the corporate risk register? This must be documented if any risks are accepted/tolerated.

		Information Asset Risk Reporting		Has the Information Asset Owner has completed a report the  Senior Information Risk Owner (SIRO) detailing any risks identified?  This is a requirement that significant risks are regularly shared with the SIRO.

				Have any risks been identified and are any being tolerated/accepted? This will also be reviewed by the IG lead.

				Have any risks identified been recorded and included in the corporate risk register? This must be documented if any risks are accepted/tolerated.

		Business Continuity		Please rank how critical this data is to the operation of your department.
1 = cannot operate without, 5 = can operate for a prolonged time without access
Must be completed, with 1 representing critical to the organisation.

				For critical information assets: what plans are in place for the business continunity?
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1. Introduction

The role of Information Asset Owner (IAO) was created following the UK Government’s
2008 review of data handling within Government against the backdrop of high profile data
losses. The review focussed initially on personal data handling but also covered any
sensitive information processed by an organisation.

The recommendations of the review stressed the need to manage Information Assets in
compliance with various statutory obligations such as the Freedom of Information Act, the
Public Records Act and the Data Protection Act. It suggested that three new roles be
established to facilitate the management of information: Senior Information Risk Owner
(SIRO), Information Asset Owner (IAO) and Information Asset Administrator (I1AA).

The 1AO role now forms an integral part of the Information Governance Toolkit national
requirements.

It should also be noted there is a responsibility on project managers where these are
different to information asset owners to ensure that privacy and confidentiality controls are
built into systems at the start of new projects, whether these be new systems or services.
This is known and a Privacy Impact Assessment or Data Protection Impact Assessment
and requires the legal basis for processing personal identifiable information to be identified
before processing commences.

2. Purpose of this booklet

This guidance is designed to provide assistance to Information Asset Owners. Information
Asset Owners perform a crucial role within the organisation. They are an integral part of
the Information Governance Strategy of the organisation and their role helps to ensure that
the organisation complies with national information governance mandatory requirements
and guidelines. This document aims to clarify what is required of the role and provide the
key resources required for the 1AO to effectively manage information risks.

3. Definitions

Information Asset (I1A)

An information asset is a body of information, defined and managed as a single unit, so
that it can be understood, shared, protected and used effectively. Any collection of data
required to conduct an organisation’s business and the technical equipment to manage
this data are referred to as Information Assets. An information asset may comprise of a
combination of hardware, software, data, paper records, contracts and skilled resources
that together support a business activity. The term Information Asset is very wide ranging
in what it can include.

The information assets referred to in this document consist of items such as databases,
web servers, software applications, physical paper records.





Senior Information Risk Owner (SIRO)

This is a member of senior management who has overall responsibility for managing
organisational information risk and ensuring appropriate assurance mechanisms exist.
Any information related risks identified by I1AOs should be entered onto the relevant
departmental risk register to enable significant information risks to be reviewed by the
SIRO.

Information Asset Owner (IAO)

An IAO is an individual within an organisation that has been given formal responsibility for
the security of an asset (or assets) in their particular work area.

They are responsible for the maintenance of the confidentiality of that asset, ensuring that
access to the asset is controlled and that the information is securely kept. They provide
assurance that any risks to the information asset are managed effectively. IAOs are
directly accountable to the SIRO.

Information Asset Administrator (IAA)

Providing support to the 1AO, the IAA is the individual or one of a number who uses the
information asset on a day to day basis. They will generally be more familiar with the
information, any systems and any risks in their area. This may include responsibilities for
data quality, resolving system issues, managing user access i.e. setting users up with
logons to the system with appropriate access rights according to their role.

The simple diagram below illustrates the structure and the hierarchical relationship
between the IAO, IAA and the SIRO.

Board

SIRO
1AO 1IAO  1AO

1AA 1AA 1AA 1AA TAA |AA |AA

Project Managers

Organisations should ensure that when new processes, services, systems and other
information assets are introduced that the implementation does not result in an adverse
impact on information quality or a breach of information security, confidentiality or data
protection requirements. Requirements to ensure information security, confidentiality, and
information quality should be identified and agreed prior to the design, development and/
or implementation of a new process or system. A Privacy/ Data Protection Impact
Assessment should be completed and submitted for review.

Any use of personal identifiable information should be added to the Information Asset
register and data flow mapped. Once the project is complete the responsibility for
reviewing and ensuring the use of personal identifiable information data flow maps are
kept up to date must be handed over to the appropriate information asset owner





Information Governance Toolkit

The Information Governance Toolkit is an online system which allows NHS organisations
and partners to self-assess against Department of Health and ISO Information
Governance policies and standards.

The Information Governance toolkit draws upon legal requirements such as the Data
Protection Act, the EU General Data Protection Regulation as well as best practice
guidelines and presents them in one place as a set of information governance
requirements. All NHS organisations are required to submit a self-assessment against the
IG toolkit standards annually. The Information Asset Owner supports this assessment by
providing evidence that forms a large part of the ‘information security assurance’ element
of the submission.

Business Continuity Management

A management process that enables an organisation:

e To identify those key services which, if interrupted for any reason, would have the
greatest impact upon the community, the health economy and the organisation

e To identify and reduce the risks and threats to the continuation of these key services

e To develop plans which enable the organisation to recover and/or maintain core
services in the shortest possible time

Business Continuity Plan

A business continuity plan is a collection of procedures and information that is developed,
compiled and maintained in readiness for use in an incident to enable an organisation to
continue to deliver its critical activities at an acceptable pre-defined level.

Disaster Recovery Plan

A disaster recovery plan is a documented process or set of procedures to protect and
recover business IT infrastructure and systems in the event of a disaster. It describes the
steps necessary to recover the system to a working state; the acceptable amount of data
loss to the business; and how long the recovery is expected to take.

4. Roles and Responsibilities of an IAO

The IAO is responsible for protecting and preserving the confidentiality, integrity,
authenticity, availability, and reliability of information contained within their information
assets.

A central part of the IAO role is understanding what information is held, what is added and
what is removed, how information is transferred, and who has access and why. That way
you will understand what the risks are to your information assets and how these can be
managed.

The 1AO needs to provide assurances that information is shared only among authorised
persons or organisations and that the information is authentic, complete and accurate.
They need to ensure that information is held and transferred securely. They also have to
provide assurance that the systems responsible for delivering, storing and processing
information are accessible when needed and by those who need them.





The IAOs are critical to ensuring information is properly handled. They are essentially the
gatekeepers of information assets and advise the SIRO on practical policy steps.

SUMMARY OF KEY ASPECTS OF THE IAO ROLE:

An IAO needs to:

e Ensure new information assets assigned to them have had a Privacy Impact/ Data
Protection Impact assessment carried out and transfers of personal information
identified (data flow mapped).

e Know what information assets are held and for what purposes.

e Know what information the asset consists of and what enters and leaves the asset
and why.

e Understand how information is created, amended or added to over time.

e Be responsible for appropriate disposal of information when no longer required.

e Know who has access and why and ensures access to the asset is monitored.

e Ensure staff are trained - ensuring that only appropriate staff have the required
access and making sure that staff are trained in using the asset.

e |dentify, understand, address, prioritise and review perceived risks to the owned
asset and provide assurance to the SIRO on the security and use of assets.

e Have oversight of actions agreed to mitigate these risks.

e Protect the information held within the asset.

Some of these tasks will be managed on a day to day basis by the Information Asset
Administrator, but the IAO has overall responsibility.

There are a series of tools - detailed in the next few sections - available to assist the IAO
in providing assurance. These will help the IAO in their role as well as provide the
evidence required for the Information Governance Toolkit.

5. Training for IAOs

Currently NHS Digital are working on a new training programme which will include training
for Information Asset Owners.

6. Information Asset Register

Details of every information asset should be added to a central asset register file. The
purpose of this Information Asset Register is to identify the different types of information
processed and stored by the organisation. It's an overview of all the information assets
that exist within the organisation and is a useful tool for the SIRO and others for assessing
risks and taking appropriate decisions.

It is important to ensure that the Information Asset Register is kept up to date. The
Information Asset Register should be updated regularly.





7. Data Flow Mapping

Data Flow Mapping helps us to understand what information we receive, where we hold it

and how we transfer it.

The aim of data flow mapping is to:

e Detail how the data is transferred

e Ensure that any data we send or receive is secure in transit

e Understand the nature and justification of information flows to ensure we are only
sending and receiving information that we really need to

As an IAO you only need to map regular flows of information that contain personal
confidential data (PCD). PCD relates to information about a person which would enable
that person’s identity to be established by one means or another. PCD can refer to any
individual, not just patients so can include information about staff, contractors, visitors and
members of the public.

Bulk data flows in particular should be mapped - It is essential to identify all instances
where multiple records are being transferred out of your department, whether to other
departments in the organisation or to other organisations. Bulk data is generally defined as
person identifiable data relating to 21 or more individuals.

Data flows involving the transfer of fewer than 21 records should also be mapped with
priority given to the impact of losing data. For example the loss of a lower number of highly
sensitive records is likely to have a greater impact than the loss of a large number of less
sensitive records.

The mapping exercise relates to all data and may be by email, fax, post/courier or portable
electronic or removable media — this includes laptops, hand held devices, DVD’s, CD’s
and memory sticks.

As an |IAO you need to think about:
e Outbound flows:  What is sent to other departments in the organisation?
What is sent outside of the organisation?

e Inbound flows: What is received from other departments in the organisation?
What is received from outside of the organisation?

We would suggest that the following We advise you exclude the following from
means of transferring data should be the data mapping exercise:
mapped:
v Emall x Ad-hoc phone calls
v Fax x  One-off transfers of information
v' Post/ Courier - hard-copy or x  Transfers of anonymised
electronic media information
v Text Message






8. Risk Assessment

It is important that as an IAO you are managing information related risks in relation to the
information asset. A risk assessment must be completed for every identified information
asset which holds personal information or is of key or critical importance to the
organisation.

Any identified risks should be added to your departments risk register. These should be
reviewed and managed along with other risks in your area.

Examples of Risks to Manage

« Inappropriate access to/ disclosure of personal data

« Internal threats from staff or external parties

e Information losses during transfer or periods of business change

o Losses of immediate access to information/ continuity of access, i.e.: not being able to
find, open, work with our information for a period of time

e Poor information quality

« Poor change management

o Failing to maximise the public benefits of information

9. System Level Security Policy (SLSP)

It is a requirement of the Information Governance Toolkit that a System Level Security
Statement is in place for key/critical assets. The purpose is to provide assurance that
measures are in place to protect the data contained with the information asset.

The System Level Security Policy (SLSP) provides a system overview of the information
asset, i.e. what the system is used for. It also covers system security and the storage of
information associated with the asset and how this information is processed.

A template for producing an SLSP is available.

10. Business/ Service Continuity Plan

It is the responsibility of business continuity leads to ensure that business continuity plans
are in place for critical services. In some cases the business continuity lead and
information asset owner will be the same person but this is not always the case. It is
important that information asset owners and business continuity leads work collaboratively
to assess the risks to service continuity and ensure that contingency plans are in place for
critical and essential information assets and that end users are familiar with these plans.
Part of the risk assessment process may be to seek assurance from third party providers
regarding the system support they can offer. Contingency plans for information assets
might be stand-alone documents or form part of service-level business continuity plans for
a department or directorate.

It is also useful to identify the time period that the department can function without the
asset prior to activating the continuity arrangements. This time period may be as little as
an hour or two, or may be a few days.





11. Disaster Recovery Plan

Disaster recovery plans clearly document the steps needed to recover a single IT system,
or group of systems, after a disaster has occurred. They should describe a set of
consistent actions to be taken before, during and after a disaster. The plan should clearly
nominate who is able to invoke the plan and assign other responsibilities appropriately.

The plan will likely be drafted by the IT service responsible for the operational support of
the information asset. The IAO should be aware of and ideally agree on the objectives
within it. Specifically what data is backed up, how frequently and how long recovery any
recovery is expected to take. The frequency of backups may well determine the amount of
data lost if a disaster occurs.

12. System Audit

Information Assets should have an audit facility in place. This audit should clearly show
who has logged onto the system and the time and date that they have logged on. It should
also show what changes have been made by users of the system and that only those
users that should have access to the system do so.

There should also be documented confidentiality audit procedures that clearly set out
responsibilities for monitoring and auditing access to confidential personal information. The
IAO has overall responsibility for auditing of the information asset, but may delegate to the
IAA to undertake this task.

13. Checklist for IAOs

This is a quick checklist of what you need to do as an IAO to make sure you are properly
managing your information assets:

Ensure:

e Data flow mapping is undertaken on a regular basis for each information asset and
your area of responsibility as a whole.

e Risk assessment for your identified information asset(s) is undertaken on an on-going
basis.

e A System Level Security Policy is produced for every electronic information asset that
is key/ critical in importance or holds personal information.

e Addition of new assets to the Information Asset Register and updates on any existing
assets in the register.

e That a regular assurance report is provided to the SIRO covering risks to information
assets and the processing and transfers of personal information.
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Information Asset Name (system name)







Information Asset Owner (IAO)







Information Asset Administrator (IAA)









Overview 

Describe its function and purpose; how it is used and accessed, where the information is stored as well as how any personal confidential data (PCD) is added to the asset







































Organisations, Departments and Services using the Asset











Other systems / assets which are dependent on this one











System Supplier(s)









System Maintained By (list all responsibilities)









Renewal Dates of Any External Support Contracts







Supported Hours for System







Person Responsible for System Security







System is accessible From: (The Internet/ N3 / Local networks)







Caldicott Guardian







Does the asset hold patient records?				YES / NO





Is this asset classed as a clinical system?			YES / NO





Does the asset use the NHS number as an identifier?		YES / NO





Anonymisation and Pseudonymisation Measures in Place






Security Safeguards (please add any additional measures)

		NAME

		ANSWER

		NAME

		ANSWER



		Secure Room / Cabinet

		Yes/No

		Record Tracking

		Yes/No



		Security Alarms

		

		Records Physically Sealed During Transport

		



		CCTV

		

		Strong Passwords or Smartcards used

		



		Stored Data is Encrypted

		

		Strictly Controlled User Access Rights

		



		Antivirus in Place

		

		User Activity Audited

		



		Operating System Updated Regularly

		

		Strict Printing control

		



		Network Firewalls

		

		Bulk Extracts of PID prevented or restricted

		



		Servers in Restricted Network Area (DMZ)

		

		System Alerts monitored

		



		Network Traffic Encrypted

		

		Independent Security Testing

		



		

		

		

		



		

		

		

		











Disaster Recovery Plan (name and location)











Business Continuity Plan (name and location)











Network Connectivity Diagrams (simplified overview only)













The information asset will be risk assessed according to standard processes and procedures.


Process for Requesting Access













Sponsor required for new users or additional permissions

(e.g. line manager, IAO, director)







Link to user guides/ training documentation











Person responsible for regularly reviewing user accounts and permissions

(Minimum of every 6 months)







Passwords Can Be Reset Using the Following Processes













User Access May Be Suspended / Revoked Under the Following Circumstances Using the Following Processes

 (
(
e.
g. Lost or stolen login credentials, suspected misuse, long-term absence, gross misconduct or suspension, at request of director or senior HR manager
, termination of contract with third party.
)
)

























Temporary and Shared Accounts (detail approach to issuing, if their use is allowed)






System Accounts (e.g. administrator, standard, read-only) 

		System Account Type

		Permissions Granted by Account Type



		

		



		

		



		

		



		

		



		

		









Password / Access Security Settings

		Security Setting Name

		Detail



		Minimum Password Length

		



		Complex Password Required

		



		Password Length

		



		Forced Password Changes (in days)

		



		Password Re-use Allowed

		



		Common Passwords Blocked

		



		Number of Failed Logins Allowed

		



		Session Timeout (in mins)

		



		Access Limited to Specific Hours

		



		Access Limited to Specific PCs/ Devices/ IP Ranges

		



		Number of Simultaneous Logins Allowed to One Account

		



		More Stringent Policies in Place for Power/ Admin Users

		









Third Party Access

		Organization or Individuals Name

		Reasons for Access

		Access Agreement



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		










Additional Relevant Information



Network Polices

Security Policies

Records Management Policies

Incident Policies

Secure Disposal Policy/ Process

Data Sharing Agreements

DPA notifications for relevant organisations (data controllers and processors)

EMBED SLSP V4.2.1		Page 7 of 9

Mar 2016		Owner: Gershon Nubour




image1.png
NHS|

North Lincolnshire
Clinical Commissioning Group




